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ABSTRACT

The revolution witnessed in the money world in recent time cannot be divorced from the emergence of
crypto currency which has brought with it ease in cross border trading activities. It is further captivating
the world and turning a couple into millionaires. This nascent technology, i.e. crypto currency, affords
tremendous opportunities for innovation and growth but is also fraught with bottlenecks fostering illicit
and illegal activities. There is the dire need for a conceptual legal framework for the regulation and
control of cryptocurrencies such as the bitcoin for it to serve effectively and efficiently as a world
currency as opposed to national currencies as regulated by different legislation of diverse jurisdictions of
the world. The idea is for an establishment of an international framework with the responsibility of
regulating the flow of a global virtual monetary system and unit of exchange. It is intended that within the
framework there will be law providing for broker/intermediary, registration/licensing, and fine on
unauthorized brokering of the currency. There is need for registration of users of the cryptocurrency and
regulations for acquisition and transfer as well as taxation of crytocurrency transactions. The emergence
of cryptocurrency has birthed a radically distinctive problem for authorities burdened with the prevention
of cybercrime. This calls for the examination of the effects of the advent of cryptocurrency against the
attempted prevention of cybercrime while also attempting to proffer possible solutions.
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INTRODUCTION

For almost a decade now, the global commercial plane has witnessed the explosion of a new decentralized
form of pecuniary value. This pecuniary value has been dubbed decentralized virtual currencies or
cryptocurrencies which is nothing like fiat currencies known to the world, operated and controlled by
national, central or reserve banks or even regional banks in the case of the European Union.
Cryptocurrencies have been described as digital gold, sound money that is protected from any form of
political influence; it promises to preserve and increase its value over time. Cryptocurrencies have also
been considered as a fast and comfortable medium of payment with a global scope and anonymous
enough to serve as a means of payment for black markets and any other illicit economic activity.?

! Corresponding: Obinna.edeh@unn.edu.ng; obinnajedeh@gmail.com
2 ‘What is Cryptocurrency: Everything you Need to Know’ Available at https://blockgeeks.com/quides/what-is-cryptocurrency/
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Examples of cryptocurrencies include: Bitcoin, Ethereum, Ripple, Litecoin, Monero, Dash amongst others.
While Bitcoin remains by far the most famous Cryptocurrency with others having zero non-speculative impact,
users and investors alike are advised to keep an eye on several Cryptocurrencies.®

Bitcoin and other cryptocurrencies have become increasingly popular in commercial transactions worldwide.
‘Bitcoin exists independent of any virtual world and can be transferred without need for third-party
intermediaries’.*

It is without dispute that the Cryptocurrency market is fast and wild. New Cryptocurrencies emerge everyday
with early adopters raking in millions and some other investors losing out. The market looks dirty but that does
not reduce the fact that Cryptocurrencies have come to stay. With institutional currency, despite being used as
a medium for some transactions. This did not necessarily imply that Bitcoin will be regulated as property in all
respects and in all transactions. Investors investing heavily in Cryptocurrencies, banks and governments are
realizing that this innovation is capable of whittling down their control.

The Nature of Cryptocurrency

The creation of cryptocurrency has led to both scholarly and sociological contemplations as to its nature, with
regards to the category of ‘property’ to which it may be grouped and its legal status under different
jurisdictions.

The true nature of Cryptocurrency is shrouded in obscurity and this must have influenced Howden when he
posited that ‘unfortunately for regulators, cryptos do not fit neatly into any defined category’.% It is opined that
to effectively and efficiently regulate Cryptocurrencies, its position in the eyes of the law must first be
ascertained. It is often argued whether or not Cryptocurrency is a commaodity, a collectible, a currency or even
a security.® Again, it is often asked whether the rights associated with Cryptocurrency are contractual and to
what extent is Bitcoin, for example, a chose in action?’

Cryptocurrency as Property

The question is often asked if Cryptocurrency is a property, good or commodity. Article 2 of the United States
Uniform Commercial Code defines goods as “all things (including specially manufactured goods) which are
movable at the time of identification to the contract for sale other than the money in which the price is to be
paid, investment securities (Article 8) and things in action.”® Similarly under the English Sale of Goods Act
1979, goods is defined as including “all personal chattels other than things in action and money, and in
particular “goods” includes emblements, industrial growing crops, and things attached to or forming part of the
land which are agreed to be severed before sale or under the contract of sale and includes an undivided share in
goods” and property is defined as “the general property in goods, and not merely a special property”.® This
definition is in pari materia with the definitions of goods and property under Section 2 of the Sale of Goods
Law of Lagos.'0 The first observation under these statues is that cryptocurrency is in no way contemplated.

It has however been contended that cryptocurrency comes under the definition commodity under the American
Commodity Exchange Act!! by the addition of the words “all other goods and articles” in the definition of
commodity.!?

3 Ibid

4 Adam Chodorow, ‘Bitcoin and Definition of Foreign Currency’ 19 Florida Tax Review (2016) 365, 367

SEd Howden, ‘The Crypto-Currency Conundrum: Regulating and Uncertain Future’ Emory International Law Review (2014)
742-762.

6 Reuben Grinberg, ‘Bitcoin: An Innovative Alternative Digital Currency’ Hastings Sci & Tech. LJ, (2012) 181, 206.

7 Shawn Bayem, ‘Dynamic Common Law and Technological Change: The Classification of Bitcoin’ Washington and Lee Law
Review Online (2014) 71(2) 1,14.

8 United States Uniform Commercial Code Article 2, § 28:2—105 (2013)

9 English Sale of Goods Act 1979, s.61

10 Sale of Goods Law 1958, W.R.L 1959. Cap. 115

11 Commodity Exchange Act, 7 U.S.C. § 1 (a) (9) (2014).

Mitchell Prentis, ‘Digital Metal Regulating Bitcoin as a Commodity’ Case Western Reserve Law Review (2015) 66 (2) 609,
625.
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As an alternative to categorizing cryptocurrency generally as a property, it is believed that it should be
treated as a money commodity.™® Cryptocurrency by holding itself out as an accepted medium of exchange
within a community, it acts as money commodity. Bitcoins for example are very easy to transmit across
the internet and are recognized as valuable across a widespread community of users.

The United States Internal Revenue Service (IRS) in 2014 concluded that Bitcoin should be treated as
property for tax purposes.* For all practical purposes, it means that the currency is not treated as actual.

Cryptocurrency as Security

It is argued that cryptocurrency is security and should be regulated as such.’® The belief is that owning a
bitcoin has something in common with owning a stock or a partnership interest as both are intangible
personal property that can be valuable on their own without direct implication of further legal
relationships.*®
Various jurisdictions have pretty overlapping provisions as to what is considered security. The English
Companies Act 2006 for example, provides that ‘securities means shares, debentures, debenture stock,
loan stock, bonds, units of a collective investment scheme within the meaning of the Financial Services
and Markets Act 2000 (c. 8) and other securities of any description.”!” The definitions of ‘security’ by
section 2(1) of The American Securities Act 1933 and The Nigerian Investment and Securities Act 2007
are akin to that of the English Companies Act stated above. The provisions of the three statutes seem to
accommodate Cryptocurrency as security. The words ‘other securities of any description’, ‘investment
contract’ and ‘contract’ under these statutes respectively further lay credence to this argument.

It is claimed that Bitcoin fulfills the requirements of investment contract under US law. Investment
contract is defined as “any transaction in which individuals are led to invest money in a common
enterprise with the expectation that they would earn a profit solely through the efforts of the promoter or
of someone other than the investor. This definition is broken down into three requirements: investment of
money, common enterprise and profit solely on the effort of another.®
Nevertheless, shares or stock in a company and other similar forms of security differ from bitcoin in an
important way, in that while the ownership of shares for example confer rights such as, a right to vote®
and to receive a declared dividend, ownership of a bitcoin does not itself confer any such rights.

Cryptocurrency as Currency

Money is defined as a store of value, a unit of account, and a medium of exchange. Currency is money
that is generally accepted as a form of exchange, and flows within an economy and is accepted as a
medium of exchange authorized by a government.?

Cryptocurrency may and has been likened and indeed categorized as a currency for holding the attributes
of money. It has been argued that Bitcoin is a currency and should be regulated as such. This assertion is
on the basis of the similarity between cryptocurrency and currency that both can be used to purchase
goods and transferred to exchange value. The United States government treats Bitcoin as money in a
variety of contexts, example given is their Treasury Department’s Financial Crimes Enforcement Network
(FinCEN)’s  guidelines (FIN-2013-G001) stating that an administrator or exchanger that accepts and
transmits or buys and sells convertible virtual currency, including Bitcoin, is a “money transmitter,”

13 Prentis above, at 626.

14 United States Internal Revenue Service Guidance IRS. IR-2014-36. “General Rules for Property Transactions Apply.” (24
March 2014). https://www.irs.gov/uac/newsroom/irs-virtual-currency-guidance ‘accessed 12 September 2018’

15 Ruoke Yang, ‘When is Bitcoin a security under US securities law?> Journal of Technology Law & Policy, (2013) 18 (1) 101.

16 Shawn Bayem, ‘Dynamic Common Law and Technological Change: The Classification of Bitcoin’ Washington and Lee Law
Review Online (2014) 71(2) 1,14.

17 English Companies Act Chapter 46, s. 783(a)

18 SEC v. W.J. Howey Co., 328 U.S. 294, 298 (1946).

19 English Companies Act, 5.284; Companies and Allied Matters Act Cap C20, LFN, 2004, s.81

2 Black’s Law Dictionary (8th edn, Eagan: West 2004) 1027
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subject to FinCEN regulations?*. This position is strengthened by the US Federal Court’s decision in SEC
v. Trendor Shavers & Bitcoin Savings and Trust 22 where the nature of Bitcoin was examined. The court
concluded inter alia that the contribution of bitcoins to a venture satisfied the “money” requirement of the
Howey Test. The court stated thus:
It is clear that Bitcoin can be used as money. It can be used to purchase goods or services,
and as Shavers stated, used to pay for individual living expenses. . . . Therefore, Bitcoin is a
currency or form of money, and investors wishing to invest in BTCST provided an
investment of money.
The decision in Trendor Shavers above differs markedly from that in Florida v Espinoza where
the court ruling on the question of Bitcoin as money stated that ‘they are not a commonly used
means of exchange’ and thus not money.?

The Legal Status of Cryptocurrency

The year 2018 appears to be the year of regulatory reckoning of Cryptocurrency in and around the world.
Things have begun to take shape as countries around the world are coming to terms with the fact that
Cryptocurrencies have come to stay hence, the need to device ways of treating them. Some of the
country’s approaches are receptive, others are meticulous. Some other countries are downright
antagonistic. Nelson’s overview? on how a few countries from various regions are treating
cryptocurrency regulation is invaluable:

United States

Presently, the U.S government is yet to exercise its constitutional power to regulate blockchain
technology and cryptocurrencies to the exclusion of states. In effect, several states in the U.S have already
enforced their own legislation on the subject matter. A few examples include Arizona who in 2017 passed
the Arizona House Bill 2417 regulating blockchain and smart contracts. Vermont has also passed a Bill
recognizing the admissibility of data embedded on blockchain as evidence in court without the need for
authentication. Again, Delaware has also taken positive action embracing blockchain technology.

The Securities and Exchange Commission (SEC) has warned investors of cryptocurrency investing risks
with a hint at the importance for more cryptocurrency regulation. The Commodity Futures Trading
Commission (CFTC) became the first U.S. regulator to permit cryptocurrency derivatives to trade
publicly with meetings organized to discuss the possibility of changing the rules for cryptocurrency
derivatives clearing.

The Secretary of Treasury, Steve Mnuchin, on the other hand, has constantly expressed preference for
minted fiat currency over cryptocurrency. He warms that he and other regulators were looking into the
possibility that cryptocurrency could be used in money laundering activities. Mr. Mnuchin had also hinted
that the Financial Stability Oversight Council (FSOC) had formed a working group to explore the
cryptocurrency marketplace and that he intends working with the G20 to prevent bitcoin from becoming a
digital equivalent of a ‘Swiss bank account.’

Nevertheless, the most recent development on a National Level remains the drafting of the Uniform
Regulation of Virtual-Currency Business Act (URVCBA) by the Uniform Law Commission (ULC) on
October 9, 2017. It is worthy of mention that the URVCBA does not regulate cryptocurrencies per se, but

2l Department of the Treasury Fin. Crimes Enforcement Network, ‘Application of Fincen’s Regulations to Persons
Administering, E'xchanging, or Using Virtual Currencies’ (18 March 2013), <http:/fincen.gov/statutes regs/quidance/pdf/FIN-
2013-G001.pdf.> ‘accessed 12 February 2018’

22 No. 4:13-CV-416, 2013 WL 4028182.

23 F14-2923 (Fla 11th Cir, 22 July 2016).

2 Andrew Nelson, ‘Cryptocurrency Regulation in 2018: Where the World Stands Right Now’ 2018,
https://bitcoinmagazine.com/articles/cryptocurrency-regulation-2018-where-world-stands-right-now/ accessed 26" September,
2018.
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rather ‘virtual currency business activity’. Its mandate is to endeavor to create a statutory structure that
aims to improve the unification regulations across the states. The URVCBA remains a draft document
with the aim of providing further guidance to state regulators and as such cannot take the place of
regulation itself.

United Kingdom/European Union

With Brexit actualized, this has however not affected the plans of the U.K and European Union to
regulate cryptocurrencies, ending anonymity for crypto currency traders as well as citing anti-money
laundering and tax evasion crackdowns.

The European Union agenda would call for cryptocurrency platforms to conduct proper due diligence on
customers and report any suspicious transactions. In similar vein, the U.K treasury has stated
emphatically that they are working to address concerns about the use of cryptocurrencies by negotiating

to bring virtual currency exchange platforms and some wallet providers within anti-money laundering and
counter-terrorist financing regulation.

Calls for greater cryptocurrency regulations got louder across Europe at the beginning of this year. From
the French Minister of Economy, to the U.K Prime Minister and to Joachim Wuermeling, a board
member of the German Bundesbank, all calling for the creation of a working group with the purpose of
regulating cryptocurrencies as well as effective regulation of virtual currencies on a global scale.

The U.K. and the European Union might not have announced concrete and finalized regulations of
cryptocurrencies, which is however expected soonest.

China

Recent events show that China is at the forefront in taking actions with the aim of clamping down on
everything associated with cryptocurrency. From banning ICOs to ordering a bank account freeze
associated with exchanges, to kicking out bitcoin miners and also instituting a nationwide ban on internet
and mobile access to everything related to cryptocurrency trading, China appears to be the world’s most
stringent cryptocurrency regulator. This is in contrast with the fact that in 2017, Chinese bitcoin miners
made over 50% of the worldwide mining population with cryptocurrency adoption in China increasing at
a rate higher than any other country.

It is argued that though strict, China’s position i.e. its regulatory actions make contextual sense giving that
the country has recently been focused on stemming capital outflows and stumping out corruption and
corrupt practices.

Nigeria

The recession that Nigeria, the largest economy in Africa, suffered last year no doubt, caused a crunch to
its fiat currency. Bitcoin trading boomed as Nigerians used crytocurrencies to end-run currency controls
restricting access to the dollar put in place to curtail the recession. The International Monetary Fund
(IMF) report in December, 2017 holds that Nigeria has exited recession, what is important now is how the
Central Bank of Nigeria (CBN) intends regulating cryptocurrency trading in the face of tepid GDP growth
forecasts and reliance on crude oil exports.

At the beginning of this year, the CBN seemed to ban cryptocurrencies maintaining the position that the
CBN could not regulate bitcoin and could not regulate or control blockchain. The position of the CBN
Governor is that ‘Cryptocurrency or bitcoin is like a gamble... We cannot, as a central bank, give support
to situations where people risk their savings to gamble’.

Like Nigeria, most developing countries are finding it difficult to regulate cryptocurrencies. The fact that
cryptocurrencies have come to stay puts a direct obligation on the part of governments and relevant
authorities for more conscious and positive efforts in regulation and control vis-a-vis its potential of
illegality.

Australia

The analysis of the Australian cryptocurrency regulation by Stankovic is both clear and authoritative.
Stankovic opines that cryptocurrency regulation in Australia is on the right course and that the latest
legislative development regarding cryptocurrencies should be applauded by the general public as a step in
the right direction.
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Stankovic further reveals that giving protection to crypto consumers and investors, and providing legal
certainty to blockchain-related businesses — without putting out the fire of blockchain innovation and adoption
— is an incredibly difficult thing to do, but that the Australian authorities appear to be more than active and
ready to achieve this balance.

Australia may not be the biggest player in cryptocurrency regulation, but it is sure to be reckoned with which is
evident in its regulatory approach to ICOs, cryptocurrency exchanges, and cryptocurrencies taxation.

Australia is said to have the most comprehensive cryptocurrency tax regime in the world at the moment. It is
however left to be desired if this strategy proves to be efficient and, most vitally, positive for the whole
cryptocurrency ecosystem.

This positive approach to cryptocurrency regulation has not gone without criticisms especially, regarding
Australia’s tax regime in the active crypto community and it is hoped that the tax authorities will harken to the
complaints and alter their approach to better suit the reality of the crypto markets in Australia. 2°

Legal Challenges of Cryptocurrency

Cryptocurrency trading is fraught with a number of legal challenges as a result of its novelty and ease of
transaction. In this part, we shall focus on taxation issues and criminal matters:

Cryptocurrency and Tax Challenges

The novelty of cryptocurrency trading generates a peculiar tax problem all over the world. The question as to
whether and how tax is to be collected on cryptocurrency must be heard. Taxation of cryptocurrency as it
stands now is a municipal problem regardless of its trans-border free roaming status.

The difficulty with taxation of cryptocurrency springs from several factors ranging from anonymity, extra-
jurisdictional transfer, and jurisdictional omnipresence amongst others.

Cryptocurrency possess the traditional characteristics of tax havens as earnings are not subject to taxation?® and
taxpayer’s anonymity is maintained giving that cryptocurrency does not depend on existing financial
institutions such as banks. There is no jurisdiction in which they operate as being held in online digital wallets
and the accounts in which they are held are anonymous, users can create wallets without providing
identification and even when they do, it could be pseudonymous. Furthermore, cryptocurrencies are
transferable from peer to peer between users, thereby, doing away with the financial intermediaries through
which tax could be collected.

Looking at cryptocurrency from an income tax perspective, a service facilitator may accept Bitcoin for
example, as pay for service rendered unto their anonymous or pseudonymous wallet thus, escaping the need to
pay personal income tax. It will therefore be doubtful that tax authorities will be aware of the income without
voluntary submission by such service provider. An idea on how cryptocurrency may be used to escape tax is
giving in an example of buying securities through tax exempt entities as agents.?” A tax evader interested in
securities of a company may pay an agent in Bitcoin the value interested in investing; the agent buys the
securities in fiat currency and would on receiving dividends from the company, transfer the investor the
Bitcoin value of the dividends.?® A 2012 analysis shows that Bitcoin was already being used for tax evasion.?®
It was shown that many Bitcoin wallets owners used it like savings accounts, receiving and never sending
Bitcoin.%® Such accumulations would unless the owner wishes otherwise, be a means of tax evasion. The study
also showed that users employed “fork and merge” routine wherein large amounts of Bitcoin are split into
several accounts in small amounts.

BStefan  Stankovic,  ‘Cryptocurrency  Regulation in  Australia:  Pains and  Gains’ August 26, 2018
https//www.google.com/amp/s/cryptobriefing.com/amp/cryptocurrency-regulation-in-australia/ accessed 16" October, 2018.

26 Marian Omiri ‘Are Cryptocurrencies Super Tax Havens?” Michigan Law Review First Impressions (2013) 112(1) 38, 39

27 Omri note 25 at 43. This is possible in Nigeria through charitable organization under the Companies Income Tax Act, Cap
C21 LFN 2007, s.23

28 ibid

2 Dorit Ron and Adi Shamir, ‘Quantitative Analysis of Full Bitcoin Transaction Graph® ( Financial Cryptography and Data
Security — 17t International Conference, FC 2013, Okinawa Japan, 1-5 April, 2013)

%0 ibid
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The extra-jurisdictional transfer of funds is problematic in its most fundamental interpretation;
international-law norms of sovereignty restrict a State’s jurisdictional remit to within its sovereign
boundaries.®! Therefore, the instant a potential tax payer leaves a jurisdiction, a State’s ability to assert
taxing rights, or bring the infringing party to account, is often muted, notwithstanding international co-
operation.® It is therefore easy to envisage the problem here as bitcoin’s lack of jurisdictional connection
exemplifies a key issue with taxation. A submission to the Australian Senate Inquiry on Bitcoin had this
statement:

Digital currency transactions and services may lack a clear nexus to a particular jurisdiction

for tax purposes. Most tax principles rely, to a certain extent, on principles of physical

presence in defining source of profit, or place of delivery or consumption of services.*

Bitcoin’s jurisdictional ubiquity causes obscurity as to a State’s right to tax, by lacking any connection to
a State or a fixed location.3* This may result in certain transactions escaping jurisdiction, being the subject
of tax contention, or the basis of tax avoidance.®

This combination of challenging features for tax regulators compound to make bitcoin a potential ‘super
tax haven’ for tax evaders.*®

Cryptocurrency and Criminality

It is argued, and widely too, that cryptocurrency is an anonymous instrument aiding criminality. This
perspective is quite understandable especially following the case, United States Of America V. Ross
William Ulbricht®” more popularly known as the Silk Road case. In February 2015, a jury convicted Ross
William Ulbricht on seven counts arising from his creation and operation of Silk Road under the
username, Dread Pirate Roberts (“DPR”). Silk Road was a massive, anonymous criminal marketplace that
operated using the Tor Network, which renders Internet traffic through the Tor browser® extremely
difficult to trace. Silk Road users principally bought and sold drugs, false identification documents, and
computer hacking software. Transactions on Silk Road exclusively used Bitcoins, an anonymous but
traceable digital currency. The site also contained a private message system, which allowed users to send
messages to each other (similar to communicating via email), a public forum to discuss topics related to
Silk Road, and a “wiki,” an encyclopaedia that users could access to receive advice about using the site.
Silk Road customers and vendors could also access a support section of the website to seek help from the
marketplace's administrators when an issue arose. Between 2011 and 2013, thousands of vendors used
Silk Road to sell approximately $183 million worth of illegal drugs, as well as other goods and services.
Ulbricht, acting as DPR, earned millions of dollars in profits from the commissions collected by Silk
Road on purchases. In October 2013, the US government arrested Ulbricht, seized the Silk Road servers,
and shut down the site.

Another instance of cryptocurrency use for crime was in December 2017 when an executive of a UK-
registered cryptocurrency exchange was kidnapped in Ukraine and was only released after paying a

31 Smith, Adam Wealth of Nations, quoted in G Cooper and others Income Taxation: Commentary and Materials (Phillip Burgess
et al eds, 7th edn New South Wales: Thomson Reuters , 2012) 12

32 Omri note 25 at 38

33Stewart Miranda and Emery Joel, ‘Senate Inquiry into Digital Currencies Public Hearings, Hansard” (Canberra, 26 November
2014 & 3 March 2015; Sydney, 7 April 2-15) (28 November 2014) <https://www.aph.gov.au/DocumentStore.ashx?id=a5af9d8e-
€98f-4f76-9e91-ddd503f38712&subld=301947> accessed 17 October, 2018

34 Stewart Miranda and Emery Joel ‘Decoding the regulatory enigma: How Australian regulators should respond to the tax
challenges presented by bitcoin’ (19 February 2016) <https://papers.ssrn.com/sol3/papers.cfm?abstract id=2730966 > accessed
20t October, 2018

3 OECD, Addressing the Tax Challenges of the Digital Economy, Action 1, (Paris: OECD Publishing, 2014)

36 Omri note 25 at 42

37 (Unreported) 14 CRIM 068. Docket No. 15-1815 14 Decided: 31, May 2017

38 Tor is short for the “The Onion Router.” The Tor Network is “a special network on the Internet designed to make it practically
impossible to physically locate the computers hosting or accessing websites on the network.” The Tor Network can be accessed
via the Tor browser using software that anyone may obtain for free on the Internet.
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ransom of more than $1m in bitcoins, the crime was dubbed “bitcoin kidnapping and extortion.”3® There
is also the case of the anonymous group which had claimed to have stolen copies of former United States Mitt
Romney’s tax records and threatened to release them to the public if the group did not receive $1 million worth
of bitcoins.*
Cryptocurrency can be analyzed as being a facilitator of crimes such as money laundering, advanced fee fraud,
sale of illicit substances such as controlled drugs and false documentation as in the Silk Road Case. This paper
is concerned in discussing cryptocurrency as enabling money laundering, kidnap and cyber-extortion.
Money Laundering
Money laundering is easily explained as a process through which illegally obtained money is given an
appearance of having originated from a legitimate source. It has been defined as ‘the techniques for hiding
proceeds of crime including transporting cash out of the country, purchasing businesses through which funds
can be channeled, buying easily transportable valuables, transfer pricing, and using underground banks’.*!
More formal definitions for money laundering are seen in the 1988 Vienna Convention in Article 3(1) (b)
which states that money laundering refers to:

i) The Conversion or transfer of property, knowing that such property is derived from any offence

or offences established in accordance with sub-paragraph (a) of this paragraph, or from an act of

participation in such offence or offences for the purpose of concealing or disguising the illicit

origin of the property or assisting any person who is involved in the commission of such offence

or offences to evade the legal consequences of his actions.

ii)The concealment or disguise of the true nature, source, location disposition, movement, rights

with respect to, or ownership of property knowing that such property is derived from an offence

or offences established in accordance with sub-paragraph (a)... or from an act of participation in

such offence or offences.*?
Sub-paragraph (a) criminalizes the various aspects of illicit traffic in narcotic drugs and psychotropic
substances making the article circumscribed to just money laundering of proceeds of drug trafficking although
the Palermo Convention of 2000*® has expanded it to “proceeds of crime’.
Money Laundering is said to be done in three steps: (1) placement, where criminals inject dirty money into the
financial system; (2) layering, where launderers transfer or convert dirty money to dissociate it from its illegal
source; and (3) integration, where cleaned funds re-enter the financial system in a seemingly legitimate state.*
Cryptocurrencies, such as Bitcoin, add a layer of anonymity by allowing users to transfer value without the
collection of any personally identifiable information as in the conventional financial system. Although Bitcoin
transactions are stored on blockchain ledgers which functions as digital logs that serve to identify a sender and
a receiver’s digital identities, criminals possess the means to modify their digital identity from using virtual
private networks, proxy network addresses, by simply using another individual’s account or even creating a
fictitious pseudonymous online identity essentially making their activities untraceable. Bitcoins enablement of
money laundering is through its protocol’s anonymity, ease in transacting and flexibility of use. The inability
to tie an identifiable user to a single Bitcoin address, tracking the placement, layering, and integration of
laundered funds would be extremely difficult for Anti Money Laundering enforcement.

3<Bitcoin ransom of $Im paid for cryptocurrency boss’ (Financial Times December 29 2017)
<https://www.ft.com/content/Ob5elcdc-ecc2-11e7-8713-513b1d7ca85a> ‘accessed 12 October, 2018”.

40 Josh Levs, ‘Group Claiming to Have Romney Tax Records Threatens to Leak Them’(6 September 2012)
<http://www.cnn.com/2012/09/06/politics/romney-tax-threat/index.html> accessed 28 October, 2017

4l Michael Levi and Peter Reuter, ‘Money Laundering” Crime & Justice (2006) 34(1) 289, 289

42 United Nations Convention against Illicit Traffic in Narcotic Drugs, Vienna 1988

43 United Nations Convention against Transnational Organized Crime, Palermo 2000

4 Money Laundering FIN. ACTION TASK FORCE, <http://www.fatf-gafi.org/pages/faq/moneylaundering.> ‘accessed 28 July
2017’
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Bitcoin allows users to transfer funds while remaining virtually anonymous without the conventional paper
trail which can be easily traced through payment intermediaries. Users’ abilities to exchange bitcoins directly
for other currencies, to transfer through an endless number of different Bitcoin addresses to obscure the origin
and trail, and the ability to transact with others for commodity and services is in detriment to anti-money
laundering as a launderer can as Bitcoin becomes more commercially acceptable, retain his illicitly acquired
money in cryptocurrency. Bitcoin and other cryptocurrencies enable money launderers to move illicit funds
faster, cheaper, and more discretely than ever before.

Cyber-extortion

Extortion has been defined as the act or practice of obtaining something or compelling some action by illegal
means, as by force or coercion.®® In this sense, it is effective blackmail, which itself has been defined as a
threatening demand made without justification.*® Blackmail has been described in R v Clear*’as “threats and
conduct of such a nature and such an extent that the mind of an ordinary person of normal stability and courage
might be influenced or made apprehensive so as to accede unwillingly to the demand.”

Cyber-extortion therefore follows as extortion or blackmail through the use of the internet. In United States of
America v. Digati,*®, Anthony Digati put $50,000 into a variable life insurance policy with New York Life
Insurance Company and wanted a return of $198,303.88. When the firm did not comply, he threatened to send
out 6 million spam emails. He registered a website in February 2008 that contained New York Life's name to
display false public statements about the company and increased his demand to $3 million. He was charged in
the U.S. District Court, Southern District of New York.

Apparently cyber-extortion existed prior to the creation of the Bitcoin but its creation has seen cyber-extortion
grow exponentially.

A peculiar form of cyber-extortion is the use of ransomware. Ransomware is malware that encrypts data in a
host computer or mobile device with the intent to exchange a ransom payment for the decryption key.*
Ransomware is used for extortion by ransoming the digital property of the victim for a given amount. Most
ransomware cyber-extortionists use Bitcoin as their preferred ‘banking’ means.

In March 28, 2016, several employees of MedStar Health, a non-profit hospital system with ten hospitals in
Maryland and Washington, D.C, United States, got a message “You just have 10 days to send us the Bitcoin . .
. After 10 days we will remove your private key and it’s impossible to recover your files.” The demand was 45
bitcoin, which was approximately $19,000. If the hospital paid the bitcoin ransom, the hackers claimed they
would provide the necessary information to enable MedStar to regain access to its system. Following the
United States Federal Bureau of Investigation advice, no ransom was paid.>® Without its electronic health
records system, MedStar was forced to shut down its email and computers for all of its ten hospitals and its
approximately 250 outpatient centers. While the emergency department in MedStar’s Washington, D.C.
hospital stayed open during the outage, the challenges with triaging and treating patients utilizing a back-up
paper system eventually led to diversion of patients with life- threatening conditions to other area hospitals.
Many of MedStar’s outpatient clinics were forced to cancel appointments entirely, as some were unable to
provide treatment or other routine office management functions, such as check-in, billing, and collection,
without their computer system in operation. Beyond the inconveniences of slow response time and
rescheduling of certain outpatient appointments, lack of access to the electronic health records system created
patient care concerns and potential safety risks. 5! A
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A nurse reported that because of delayed lab results, she continued to give certain medication “with a
number of potentially serious side effects” to a patient whose medication should have been discontinued
eight hours earlier. %2 Within weeks of the MedStar ransomware case, there were reports of attacks on one
hospital in Kentucky, two hospitals in California, one hospital in Kansas, and one hospital in Ottawa,
Canada.*® Hollywood Preshyterian Medical Centre in Los Angeles, California announced that it had paid
the 40 bitcoin ransom demand (equivalent to about $17,000) in order to regain access to its system.>*
Kansas Heart Hospital, in Wichita, also paid a bitcoin ransom in an effort to regain access to its electronic
health records system, but it gained only “partial access” and a demand for additional money.*®

In May 2017 hackers locked files on 200,000 computers globally across 150 countries and asked for a
bitcoin ransom payment to unlock them.%® In this case, the hackers asked for $300 worth of bitcoin per
computer. They made about $50,000. In June 2017 there was a ransomware attack on businesses in
Eastern Europe particularly Ukraine and Russia. A virus was used to lock users out of their computers and
demand ransom of $300 paid in Bitcoin. A ransom of about Ten thousand dollars was paid.®’

CONCLUSION

One general recommendation of this research is the establishment of a world currency in cryptocurrency
which is not merely ‘supranational’ as in the sense of the Euro but global, although the Euro’s regulations
must be exploited as a set of guidelines in establishing the world cryptocurrency. The establishment of the
cryptocurrency will be based on a treaty through which participation of all countries may be afforded. It
has been opined that a global currency will not be subject to inflation, which, in extreme cases, has had
disastrous effects for economies® and also that a single global currency would make conducting
international business more efficient, encouraging foreign investment.

A regulatory organization already exists which has all the potential to take up the task of world central
bank; this is the International Monetary Fund. The IMF will act in the same place or in the function as the
European Central Bank in the regulation of the Euro and this will of course be done in tandem with
national central banks forming part of the organization. This cryptocurrency will also come to be a world
currency reserve for nations.

The idea of a world currency was previously a matter of abstraction as only municipal governments
issued currency and no government would have intended to surrender its power over its currency to
another sovereign but now cryptocurrency can change all that.

52 John Woodrow Cox, ‘MedStar Health Turns Away Patients After Likely Ransomware

Cyber Attack’(29 March 2016) <https://www.washingtonpost.com/local/medstar-healthturns-
away-patients-one-day-after-cyberattack-on-its-computers/2016/03/29/252626ae-f5bc-11e5-

a3ce-f06h5ba21f33_story.html> accessed 12 November 2018

53 Marianne Kolbasuk McGee, ‘Ransomware: Time for a HIPAA Update?’,

(29 March 2016) <http://www.inforisktoday.com/ransomware-time-for-hipaa-a-9002> accessed 12 October 2018

54 Richard Winton, ‘Hollywood Hospital Pays $17,000 in Bitcoin to Hackers; FBI

Investigating” (18 February 2016) <http://www.latimes.com/business/technology/ la-me-In-hollywood-hospital-bitcoin-
20160217-story.> accessed 1o October, 2018

% Justin Pot, ‘Ransomware Attackers Refuse to Decrypt Hospital’s Files After Being Paid Off (24 May 2016),
<http://www.digitaltrends.com/computing/ransomwarehospital- hackers-demand-more-money/> accessed 21 October 2018

% Arjun Kharpal, ‘Hackers who infected 200,000 Machines have only made $50,000 Worth of Bitcoin’ (15 May 2017) <
https://www.cnbc.com/2017/05/15/wannacry-ransomware-hackers-have-only-made-50000-worth-of-bitcoin.html> ‘accessed 20
August 2018’

5Luke Graham ‘Hackers have made just 3.7 Bitcoin — or less than $10,000 — with the latest Cyberattack’ (28 June 2017)
<https://www.cnbc.com/2017/06/28/ransomware-cyberattack-petya-bitcoin-payment.html> ‘accessed 20 August 2018’

%8 Zimbabwe and its notorious inflation rate typifies this.

%9 Single Global Currency Organization <https://singleglobalcurrency.org/related.html> accessed 30 June 2018.

24


http://www.digitaltrends.com/computing/ransomwarehospital-
https://www.cnbc.com/2017/05/15/wannacry-ransomware-hackers-have-only-made-50000-worth-of-bitcoin.html
https://www.cnbc.com/2017/06/28/ransomware-cyberattack-petya-bitcoin-payment.html

lyoyojie et al........... ..Int. J. Business & Law Research 9(3):15-25, 2021

Cryptocurrency has the ability to change the landscape of global commerce and there is no doubt as to the
enormity in potential a world cryptocurrency has, thus the statement that cryptocurrency may democratize
finance without precedent.®® If the total number of a cryptocurrency issued reaches its previous limit set
by its programmers, the cryptocurrency protocol can always be modified to expand the total value of
cryptocurrency available without risk of inflation thus controlling the money supply. Given its flexibility,
cryptocurrency has the potential to unify all currencies around the world.®*

The idea is no longer farfetched and can be simply done with a couple lines of cryptography code upon
agreement of heads of nations with a regulatory system drawn from the framework posited in this essay.
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