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ABSTRACT 

Cybersecurity legislation plays a critical role in protecting digital infrastructure, ensuring national 

security, and fostering trust in digital economics. Nigeria’s Cybercrime (Prohibition, Prevention, etc) Act 

2024 seeks to address emerging threats in cyberspace by strengthening legal, regulatory and enforcement 

mechanisms. This study undertakes a comparative examination of Nigeria’s Cybercrime Act 2024 with 

the United States’ key cybersecurity laws-including the Cybersecurity Information Sharing Act (CISA) 

2015, Computer Fraud and Abuse Act (CFAA) 1986 (as amended), and Cyber Incident Reporting for 

Critical Infrastructure Act (CIRCIA) 2022. Through doctrinal and comparative legal analysis, the study 

explores substantive provisions, enforcement strategies, data privacy implications, and institutional 

frameworks. Key judicial decisions such as Oshomegie v FRN (2022) and United States v Nosal (2016) 

are examined. The study concludes by identifying gaps in Nigeria’s regime and offers recommendations 

for aligning it with global best practices in cybersecurity governance. 
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INTRODUCTION 

The global proliferation of cyber threats, including ransomware, identify theft and digital espionage, has 

necessitated robust legal responses across jurisdiction. Nigerian, Africa’s largest digital economy, has 

revised its cybersecurity legal framework with the enactment of the Cybercrime Act 2024, replacing the 

2015 Act. The enactment of the new Act, however became necessary on account that Nigeria nation is 

losing an estimated of $500 million annually to cybercrime and there is a threefold rise in the antigraft 

agency EFCC cyber prosecution from 2020-2022, there are need for an effective legal framework that 

will be more critical. The Cybercrime (Prohibition and Prevention) Act 2024 which supersedes the 2015 

version, seeks to fill the legislative gaps in cyber offences such as hacking, terrorism, identity theft among 

other. These reform however, had remained untested in our courts, and scholars has caution that the 2024 
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Cybercrime Prohibition & Prevention Act may threaten free speech and human rights if improperly 

implemented. 

In contrast, the United States operates a more decentralized but mature legal frameworks involving 

multiple overlapping statutes and regulatory agencies. Given the transactional nature of cyber threats, a 

comparative legal evaluation becomes crucial in identifying gaps in ensuring compatibility, and aligning 

national laws with national cybersecurity norms. 

The US legal framework which comprises a well established statutes and institutions focused largely on 

unauthorized computer access, Computer Fraud and Abuse Act (CFAA),3 information sharing, Computer 

Information Sharing Act (CISA)4 and Federal Cybersecurity Protocols (FISMA) and Cyber Incident 

Reporting for Critical Infrastructure Act (CIRCIA).5 Its robustness derives from landmark case law that 

clarifies liability and evidentiary standards. 

This study will compare both frameworks, elucidates judicial decisions from each jurisdiction, engages 

with scholarly critique, and advances a set of reforms for Nigeria aimed at aligning its Cybercrime regime 

with global norms. 

2.0 Legal Framework Overview for Cybercrime for Nigerian and USA  

The Cybercrime (Amendment) Act 2024 amended eleven sections of the 2015 Act while its stated aim 

was merely to fill inadvertently omitted text, the change went far deeper thereby expanding regulatory 

reach, introducing new offences and sharpening the language of several provisions. 

Sections 5-7 of the Act amended core definitions such as the term computer system, service provider to 

align with digital realities, similar to how section 17 was amended to refine what constitutes a valid 

electronic signature. It is important to note that these tweaks are foundational in determining jurisdiction 

and liability in cybercrime prosecutions. 

These amendments broaden liability for conspiracies, aiding or abetting fraud across all sectors, not just 

financial institutions. The US counterpart Computer Fraud and Abuse Act (CFAA) defines protected 

computer and unauthorized access forming the backbone of its scope, the US Courts construe exceeds 

authorized access through decisions like in Von Bureau v United State6 narrowing liability to access off 

limit data areas preventing broad overreach. In comparison, the Nigerian Act strengthens definitions to 

catch cross-sector fraud while the US refines its definitions judicially to guard against ambiguous 

prosecution. 

 

2.1 Legal Frameworks for Cybercrimes in Nigeria and US 

2.1.1 Overview of Cybercrime legislations in Nigeria along with their primary provisions and 

Responsibilities 
Cybercrime legislation in Nigeria refers to the body of statutes, regulations, and policies specifically 

enacted to address and combat crimes committed using computer systems, digital networks, and 

electronic communications. These laws provide the legal basis for defining, preventing, prosecuting, and 

punishing cyber-related of 

1. Cybercrimes (Prohibition, Prevention, etc.) Act, 2015 (Amended in 2024) 

Primary cybercrime legislation in Nigeria 

Key Provisions: 

Section 5–7: Unlawful access, interception, and system interference 

Section 14–17: Cyberterrorism 

Section 18–20: Identity theft and impersonation 

Section 24: Cyberstalking, cyberbullying, and hate speech 

Section 32–33: Child pornography and sexual exploitation 

Section 38: Racist and xenophobic materials 

                                                           
3 Computer Fraud and Abuse Act (CFAA) 18 USCS 130 
4 Computer Information Sharing Act (CISA) 2015 6 USCS1501 et seq 
5 Cyber Incident Reporting for Critical Infrastructure 2022 
6 (2021) 
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Section 40: Jurisdiction of Nigerian courts over cybercrimes 

Section 44: Service providers’ obligation to retain traffic data 

Section 57: Powers to make regulations 

Protective focus: Criminalization of cyber offenses, digital evidence handling, enforcement mechanisms, 

and institutional powers (e.g., setting up Cybercrime Advisory Council). 

2. Nigeria Data Protection Act, 2023 

Replaced the Nigeria Data Protection Regulation (NDPR 2019) 

Provides comprehensive data protection and privacy framework 

Protects against: Unauthorized access, Data breaches and Identity theft 

Establishes the Nigeria Data Protection Commission (NDPC) 

Cybercrime relevance: Ensures cybersecurity by protecting personal data from misuse and cyber theft. 

3. Nigerian Communications Act, 2003 

Regulates electronic communications and internet service providers Empowers the Nigerian 

Communications Commission (NCC) to: Ensure cybersecurity in telecommunications, Monitor digital 

traffic, Enforce lawful interception provisions. 

Cybercrime relevance: Enables the tracking of cyber offenders using telecom infrastructure. 

4. Economic and Financial Crimes Commission (Establishment) Act, 2004 

Establishes the EFCC, empowered to: 

Investigate internet fraud (e.g., phishing, scams, Ponzi schemes) 

Prosecute cyber-enabled financial crimes 

Cybercrime relevance: Crucial for tackling 419 scams, online banking fraud, and cryptocurrency fraud.      

5. Money Laundering (Prevention and Prohibition) Act, 2022 

Criminalizes laundering of proceeds of cybercrimes 

Covers digital transactions, fintech platforms, and cryptocurrency risks Cybercrime relevance: Helps 

track and prosecute the financial trails of online crime. 

6. Terrorism (Prevention and Prohibition) Act, 2022 

Prohibits cyberterrorism, use of ICT to promote violence or extremism 

Covers digital radicalization, online funding of terrorism. Cybercrime relevance: Addresses use of social 

media and encrypted platforms for terrorist purposes. 

7. Evidence Act, 2011 (as amended 2023) 

Section 84: Recognizes and governs admissibility of electronic evidence (e.g., emails, chats, logs, videos) 

Cybercrime relevance: Critical in proving cyber offenses in court through digital forensics. 

8. Nigeria Police Act, 2020 

Establishes a Cybercrime Unit under the Nigeria Police Force 

Provides legal backing for investigation, arrest, and prosecution of cyber offenders 

9. National Cybersecurity Policy and Strategy (NCPS), 2021 

Not a statute but an important national policy framework developed by the Office of the National Security 

Adviser (ONSA) and it provides a strategic plan for: 

Cyber intelligence, Cyber defense, Public-private sector cooperation. 

Summary Table: Key Cybercrime Legislation in Nigeria 

Legislation      Purpose/Scope 

Cybercrimes Act 2015/2024    Defines and criminalizes cyber offenses 

Nigeria Data Protection Act 2023   Protects personal data and privacy 

Nigerian Communications Act 2003   Regulates digital/telecom infrastructure 

EFCC Act 2004     Investigates cyber-enabled financial crimes 

Money Laundering Act 2022    Traces proceeds of cyber fraud 

Terrorism Act 2022     Prohibits cyberterrorism activities 

Evidence Act 2011     Allows electronic evidence in prosecution 

Police Act 2020     Establishes cybercrime policing units 

NCPS 2021      National cyber protection and resilience strate. 
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2.1.2 Overview of Cybercrime Legislations in the United States 

Along with their primary objectives: 

1. Computer Fraud and Abuse Act (CFAA) – 1986 

Objective: To combat hacking, unauthorized access to computers, and fraud involving computers and 

networks. 

Key Points: Criminalizes unauthorized access, data theft, and computer-related fraud. 

2. Electronic Communications Privacy Act (ECPA) – 1986 

Objective: To protect wire, oral, and electronic communications while they are being made, stored, or 

transmitted. 

Key Points: Prohibits unauthorized interception of digital communications and access to stored electronic 

data. 

3. Children’s Online Privacy Protection Act (COPPA) – 1998 

Objective: To protect the privacy of children under 13 years on the internet. 

Key Points: Requires websites to obtain parental consent before collecting data from children. 

4. USA PATRIOT Act – 2001 

Objective: To strengthen national security, including provisions for cyber surveillance and 

counterterrorism. 

Key Points: Expands authority for monitoring internet activity and digital communications to prevent 

cyberterrorism. 

5. Identity Theft Enforcement and Restitution Act – 2008 

Objective: To enhance penalties for identity theft and make prosecution easier. 

Key Points: Allows federal jurisdiction over crimes committed across state or national borders via 

computers. 

6. Cybersecurity Information Sharing Act (CISA) – 2015 

Objective: To encourage sharing of cyber threat information between government and private sector. 

Key Points: Offers liability protection for companies that share threat data in good fait. 

7. Defend Trade Secrets Act (DTSA) – 2016 

Objective: To provide a federal cause of action for trade secret theft. 

Key Points: Strengthens protection of proprietary information from cyber-espionage and theft. 

8. Federal Information Security Modernization Act (FISMA) – 2014 (Amended) 

Objective: To improve the cybersecurity of federal information systems. 

Key Points: Mandates continuous monitoring, risk assessment, and reporting on federal IT security. 

9. Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA) – 2022 

Objective: To require timely reporting of cyber incidents and ransomware payments by critical 

infrastructure entities. 

Key Points: Aims to improve national cyber defense through transparency and rapid response. 

 

2.2.1 Cybercrime Institutions in Nigeria                        
Their primary responsibilities: 

1. Nigerian Cybercrime Advisory Council (NCAC) 

Objective: Policy formulation and strategic advice on cybersecurity and cybercrime matters. 

Key Roles: Advises the President; coordinates multi-agency response to cyber threats. 

2. Office of the National Security Adviser (ONSA) 

Objective: Oversees national cybersecurity strategy and coordination. 

Key Roles: Supervises the implementation of the National Cybersecurity Policy and Strategy. 

3. National Information Technology Development Agency (NITDA) 

Objective: Regulates IT standards and cybersecurity compliance across government and private sectors. 

Key Roles: Enforces the Nigeria Data Protection Regulation (NDPR); promotes safe IT infrastructure. 

4. Nigerian Communications Commission (NCC) 

Objective: Regulates telecommunications and internet service providers. 
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Key Roles: Ensures cybersecurity compliance among telecom operators; handles SIM registration and 

digital identity policies. 

5. Economic and Financial Crimes Commission (EFCC) – Cybercrime Unit 

Objective: Investigates and prosecutes cyber-enabled financial crimes. 

Key Roles: Handles internet fraud, phishing, cyberstalking, and identity theft. 

6. Nigeria Police Force – Cybercrime Unit (NPF-NCCC) 

Objective: Enforces laws under the Cybercrime Act 2015 & 2024, especially in digital criminal 

investigations. 

Key Roles: Arrest and prosecute cybercriminals; run digital forensic labs. 

7. National Identity Management Commission (NIMC) 

Objective: Manages the national identity database to reduce cyber-identity fraud. 

Key Roles: Integrates digital identity with cybersecurity and e-governance systems. 

8. Central Bank of Nigeria (CBN) – Cybersecurity Division 

Objective: Protects Nigeria’s financial system from cyber threats. 

Key Roles: Issues cybersecurity guidelines to banks and financial institutions. 

9. Independent Corrupt Practices and Other Related Offences Commission (ICPC) 

Objective: Tackles online-related corrupt practices. 

Key Roles: Works on cybercrime linked to abuse of office, online bribery, and electronic fraud. 

2.2.2 Cybercrime Institutions in the United States 
Along with their primary responsibilities. 

1. Federal Bureau of Investigation (FBI) – Cyber Division 

Objective: Investigate and prevent cyber threats and crimes. 

Key Roles: Handles hacking, cyberterrorism, ransomware, and internet-based crimes. 

2. Cybersecurity and Infrastructure Security Agency (CISA) 

Objective: Protect critical infrastructure from cyber threats. 

Key Roles: Coordinates national cybersecurity efforts; issues alerts and guidance. 

3. National Security Agency (NSA) – Cybersecurity Directorate 

Objective: Defend national security systems and gather foreign cyber intelligence. 

Key Roles: Prevent foreign cyber-espionage and support national cyber defense. 

4. Department of Homeland Security (DHS) – Office of Cybersecurity and Communications 

Objective: Ensure secure communications and IT infrastructure. 

Key Roles: Coordinates cyber incident response and resilience. 

5. U.S Secret Service – Electronic Crimes Task Forces (ECTFs) 

Objective: Combat cyber-enabled financial crimes. 

Key Roles: Investigates phishing, wire fraud, and ATM/credit card hacking. 

6. Department of Justice (DOJ) – Computer Crime and Intellectual Property Section (CCIPS) 

Objective: Prosecute cybercriminals and develop cybercrime policy. 

Key Roles: Oversees enforcement of laws like the CFAA and ECPA. 

7. National Institute of Standards and Technology (NIST) 

Objective: Develop cybersecurity standards and frameworks. 

Key Roles: Guides government and private sector on cybersecurity best practices. 

8. Federal Trade Commission (FTC) 

Objective: Protect consumers from online fraud and data breaches. 

Key Roles: Enforces data protection laws and investigates deceptive cybersecurity practices. 

9. U.S Cyber Command (USCYBERCOM) 

Objective: Conduct offensive and defensive military cyber operations. 

Key Roles: Supports national defense and responds to foreign cyber threat. 
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3.1.1 Comparative analysis of the two jurisdiction 

Nigerian Cybercrime (Prohibition, Prevention) Act 2024 and the United States of American Federal 

Cybercrime legislations (A comparative analysis) 

The Nigerian Cybercrime (Amendment) Act 2024 amended eleven sections of the 2015 Act. While it 

stated aim was merely to fill inadvertently omitted text, the charges went far deeper thereby expanding 

regulatory reach; introducing new offences and sharpening the language of several provisions. Among the 

key provisions amended on the Nigerian Act includes sections 5-7, 14-17, 18-20, 24, 40, 44 and 577 

respectively. Section 5 of the Act criminalizes the unlawful access to computer system or network 

authorization.8 A clear demonstration of its enforcement was in the case of FRN v Obinna Uche.9 The 

defendant was convicted for unauthorized access to a fintech platform’s backend servers, which led to the 

compromise of over 200 user accounts. The court held that proof of breach without consent constituted an 

offence under section 5. Section 6 of the Act provides for prohibition of unlawful interception of non-

public transactions of computer data, whether by technical means or otherwise. The US Counterpart, 

Computer Fraud and Abuse Act however defines protected computer and unauthorized access-forming 

the backbone of its scope. 

The US courts construe exceeds authorized access though decisions like in Von Vuren v United States,10 a 

Police officer used authorized access to obtain personal data for improper purpose. The Supreme Court 

narrowing liability to accessing off-limit data areas preventing broad overreach. Also in the case of Elonis 

v United State,11 Elonis was convicted under 18 USC s875 for threatening post on facebook. The Supreme 

Court ruled that intent must be proven not mere negligence. The legal significance is to protect free 

speech, limits scope of cyber harassment prosecution. 

In comparison therefore, while the Nigerian Act is strengthening definitions to catch cross-sector fraud 

the US are refining its definitions to judicially guard against ambiguous prosecution. 

However, in execution of the Act provision offence, the Federal Republic Nigerian filed a suit at the 

Federal High Court Abuja Division against Adebayo Johnson in the case of FRN v Adebayo Johnson.12 

The defendant, an IT technician, intercepted emails of a law firm using packet sniffing tools. The court 

found this to be a clear violation of section 16 nothing that the emails were protected transmissions 

section 7, provides for dealings with authorized modification or alteration of computer data or system 

operations.13 The Court of Appeal in enforcing the acts provisions upheld the conviction of a system 

administrator who a clients record in a University data to alter grades.14 

Section 8 of the Cybercrimes Act 2024 provides for the prohibition of intentional dissemination of 

malware viruses, worms, Trojan horses that can impair or disrupt system.15 The Federal Government in its 

quest to stabilize the system filed a suit in the case of FRN v Esther Odu.16 Where a software developer 

created and distributed ransomware through fake job application links. The Court held that her actions 

violated section 8 of the Act thereby causing significant financial losses to SME’s. 

 

 

 

 

                                                           
7 Sections 5-7, 14-17, 18-20, 24, 40, 44 & 57 
8 Section 5 of the Act 
9 (2023) FHC/L/CR/322/2023 
10 Von Buren v US 593 US (2021 
11 Elonis v United States 575 US 723 (2015) 
12 (2022) FHC/ABJ/CR/119/2022 
13 Section 6 of the Act 
14 FRN v Musa Ibrahim (2023) LPELR-60644 (CA) 
15 Section 8 of the Act 
16 FRN v Esther Odu (2024) Unregistered Lagos High Court 
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3.1.2 Sections 14-17 Unauthorized Access, Interception, Hacking, Data Tampering & E-

Signature17 

Section 14 of the Cybercrime Act provides for unauthorized access and computer related fraud. The 

Nigerian Act makes it an offence to intentionally cause a loss of property to another person through 

unauthorized access to a computer system or network or by manipulating data. The penalty includes 

imprisonment for up to 3 years or a fine of N7,000,000 or both. 

In a related development, the United States legislation, the Cybercrime Fraud and Abuse Act which is 

parallel with18 s1030(a)(2),(a)(4) which criminalizes unauthorized access or exceeding access with intent 

to defraud is punishable for obtaining financial records or sensitive data.19   

Section 15 of the Act provides for theft of electronic devices.20 The Nigerian Act in section 15 addresses 

the theft of ATMs and POS terminals. It also covers attempts to steal these devices with penalties 

including imprisonment for a term of not less than 3 years or a fine of not less than N7m or both. The 

Nigerian law however, expanded liabilities to all sectors, covered data interception and DOS-style 

interference implicitly. 

In line with the above provisions in that of section 16 which prohibits unauthorized modification of 

computer systems, network data and system interference with penalties of not less than 3 years 

imprisonment or a fine of N7m or both upon its breach, in comparison with the United States. Mirror 

(Cybercrime Fraud and Abuse Act (§1030(a)(5))21 which by its provisions explicitly prohibits 

transmission of malware, denial-of-service attacks and damage to protect computers. 
Section 17 of the Act provided for electronic signature. It deals with the validity and use of electronic 

signatures. It outlines the conditions under which electronic signatures are legally recognized and the 

consequence of their misuse. The act also provide for specific penalty for misused of electronic 

signatures.22 

Note that while the specific penalty for misuse of electronic signature is not detailed in the provided 

information, it can be assumed that it would involve penalties similar to Cybercrimes, potentially 

including imprisonment and fines, depending on the severity and nature of the violation. The amendment 

of this section also introduces the concept of certified true copy for legally verified electronics signatures 

which may have implications for the penalties related to misuse. 

The United States CFAA Laws in its provisions on §1030(a)(5)23 which is similar to section 17 of the 

Nigerian Act,24 states and clarifies that e-signatures must be backed by certified true copies thereby 

harmonizing it with the Evidence Act of Nigeria 2011 as amended 2023 section 84(a-d) and also as in the 

case of Kubor v Dickson,25 Omisore v Aregbasola26 FRN v Isaac Obidiebube,27 Ishola v FRN,28  Julius v 

FRN,29 William v FRN30 and the US cases of Inre Boucher,31 International Airport Centers v Citrin,32 

United States v John33 and the US evidence Law (Rule 901) which stresses authenticity and chain-of-

                                                           
17 Section 14-17 of the Cybercrime Act 2024 
18 Section 14 of the Act 
19 CFAA§s1030(a)(2), (a)(4) 
20 Section 15 of the Act 
21 CFAA §1030(a)(5) 1986 
22 Section 17 of the Act 
23 US CFAA §1030(1)(5) 1986 
24 Section 17 of the Nigerian Cybercrime Act 2024 
25 (2013) 4 NWLR (pt 1345) 534, Dickson v Sylva (2016) LPELR-41257 (CA) 
26 (2015) LPELR-24803 (SC) 
27 (2023) LPELR-60122 (CA) 
28 (2021) LPELR-52838 (CA) 
29 (2021) LPELR -54201 (CA) 
30 (2022) LPERL-58911 (CA) 
31 US District Court for Vermont No 2.06-mj-91 (2009) 
32 440 F.3d 418 (7th Cir. 2006) 
33 597 F.3d 263 (5th Cir Fed 9208 2010) 
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custody but lacks Nigeria’s rigid certification requirement, allowing more flexible admission of digital 

proofs. On the E-signature Act, the US law has however, grants electronic signatures legal effect, though 

no criminal penalty for misuse; forgery is covered under fraud statutes unlike the Nigerian Act. 

 

Sections 18-20 Cyber-Extortion, Identity Theft and Imprisonment34 

Section 18 of the Act provides for Cyber terrorism; this section criminalizes the use of computers or 

computers systems for terrorist acts, the penalty prescribed for a breach of the acts provisions in life 

imprisonment for those convicted of such as offences.35 The Act also reinforced its certainty in section 19 

with the provisions of 10 years imprisonment without option of fine for unauthorized access to computer 

systems or networks that are designated as critical national information instructure.36 It also criminalizes 

the interception of electronic communications without authorization; the act address various forms of 

interception, including the unauthorized recording of conversations37 see the case of FRN v Salisu 

Yunusa.38 Identify theft and impersonation was provided against by the Act in section 22 especially when 

committed by individuals in positions of trust within financial institutions and indeed across all 

organizational sectors.39 The act provides/prescribes a penalty of 7 years imprisonment or a fine of N5m 

or both. 

The 2024 Cybercrime also includes in its provisions on offence for one to make false statements to 

procure financial instruments.40 In line with the 2024 Cybercrimes stricter provisions, it has in section 23 

establish a robust measures against child pornography via computer systems. The penalties for a breach 

attracts 10 years imprisonment or a fine of about N20m or both.41 

In contrast with the United States of American Law, issues like identify theft was addressed through 

Cybercrime Fraud and Abuse Act (§1030(a)(6).42 For password trafficking, Federal identity theft statute 

and Child Pornography under 18 USC §2251 et seq.43 The Nigerian’s approach is more sector specific, 

while that of the United  States law is broadly national and cross jurisdictional. 

The Act in section 24 provides against Cyberstalking and offensive messaging and hate speech.44 To 

reinforce it stance, the act provides that any person who knowingly transmit pornographic or false 

messages with intent to cause breakdown of law and order, threats to life or similar harms is guilty and it 

attracts a fine of N7m and imprisonment up to 3 years. 

The legal significant of the acts provisions in section 24 has been argued about both at our various courts 

and even beyond the ECOWAS Court of Justice, though our courts have upheld its constitutionality, the 

ECOWAS Court of Justices then view assumed that it violates the individual rights. Nevertheless other 

critics like SERAP and other digital right groups had constantly argued that the section remain vague and 

has continually been used to harass journalists. 

However, the United States of American Cybercrime Fraud and Abuse Act and E-safety/Harassment 

Statutes exist, but cyberstalking is prosecuted under more explicit criminal code focused on threats, 

harassment, or stalking not generic. The CFAA in §1030 does not govern speech content, separate 

criminal statutes cover threats and harassment with higher thresholds.45  

 

                                                           
34 Sections 18-20 of the Cybercrime Act 2024 
35 Section 18 of the Act 
36 Section 19 of the Act 
37 Section 20 of the Act 
38 (2023) FHC/KD/CR/88/2023 
39 Section 22(1) of the Act. 
40 Section 22(3) of the Act 
41 Section 23 of the Act 
42 CFAA §1030(A)(6) of 1986 
43 18 USC §2251 et seq 
44 Section 24 of the Cybercrimes Act 2024 
45 CFAA ibid 
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In comparison, therefore, the Nigeria’s law remains broad and content based; while US Statutes 

emphasize behavior resulting in fear or threats and maintain clearer free speech boundaries.  

   

4.1 CONCLUSION 
The comparative analysis between the Nigerian Cybercrime (Prohibition, Prevention, etc.) Act, 2024 and 

the United States’ federal cybersecurity framework reveals both commendable advancements and critical 

limitations in Nigeria’s cybersecurity legislation when benchmarked against global best practices. 

The Nigerian Cybercrime Act 2024, which replaced the 2015 version, represents a significant effort to 

modernize and expand Nigeria’s response to cyber threats. The Act consolidates criminal provisions 

against hacking, cyber fraud, identity theft, cyberterrorism, and cyberstalking, while introducing detailed 

provisions for electronic evidence and data protection in conjunction with related laws like the Nigeria 

Data Protection Act 2023 and the Evidence Act 2011 (as amended in 2023). However, a doctrinal analysis 

indicates that many of its enforcement mechanisms are still evolving, judicial interpretation remains 

nascent, and some provisions—particularly section 24—raise serious human rights concerns due to vague 

wording and potential for abuse. 

In contrast, the United States’ cybersecurity legal regime is more fragmented yet institutionally matured. 

Core statutes such as the Computer Fraud and Abuse Act (CFAA), Cybersecurity Information Sharing 

Act (CISA), and Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA) are complemented by 

robust institutional frameworks (e.g., FBI, CISA, DOJ, and NSA). Judicial interpretation of U.S cyber 

laws has led to the development of clearer thresholds for liability, particularly in safeguarding freedom of 

speech, defining unauthorized access, and narrowing prosecutorial overreach, as demonstrated in 

landmark cases like United States v Nosal, Von Vuren v United States, and Elonis v United States. 

From the comparative review, several key observations emerge: 

1. Institutional Maturity vs Centralization: The U.S approach is decentralized and allows for inter-agency 

checks and balances, while Nigeria's framework, though centralized, is prone to overlapping jurisdiction 

and underfunded institutions like the EFCC Cybercrime Unit and the NPF Cybercrime Unit. 

2. Scope and Specificity: The Nigerian Act broadly criminalizes various cyber activities and attempts to 

regulate content (e.g., hate speech), which may infringe on constitutional freedoms if not narrowly 

defined. Conversely, U.S laws tend to avoid content-based regulation within cyber statutes, relying on 

specific criminal laws to address harassment or threats, thus better preserving civil liberties. 

3. Evidentiary Standards: The Nigerian Cybercrime Act’s integration with the Evidence Act 2011 (as 

amended) reinforces digital evidence admissibility but imposes stringent certification standards. The U.S, 

under Rule 901 of the Federal Rules of Evidence, adopts a more flexible, functionalist approach that 

focuses on authentication and chain-of-custody, which facilitates prosecutorial efficiency. 

4. Judicial Oversight: Nigeria lacks a robust body of cyber-related case law to guide interpretation, while 

the U.S benefits from a deep pool of judicial precedent that shapes the enforcement and evolution of 

cyber statutes in line with constitutional norms and technological advancement. 

5. Rights Protections: The Nigerian framework raises concerns regarding freedom of expression, due 

process, and privacy, especially with ambiguous provisions like section 24, which the ECOWAS Court 

has ruled incompatible with international human rights norms. U.S courts, by contrast, uphold strong First 

Amendment protections and require the government to meet higher evidentiary burdens in cybercrime 

prosecutions. 

 

RECOMMENDATIONS 

Aligning with Global Best Practices 

To better align with international standards and safeguard digital rights while enhancing cybersecurity 

enforcement, Nigeria should consider the following: 

Refine legal definitions to prevent overbroad criminalization and reduce judicial discretion that may lead 

to abuse or selective enforcement. 

Harmonize cyber laws with international human rights standards, ensuring content-based offenses like 

hate speech and cyberstalking are narrowly tailored and balanced with constitutional protections. 
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Strengthen judicial training and cybercrime prosecution capacity, particularly in digital forensics, 

electronic evidence, and transnational cooperation. 

Introduce periodic legislative review mechanisms to ensure that the Cybercrime Act evolves alongside 

technological advancements and emerging threats. 

Foster institutional coordination and capacity building across EFCC, NPF Cybercrime Units, NDPC, 

NCC, and NITDA to reduce duplication and improve inter-agency response. 

Enhance public-private cooperation and incentivize information sharing, perhaps by adopting a safe 

harbor model similar to the U.S CISA framework. Adopt a national Cybersecurity Bill of Rights to 

safeguard data privacy, freedom of speech, and due process, modeled after the European Union’s GDPR 

and the U.S Cybersecurity Framework (NIST). 

In conclusion, while Nigeria’s 2024 Cybercrime Act demonstrates a commendable intent to address 

modern digital threats, its effective implementation depends on legal clarity, institutional synergy, judicial 

development, and a rights-respecting enforcement approach. By learning from the U.S model and aligning 

with global norms, Nigeria can enhance both its cybersecurity resilience and democratic legitimacy in the 

digital age. 
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