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ABSTRACT

The study empirically investigated the effect of distributed ledger technology and cryptography on audit
process in Nigeria. Two hypotheses were formulated to guide the investigation and the statistical test of
parameter estimates was conducted using least squares regression model operated with E-Views.12.
Survey design was adopted and data for the study was obtained through the use of e-questionnaire sent to
the staff of Big4 audit firms in Nigeria. The results of the study reveal that distributed ledger technology
and cryptography have positive and significant effect on audit process in Nigeria. Based on this, the study
concludes that distributed ledger technology and cryptography ensures effective audit process in Nigeria.
In lieu of the findings of the study, it was recommended above all that for audit firms to maximize the full
potentials of blockchain distributed ledger, there should be a clear objective for its implementation, and
identifying specific pain points that the blockchain distributed ledger can address. These objectives should
be aligned with the audit overall goals. Thus, will ensure that the blockchain solution delivers tangible
benefits. Also, the audit firms in Nigeria should consider investing in cryptography since its usability
enables the future of external audit practices in Nigeria.
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1. INTRODUCTION

The audit profession in Nigeria, a critical pillar of financial reporting and corporate governance, operates
within a complex and dynamic environment. Auditors are tasked with providing independent assurance
on the fairness of financial statements, a function essential for investor confidence, capital market
stability, and economic growth. However, the traditional audit process in Nigeria faces persistent
challenges that undermine its effectiveness and efficiency. These include reliance on manual, sample-
based testing; difficulties in verifying the completeness and authenticity of transaction records; high risks
of fraud and error; and significant time lags between transaction occurrence and audit verification.
Furthermore, the concentration of the audit market among a few large firms can create capacity
constraints and limit the diffusion of innovative practices. These inherent limitations of conventional
auditing methods highlight an urgent need for technological transformation to enhance audit quality,
transparency, and timeliness (Inwerogbu, 2025).
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The disruptive potential of distributed ledger technology (DLT) and cryptography for auditing is globally
acknowledged, promising enhanced transparency and efficiency. However, in Nigeria, this technological
shift coincides with a unique set of challenges. While the country is a leading adopter of digital assets, its
regulatory environment is rapidly evolving and its capital markets are grappling with systemic risks like
suspicious financial flows (Omaliko & Okolie, 2025). This situation creates a critical problem: the audit
profession in Nigeria is currently ill-equipped to bridge the gap between this technological promise and
the complex realities of the local market, threatening the integrity of financial reporting for a growing
segment of the economy.

Ultimately, the convergence of these factors novel technological challenges, a complex and evolving
regulatory environment, and a lagging professional skills base creates a systemic risk to market
confidence. If financial statements for companies holding significant digital assets cannot be audited with
the same level of assurance as traditional assets, it erodes the trust of investors, regulators, and the public.
This undermines the very benefits of transparency and integrity that (DLT) promises. Therefore, the
central problem is not merely the existence of new technology, but the urgent need for the audit
profession in Nigeria to undergo a parallel transformation in its standards, methodologies, tools, and
human capital to bridge the growing audit gap and fulfill its essential role in the digital age.

Therefore, the audit process in Nigeria is undergoing a fundamental yet poorly understood transformation
driven by DLT and cryptography. There is an urgent need to investigate the nature, extent, and efficacy of
this transformation to determine if it is adequately equipping auditors to provide assured, high-quality
reporting in a high-risk digital asset market. Thus, the study was geared towards achieving the following
hypotheses:

Ho1: The use of distributed ledger does not have significant effect on audit process in Nigeria.

Ho2: The use of cryptography has no significant effect on audit process in Nigeria.

2. Review of Related Literature

2.1. Blockchain Technology (BCT)

A Dblockchain is a digital ledger technology that operates in a decentralized and distributed manner,
serving the purpose of recording and verifying transactions across multiple computers or nodes within a
network. The core structure of a blockchain consists of a series of blocks, with each block containing a
list of transactions (Vardia & Signh, 2022). Unlike traditional centralized systems, blockchain functions
on a decentralized network of computers, meaning that no single entity or authority exercises complete
control over the entire blockchain network. The ledger, which keeps a record of all transactions, is shared
with all participating nodes in the network, ensuring transparency and security (Bajar et al., 2022).
International Business Machines (IBM) defines blockchain technology (BCT) as a shared, immutable
ledger that facilitates the process of recording transactions and tracking assets in a business network,
which can be tangible, or intangible to reduce risk and minimize costs. BCT provides immediate, shared,
and completely transparent information to authorized networks that can track production, accounts,
purchase orders, and payment status with end-to-end details of a transaction with efficiencies and
opportunities (Hesham et al. 2023).

2.1.1 Distributed Ledger (DL)

A distributed ledger is a decentralized digital system that records and synchronizes transactions across
multiple nodes or participants without a central authority. It uses cryptographic techniques and consensus
mechanisms to ensure data integrity, transparency, and immutability. Unlike traditional centralized
databases, distributed ledgers enable peer-to-peer validation and shared governance, reducing reliance on
intermediaries (Aljaloud & Razzaq, 2023).

According to Mohammadi et al. (2022) distributed ledger technology is defined as a system that validates,
records, and synchronizes information across a network of participants through consensus-based rules. It
can be permissionless (open to anyone) or permissioned (restricted to pre-approved members). DL
addresses legal challenges such as anti-money laundering (AML) compliance but also introduces
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complexities related to pseudonymity and environmental concerns due to energy-intensive consensus
mechanisms.
Distributed ledger technology refers to a generalized framework for building decentralized applications
that solve traditional distributed computing problems (Hauck, 2021).
2.1.2 Cryptography (CG)
Cryptography is the practice and study of techniques for secure communication in the presence of
adversarial behavior, focusing on confidentiality, integrity, authentication, and non-repudiation. It
involves mathematical algorithms for encrypting and decrypting data, ensuring that only authorized
parties can access information. Modern cryptography includes symmetric-key algorithms (e.g., Advanced
Encryption Standard) and asymmetric-key algorithms (e.g., Rivest-Shamir-Adleman), which are
foundational to digital security protocols (Bodo, 2024).
According to Calzada (2024), in cybersecurity, cryptography refers to tools and systems designed to
protect data from unauthorized access or manipulation. It encompasses encryption, digital signatures,
hash functions, and key exchange protocols, which are critical for securing networks, databases, and
communication channels. Cryptography mitigates risks such as eavesdropping, data breaches, and identity
theft, making it indispensable for organizational security frameworks.
It is a branch of applied mathematics that uses computational hardness assumptions to create schemes that
are computationally infeasible to break. It relies on number theory, probability, and complexity theory to
design algorithms that ensure privacy and security. For example, public-key cryptography leverages the
difficulty of factoring large primes or solving discrete logarithms to prevent decryption by unauthorized
entities (Wust & Gervais, 2021).
2.2 Theoretical Framework
The theoretical framework which gives the meaning of a word in terms of the theories on blockchain
technology and future of external auditing established in this study is Technological Acceptance Model
Theory
2.2.1 Technological Acceptance Model Theory
Technology acceptance model was developed by Davis in 1989 from the Massachusetts Institute of
Technology (MIT). The theory gives an emphasis on the reason why users accept or reject the
information technology and how to improve on the acceptance by offering a way to support and foresee
the acceptance more so in the financial markets (Wright et al, 2017).
This study incorporates Technology Acceptance Model (TAM) to relate on the study’s blockchain
usefulness and the simplicity pegged on to the two main factors in describing user’s acceptance or
rejection of blockchain related audit profession. The usage of technology is described as the extent to
which an individual think that the adoption of a certain system will boost his/ her individual performances
in business related services. The TAM model states that the adoption of technology is a decision reached
by the user’s motivational behavior to utilize and also impacted by the attitude of the users when adopted.
Attitude of the users is impacted by the opinions about technology, which are made up of the perceived
ease of use and the perceived usefulness making it relevance in blockchain technology. Technological
acceptance model theory therefore creates more awareness as to the continued relevance of accountants
on accounting activities but with dimensional changes in approach. The TAM model is therefore grouped
in the list of very influential and analyzed theories in stating the behavior of the final users of the
technology (Fitriyani et al., 2016).
Also, the theory provides a foundational lens to analyze blockchain technology adoption in auditing,
emphasizing perceived usefulness (PU) and perceived easy use (PEQU) as critical drivers. Extensions
incorporating trust, transparency, and regulatory alignment further refine its applicability. Addressing
these factors through training, user-centric design, and explainability can enhance blockchain technology
integration in auditing practices.
Moreover, the Technology Acceptance Model (TAM) suggests that outside variables, including the
unique characteristics of the blockchain system, may influence users' intentions by influencing how
simple and advantageous they believe it to be. A blockchain system is more likely to be adopted if it is
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well-thought-out, easy to use, and offers observable benefits for accounting procedures. Blockchain
technology is only one example of the many situations, people, and technologies where the Technology
Acceptance Model (TAM) has demonstrated its broad applicability and robustness through a consistent
accumulation of empirical evidence. Blockchain is becoming increasingly well-known in the accounting
industry because of its capacity to enhance financial transaction security, transparency, and efficiency.
According to Pedreno (2021), the Technology Acceptance Model (TAM) is a helpful framework for
understanding and projecting the adoption and use of blockchain technology by financial professionals,
such as accountants.
Thus, the study was anchored on Technological Acceptance Model Theory. The justification for using
this theory to underpin the study stem from the fact that literature review has demonstrated the existence
of relationship between technological usefulness, acceptance and flexibility in audit process.
2.3 Empirical Review
Chi and Sabarina (2025) examined whether the adoption of blockchain technology impacts internal audit
function (IAF) and the role of IAF in blockchain smart contracts in the financial sector Malaysia. The
study referred to the related literature review and followed the international standards for the professional
practice of internal auditing (IPPF). Using OLS, the study found that internal audit function and relative
associate with the basics of blockchain technology and reached a continuous audit model with blockchain
smart contracts.
Adebimkpe et al. (2024) evaluated how blockchain technology might affect Nigerian accounting methods'
efficacy. The study aims to evaluate the impact of integrating Blockchain technology on accounting
practices in Nigeria. The core data for this study, which took a qualitative approach, came from a
structured questionnaire sent to the intended respondents, including finance analysts, accountants, and
Blockchain specialists employed as professional accountants in accounting firms. The sample size was
determined by giving professional accountants 100 copies of the questionnaire, of which 86 were
returned. Both descriptive and inferential statistics (regression model) were used to analyze the data.
According to the overall findings, Blockchain technology significantly improved Nigerian Accounting
Practices.
Mbonigaba and Jerryson (2024) investigated the transformative role of blockchain-enabled audits in
enhancing financial accountability among Ghana’s public companies between 2019 and 2023. Employing
a descriptive research design based on secondary data from ten representative public institutions, the
study used correlation and regression analyses via SPSS to evaluate key variables. The findings revealed a
strong positive correlation between blockchain adoption and audit trail completeness (which improved
from 55% to 80%), a significant regression result linking blockchain adoption to reduced audit delays
(from 48% to 35%), and a high Spearman correlation between decentralization and increased stakeholder
satisfaction. The overall correlation coefficient across all accountability metrics was r = 0.984, confirming
blockchain’s holistic impact. The study concludes that blockchain technology significantly boosts audit
efficiency, transparency, and trust, and recommends managerial training, policy incentives, and regulatory
frameworks to accelerate adoption.
Akinadewo et al. (2023) investigated the influence of disruptive technology on the effectiveness of
accounting practice in Nigeria. This research employed a survey research approach and distributed a
structured questionnaire among professional bodies in the Southwestern states of Nigeria. Ordinary Least
Squares and correlation analysis were used to analyse data. The results unveiled substantial positive
impact between the independent variables through the proxies and the effectiveness of accounting
practices in Nigeria.
Mladen (2023) investigated the direct and indirect influence of business intelligence on firm performance
through the mediating roles of the adoption of big data analytics and blockchain. The analysis is based on
data collected from a representative sample of 387 employees from 12 Information technology (IT) firms
operating in Croatia. The study investigates these connections using a structural equation modeling. The
findings showed that business intelligence has a direct and significant influence on firm performance. In
addition, business intelligence significantly and positively influenced the adoption of big data analytics
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and blockchain and, in turn, firm performance. Additionally, the adoption of big data analytics and
blockchain technology signified and positively mediated the relationship between business intelligence
and firm performance.

Hesham, Mohammead and Saurav (2023) examined the impact of blockchain technology on operations
and supply chain management performance. The study revealed that blockchain has been widely applied
in the logistics and supply chain of various industries resulting in better operations and performances. The
study also found that usage of blockchain technology in daily business operations can provide operations
and supply chain managers with several advantages starting from increased response times, safe and
secured data, proper visibility across nodes, transparent transactions, and supply chain members’ trust.

3. METHODOLOGY

The study adopted a survey design in order to examine the effect of distributed ledger technology and
cryptography on audit process in Nigeria using Big4 audit firms as a reference point. It is a design that
incorporates personal interview, observation, and questionnaire to ensure corroboration of facts, thus
ensuring the validity and reliability of the data collected. The Big4 audit firms include; Deloitte, Ernst and
Young, KPMG and Price Water House Coopers. Data for the study was collected through the use of
guestionnaire survey administered to the respondents out of which 52 responses were received and were
used in the data analysis. The questionnaire survey was designed where respondents were asked to assess
the effect of distributed ledger technology and cryptography on audit process in Nigeria using Likert five
point scales referred as: (1) To a Very High Extent (THE), (2) To a High Extent (HE), (3) Neutral (N), (4)
To a Very Low Extent (TLE) and (5) To a Low Extent (LE).

The collected data was transformed to scale measurement using Likert five point scale and the hypotheses
were statistically tested using Least Squares Regression Model with the aid of E-Views 12.

3.1 Model Specification

In line with the previous studies, the study designed a model to determine the effect of distributed ledger
technology and cryptography on audit process in Nigeria. The functional model for the study is shown
below as thus;

AP =F (DLT, CG)

The explicit form of regression designed for the study is shown in equation below as thus:
AP = Bo + BlDLT + ﬁzCG L

Where:

AP = Audit Process

DLT = Distributed Ledger Technology

CG = Cryptography

p = Stochastic Term

B1—PB2= Coefficient of Regression Equation

Bo = Constant coefficient (intercept) of the model
‘A Priori’ is given as: Po, p1, p2> 0

Decision Rule: accept Ho if P-value >1-5% significant level otherwise reject Ho
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4. DATA ANALYSIS AND RESULTS

4.1 Distribution of Respondents Responses

The distribution of the respondents responses was exposited on table 1 below as thus:
Table 4.1.1: Analysis of the Respondents Responses

Item Responses Received Percentage
Big4 Audit Firms
1 Deloitte 13 25
2 Ernest and Young 16 31
3 KPMG 11 21
4 Price Water House Coopers 12 23
Total 52 100.00

Source: Field Survey (2025)

Table 4.1.1 above shows that 13 responses representing 25% were received from Deloitte audit firm, 16
responses representing 31% were received from Ernst and Young, 11 responses representing 21% were
received from KPMG while the remaining 12 responses representing 235 were received from Price Water
House Coopers. Thus, the respondents responses were used in the data analysis.

4.2: Descriptive Summary

The descriptive summary is a set of methods used to summarize and describe the main features of a
dataset such as its central tendency, variability and distribution. Thus provides an overview of the data
and help identify patterns and relationships between variables. This is shown on table 4.2.1 as thus:

Table 4.2.1: Descriptive Statistics

AP DLT CG
Mean 4.560000 4.270000 4.410000
Median 4.400000 4.120000 4.120000
Maximum 4.800000 4570000 4.700000
Minimum 4.300000 4.110000 4.300000
Std. Dev. 0.092873 0.187263 0.176444
Skewness 0.587873 0.093763 -0.576873
Kurtosis 2.097433 2.108374 1.298733
Jarque-Bera 0.987735 0.982763 0.676125
Probability 0.197474 0.256547 0.387652
Sum 14.98367 21.10000 21.59873
Sum Sq. Dev. 0.034000 0.022000 0.122000

Observations 5 5 5

Source: E-View 12 Computational Results (2025)
Key: AP — Audit Process; DLT — Distributed Ledger Technology; CG - Cryptography

From Table 4.2.1 above, the mean (average), maximum values, minimum values, standard deviation and
Jarque-Bera Statistics (Normality Test) were shown. First, it can be observed that audit process (AP) was
characterized by a positive value of 4.56. This implies that distributed ledger technology and
cryptography enables effective audit process in Nigeria. The distribution is platykurtic since the kurtosis
(2.09) is less than 3, implying that the outliers are few. The Jarque-Bera probability of 0.19 is greater than
0.05, which means that the distribution of audit process in Nigeria comes from a normal distribution.

The average value of distributed ledger technology (DLT) for the audit firms was 4.27 with a standard
deviation value of 0.18. This means that distributed ledger technology ensures effective audit process in
Nigeria. The maximum value of DLT was 4.57 and the minimum value of DLT was 4.11 reflects a
narrow range suggesting that the sampled audit firms use distributed ledger technology in audit process.
The distribution for the study is platykurtic since the kurtosis (2.11) is less than 3, implying that the
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outliers are few. The Jarque-Bera probability of 0.26 is greater than 0.05, which means that the
distribution of distributed ledger technology is not different from a normal distribution.

Also, the mean value of cryptography (CG) for the sampled audit firms was 4.41 with a standard
deviation value of 0.17. This means that cryptography enables effective audit process in Nigeria. The
maximum value of CG was 4.70 indicating a high variation in cryptography among the sampled audit
firms in Nigeria while the minimum value of CG was 4.30 also indicate a significant variation in
cryptography among the sampled audit firms in Nigeria. The distribution of CG for the study is
platykurtic since the kurtosis (1.29) is less than 3, implying that the outliers are few. The Jarque-Bera
probability of 0.38 is greater than 0.05, which means that the distribution of cryptography comes from a
normal distribution.

4.3: Test of Hypotheses

Least Squares was developed to test the linear relationship between the dependent and independent
variables. It was operated using E-Views 12 as shown in the table 4.3.1 below:

Table 4.3.1: Result on the Effect of Distributed Ledger Technology and Cryptography on Audit
Process in Nigeria

Dependent Variable: AP
Method: Least Squares
Date: 04/1/25 Time: 5:12
Sample: 1-5

Included observations: 5

Variable Coefficient  Std. Error t-Statistic Prob.

DLT 0.178363 0.020987 8.498737 0.0000

CG 0.565424 0.107631 5.253405 0.0000

C 6.676232 1.098273 6.078845 0.0000
R-squared 0.687634 Mean dependent var 8.687632
Adjusted R-squared 0.629874 S.D. dependent var 5.093876
S.E. of regression 0.098736 Akaike info criterion 10.65634
Sum squared resid 0.028763 Schwarz criterion 9.983732
Log likelihood 10.10873 Hannan-Quinn criter. 9.134324
F-statistic 11.98763 Durbin-Watson stat 2.000089

Prob(F-statistic) 0.000000

Source: Author’s Computation (2025)

4.4: DISCUSSION OF FINDINGS.

The coefficient of determination R? shows 0.69 indicating that the overall model explained 69 percent of
the total variations in the dependent variable (audit process). Thus shows that these variables (DLT &
CG) can only explain 69 percent of change in audit process in Nigeria leaving 31 percent unexplained.
This is to say that there are other factors that enables effective audit process in Nigeria other than the use
of blockchain technology. The sig. (or p-value) is .0001 which is below the .01 level; hence, we conclude
that the overall model is statistically significant, or that the variables have a significant and joint effect on
the dependent variable. With this, the researcher affirms the validity of the regression model adopted in
this study.

The results of the regression are therefore slated below as follows:

Ho1: The use of distributed ledger technology does not have significant effect on audit process in Nigeria.
This hypothesis was tested and the result of this regression as exposited on table 4.3.1 indicates that the
relationship between DLT and AP is positive and significant. This is justified with the P-value
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(significance) of 0.0000 which is less than the 1% level of significance adopted. Likewise the result of
positive coefficient of 0.178 indicates that distributed ledger technology is a determinant of effective audit
process in Nigeria. We consequently rejected null hypothesis and accepted the alternate hypotheses which
contends that distributed ledger technology has significant effect on audit process in Nigeria.

Ho2: The use of cryptography has no significant effect on audit process in Nigeria.

This hypothesis was tested and the result of this regression as exposited on table 4.3.1 indicates that the
relationship between CG and AP is positive and significant. This is justified with the P-value
(significance) of 0.0000 which is less than the 1% level of significance adopted. Likewise the result of
positive coefficient of 0.565 indicates that cryptography enables effective audit process in Nigeria. We
consequently rejected null hypothesis and accepted the alternate hypotheses which contends that
cryptography has significant effect on audit process in Nigeria.

5. CONCLUSION

The study examined the effect of distributed ledger technology and cryptography on audit process in
Nigeria. In assessing this, the study employed a survey research design, and data collected through the use
of e-questionnaire sent to the staff of Big4 audit firms in Nigeria. The results from the inferential analysis
revealed that distributed ledger technology and cryptography ensure effective audit process in Nigeria.
Thus, the study concludes that distributed ledger technology and cryptography are determinants of
effective audit practices in Nigeria.

5.1 RECOMMENDATION
In lieu of the findings of the study, the following recommendations were made:

1. For auditors and audit firms to maximize the full potentials of blockchain distributed ledger, there
should be a clear objective for its implementation, and identifying specific pain points that the
blockchain distributed ledger can address. These objectives should be aligned with the audit
overall goals. Thus, will ensure that the blockchain solution delivers tangible benefits.

2. Also, the study recommends that audit firms in Nigeria should consider investing in cryptography
since its usability enables the future of external audit practices in Nigeria.
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