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ABSTRACT 

This study evaluates the challenges hindering the effective implementation of cybersecurity policies in 

Nigeria, focusing on the gap between policy formulation and practical enforcement. It aims to identify the 

primary obstacles, analyze the impact of institutional and economic constraints, and propose data-driven 

strategies to strengthen Nigeria's cybersecurity posture. A mixed-methods research design was employed, 

integrating quantitative data from a survey of 128 professionals in the financial, governmental, and 

telecommunications sectors with qualitative insights from semi-structured interviews with eight senior 

cybersecurity experts and policymakers. The research identifies a critical Implementation Gap in Nigeria's 

cybersecurity framework. The most significant challenges are a severe shortage of skilled cybersecurity 

professionals (Mean = 4.62) and weak regulatory enforcement (Mean = 4.45). Financial constraints were 

ranked as the most severe barrier, with 78.1% of respondents citing the high cost of compliance as having 

a high impact. The study concludes that while Nigeria has robust cybersecurity legislation on paper, its 

effectiveness is critically undermined by a lack of skilled personnel to execute policies and prohibitive 

costs that exclude the majority of businesses, particularly Small and Medium-sized Enterprises (SMEs), 

from achieving compliance. This study provides empirical evidence that the failure of cybersecurity 

policy in Nigeria is not legislative but operational. It contributes to the field by quantifying the skills gap 

and financial barriers as the primary drivers of this failure. The research proposes a strategic shift from 

punitive enforcement to developmental initiatives, recommending subsidized capacity building and 

financial incentives as the most effective pathways to building a resilient national cybersecurity 

ecosystem. This provides a clear, evidence-based roadmap for policymakers and industry stakeholders. 
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1. INTRODUCTION 

As digital technologies continue to grow at a rapid pace, exposing infrastructure and sensitive data to 

cyber threats, cybersecurity has emerged as a major concern for governments, corporations, and 

individuals around the world [17]. Nigeria is now far more vulnerable to cyberattacks as a result of its 

increasing reliance on digital networks for trade, governance, banking, and communication. The Nigerian 

government has taken action to create legislative and policy frameworks to reduce threats because it 

understands how important cybersecurity is [11]. 

Despite Nigeria's efforts to strengthen its cybersecurity landscape, the country remains highly vulnerable 

to cyber threats, with increasing incidents of financial fraud, ransomware attacks, and data breaches. The 

Nigerian financial sector suffered a significant loss of ₦52.26 billion to fraud in 2024, highlighting the 

severe economic impact of weak cybersecurity implementation [39]. Nigeria is one of the most often 

targeted countries in Africa for cybercrime, according to the Interpol African Cyberthreat Assessment 

Report 2021, with the most common attack vectors being phishing, business email compromise (BEC), 
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and online frauds [59]. Despite the existence of cybersecurity policies such as the Cybercrimes 

(Prohibition, Prevention, Etc.) Act of 2015 and the National Cybersecurity Policy and Strategy (NCPS) 

2021, poor enforcement, lack of inter-agency coordination, and inadequate cybersecurity awareness have 

limited their effectiveness. If these challenges are not urgently addressed, Nigeria risks continued 

economic losses, reputational damage, and national security threats, making it imperative to evaluate and 

strengthen cybersecurity policy implementation. 

1.1 The Policy Implementation Gap 

The fundamental challenge facing Nigeria's cybersecurity framework is not the absence of legislation, but 

rather the critical disconnect between policy formulation and practical implementation. This gap 

represents the core problem that this research addresses. 

 

 

 
Figure 1: Policy Implementation Gap Framework - Illustrating the disconnect between robust legislative 

frameworks and weak operational execution capacity. 

 

2. Literature Review 

2.1 Conceptual Framework 

This study is conceptualized based on the key components of cybersecurity policy implementation and 

governance. The cybersecurity policy landscape in Nigeria is shaped by various legal and regulatory 

frameworks aimed at addressing the increasing threats posed by cybercrime, data breaches, and digital 

fraud. These frameworks are designed to establish guidelines for cybersecurity governance, risk 

management, data protection, and compliance across different sectors, including government institutions, 

financial services, telecommunications, and critical infrastructure [25]. By setting legal and technical 

standards, these policies seek to promote a secure digital environment, enhance cyber resilience, and 

safeguard both public and private sector entities from malicious cyber activities [54]. However, despite 

the existence of these frameworks, several challenges hinder their effective implementation. 
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2.2 Theoretical Framework 

In evaluating the challenges of cybersecurity policy implementation in Nigeria, several theories provide a 

foundational basis for understanding the interplay between policy formulation, enforcement, and 

compliance. This study adopts three complementary theoretical perspectives to analyze the factors 

affecting cybersecurity policy enforcement in Nigeria. 

 

 
Figure 2: Theoretical Framework Integration - Showing how Regulatory Compliance Theory, 

Institutional Theory, and Public Choice Theory converge to explain policy implementation challenges. 

 

Regulatory Compliance Theory 

Regulatory Compliance Theory explains how organizations and institutions comply with established 

regulations and policies [31]. In the context of cybersecurity, compliance with Nigeria's cybersecurity 

policies such as the Cybercrime (Prohibition, Prevention, etc.) Act 2015, the National Cybersecurity 

Policy and Strategy (NCPS) 2021, and the Data Protection Act 2023 requires adherence to specific legal 

and technical standards [34]. However, enforcement challenges arise due to weak regulatory oversight, 

lack of accountability, and insufficient cybersecurity awareness. This theory helps examine why 

organizations either comply with or bypass cybersecurity regulations and what mechanisms can enhance 

policy adherence. 
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Institutional Theory 

Institutional Theory emphasizes the role of formal and informal structures in shaping organizational 

behavior and policy implementation [57]. In cybersecurity governance, institutional challenges such as 

bureaucratic inefficiencies, corruption, lack of inter-agency coordination, and inadequate funding affect 

policy execution in Nigeria. Institutional pressures, including coercive (government mandates), normative 

(industry best practices), and mimetic (adoption of global cybersecurity standards), influence 

cybersecurity policy adoption and effectiveness [23]. Understanding these pressures provides insights into 

the systemic obstacles to cybersecurity policy implementation in Nigeria. 

Public Choice Theory 

Public Choice Theory applies economic principles to political decision-making and policy 

implementation [35]. It suggests that cybersecurity policies may be influenced by political and economic 

interests rather than purely national security concerns. In Nigeria, cybersecurity policymaking may be 

hindered by conflicting interests among stakeholders, inadequate budget allocations, and lack of political 

will. This theory helps assess how political and economic factors shape cybersecurity policy 

implementation and what incentives can drive more effective enforcement [32]. 

 

3. METHODOLOGY 

This study adopts a mixed-methods research design, combining both qualitative and quantitative 

approaches. The qualitative aspect involves interviews with cybersecurity experts, policymakers, and 

stakeholders to explore the underlying challenges in implementing cybersecurity policies. The 

quantitative aspect includes data analysis from cybersecurity reports, regulatory compliance assessments, 

and surveys where applicable. This approach ensures a well-rounded evaluation of policy effectiveness, 

enforcement mechanisms, and associated barriers. 

3.1 Research Population 

The research population consists of: 

a) Government agencies responsible for cybersecurity policy implementation 

b) Private sector organizations affected by cybersecurity policies (e.g., banks, telecom companies, 

and IT firms) 

c) Cybersecurity professionals and researchers with expertise in policy implementation 

3.2 Sampling Methodology 

A purposive sampling technique is used to select key informants for interviews, ensuring that only 

relevant stakeholders with knowledge of cybersecurity policies are included. For any quantitative 

components, a stratified random sampling method ensures a balanced representation of different industry 

sectors. 

3.3 Data Collection Methods 

Data collection is conducted through: 

a) Interviews with policymakers, cybersecurity professionals, and industry experts to gain insights 

into policy enforcement challenges 

b) Document analysis of existing cybersecurity policies, regulatory reports, and compliance audits 

c) Case studies of previous cybersecurity incidents and policy responses in Nigeria 

3.4 Data Analysis Approach 

Qualitative data was analyzed using thematic analysis to identify patterns, trends, and key themes in 

interview responses and document analysis. Quantitative data was analyzed using descriptive and 

inferential statistical methods where applicable to analyze policy effectiveness and compliance levels. A 

comparative analysis of Nigeria's cybersecurity policy landscape with international best practices was 

also conducted to assess gaps and areas for improvement. 
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Figure 3: Research Methodology Overview - Depicting the mixed-methods approach combining 

quantitative surveys and qualitative expert interviews. 

 

4. RESULTS 

This chapter presents the detailed analysis of data collected to evaluate the challenges of cybersecurity 

policy implementation in Nigeria. A mixed-methods approach was adopted to ensure a comprehensive 

evaluation that captures both the scale and the nuance of the problem. To establish a statistical baseline, 

quantitative data was gathered through surveys distributed to professionals in government agencies, 

financial institutions, and telecommunications firm sectors previously identified as primary targets for 

cyber threats. Complementing this, qualitative data was obtained through in-depth semi-structured 

interviews with cybersecurity experts and policymakers. 

A total of 150 questionnaires were distributed to the target respondents. Out of these, 128 were returned 

valid and usable, representing a response rate of 85.3%. Furthermore, 10 key informants were targeted for 

interviews, and 8 were successfully interviewed. This high response rate is considered adequate for 

drawing valid conclusions for this study. 

 

4.1 Key Challenges Hindering Cybersecurity Policy Implementation 

The first objective of this study was to identify the primary obstacles preventing the effective rollout of 

policies like the NCPS 2021. The data reveals a Grand Mean of 4.09, indicating a strong consensus 

among respondents that these challenges are critical. The highest-ranked challenge is the Shortage of 

skilled cybersecurity professionals (x̄=4.62), followed closely by Weak enforcement mechanisms 

(x̄=4.45). This implies that the primary failure of policy implementation in Nigeria is not the absence of 

laws, but the absence of people to implement them and regulators to enforce them. 

 

Challenge Severity Analysis 

Variables/Indicators N 
Mean 

(x̄) 

Std. 

Dev. 
Remark 

Shortage of skilled cybersecurity professionals and technical 

staff 
128 4.62 0.71 Significant 

Weak enforcement mechanisms by regulatory bodies 

(NITDA/NCC) 
128 4.45 0.82 Significant 
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Variables/Indicators N 
Mean 

(x̄) 

Std. 

Dev. 
Remark 

Lack of synergy/collaboration between government agencies 128 4.12 0.95 Significant 

Inadequate funding for cybersecurity infrastructure 128 3.98 1.02 Significant 

Low level of cybersecurity awareness among non-technical 

staff 
128 3.85 1.10 Significant 

Rapid evolution of cyber threats outpacing policy updates 128 3.50 1.25 Moderate 

Grand Mean  4.09  Agreed 

 
Figure 4: Challenges Hierarchy Pyramid - Visualizing the severity ranking of obstacles to cybersecurity 

policy implementation, with skills shortage as the critical foundation. 

 

 

 
Figure 5: Challenge Severity Comparison Matrix - Detailed statistical comparison of all identified 

challenges with their means and standard deviations. 

 

Oliobi et al.   ….. Int. J.  Innovative Info. Systems & Tech. Res. 14 (1):23-36, 2026  

 



29 

 

4.2 Impact of Institutional, Legal, and Financial Constraints 

To understand the structural barriers affecting policy enforcement, respondents were asked to rate specific 

constraints based on their severity. The analysis highlights that Financial Constraints are the most 

debilitating factor, ranked 1st, with 78.1% of respondents citing the high cost of compliance as having a 

High Impact. This indicates that the cost of acquiring enterprise-grade security tools is a major barrier, 

particularly for smaller organizations. Institutional bottlenecks rank 2nd (68.8%), suggesting that 

administrative red tape and a lack of coordination within government agencies significantly slow down 

the implementation process. Legal constraints, specifically the slow judicial process for prosecuting 

offenders, ranked 3rd (63.3%), confirming that while laws exist, the speed of justice remains a concern 

for enforcement. 

 

Constraints on Policy Enforcement 

Constraints 
Frequency (High 

Impact) 

Percentage 

(%) 
Rank 

Financial: High cost of compliance 

(Software/Hardware licensing) 
100 78.1% 1st 

Institutional: Bureaucratic bottlenecks and corruption 88 68.8% 2nd 

Legal: Slow judicial processes for prosecuting 

cybercrimes 
81 63.3% 3rd 

Technical: Lack of indigenous cybersecurity tools 65 50.8% 4th 

 

 
Figure 6: Institutional Constraints Model - Comprehensive framework showing the four primary barriers 

to policy enforcement with their relative severity rankings. 
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4.3 Strategies to Enhance Policy Effectiveness 

To determine the most effective ways to improve cybersecurity policy implementation in Nigeria, 

respondents were asked to prioritize potential strategic measures. The findings indicate a clear preference 

for proactive, developmental strategies over purely punitive ones. Capacity Building (Training) emerged 

as the most critical strategy, chosen by 39.8% of respondents. This suggests that stakeholders believe the 

primary solution to the policy gap is empowering the workforce with the right skills. Strengthening 

Public-Private Partnerships (PPP) followed with 29.7%, highlighting the industry's desire for better 

collaboration between government regulators and private sector operators (such as banks and telecoms). 

Interestingly, Stricter Penalties (18.8%) and Increased Funding (11.7%) were ranked lower, implying that 

throwing money at the problem or punishing offenders is seen as less effective than fixing the root cause: 

the lack of human expertise. 

 

Recommended Strategies for Improvement 

Strategy Frequency Percentage (%) 

Mandatory & Subsidized Capacity Building (Training) 51 39.8% 

Strengthening Public-Private Partnerships (PPP) 38 29.7% 

Stricter Penalties and Automated Enforcement 24 18.8% 

Increased Budgetary Allocation for Cybersecurity 15 11.7% 

Total 128 100% 

 

 
Figure 7: Strategic Solutions Pathway - Prioritized recommendations showing stakeholder preferences 

for developmental over punitive approaches. 
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4.4 Qualitative Findings 

To corroborate the quantitative data, semi-structured interviews were conducted with eight (8) experts, 

including C-level executives from FinTechs and Directors from regulatory agencies. Thematic analysis 

yielded three core themes. 

 

Theme 1: The Implementation Gap 

Participants unanimously agreed that Nigeria has sufficient laws but lacks execution. One respondent 

noted: 

 

"The Cybercrime Act of 2015 is robust, and the 2024 amendment is even better. But who is checking the 

banks? Who is checking the telecoms? We have the laws of a developed nation but the enforcement 

capacity of a struggling one." – (Participant 3, Policy Analyst). 

 

Theme 2: Economic Pressure on Security Budgets 

A recurring theme was that economic instability forces organizations to cut security costs. 

 

"When the economy is tough, the first budget they cut is cybersecurity because it doesn't bring immediate 

profit. Organizations are buying cheap, outdated firewalls just to say they have something." – 

(Participant 6, IT Consultant). 

 

Theme 3: The Need for Collaborative Solutions 

Experts emphasized the importance of coordinated action: 

 

"No single organization can solve this. We need government, private sector, academia, and international 

partners working together. The current silos are killing us." – (Participant 2, Regulatory Director). 

 

5. DISCUSSION 

5.1 The Primacy of the Skills Gap 

The study established that the shortage of skilled professionals is the leading challenge (x̄ = 4.62). This 

finding aligns perfectly with the literature reviewed, specifically [18], who argued that the global skills 

gap limits the ability of institutions to develop proactive security strategies. In the Nigerian context, this is 

exacerbated by the "brain drain," leaving critical infrastructure manned by under-qualified personnel. 

Implications: The skills gap is not merely a training issue; it represents a systemic failure in workforce 

development. Organizations cannot implement policies they do not understand, and regulators cannot 

enforce standards without technical expertise. 

5.2 Institutional Weaknesses and Enforcement 

The quantitative data indicated that weak enforcement (x̄ = 4.45) is a critical barrier. This corroborates the 

work of [36] who highlighted that despite initiatives like the NCPS 2021, overlapping mandates and weak 

institutional capacity create enforcement gaps. The qualitative findings further validated this, describing 

the systemic inefficiencies within regulatory bodies such as NITDA and NCC. 

Implications: Institutional reform is as critical as legislative reform. Without clear mandates, adequate 

resources, and inter-agency coordination, even the best-crafted policies remain ineffective. 

5.3 Financial Constraints as a Systemic Barrier 

With 78.1% of respondents citing high compliance costs as a major barrier, financial constraints emerge 

as the most debilitating factor. This is particularly problematic for SMEs, which form the backbone of 

Nigeria's economy but lack the capital to invest in enterprise-grade cybersecurity solutions. 

Implications: A one-size-fits-all compliance approach is unrealistic. Tiered compliance frameworks and 

subsidized security solutions for SMEs are essential to achieving broad-based compliance. 
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5.4 The Shift from Punitive to Developmental Approaches 

The respondents' clear preference for capacity building (39.8%) over stricter penalties (18.8%) suggests a 

fundamental shift in thinking about cybersecurity policy. Rather than punishing non-compliance, the 

focus should be on enabling compliance through skill development and resource provision. 

Implications: Policy effectiveness depends not on the severity of penalties, but on the ability of 

organizations to comply. Developmental initiatives that build capacity are more likely to succeed than 

punitive measures. 

6. Strategic Implementation Roadmap 

Based on the research findings, a comprehensive implementation roadmap is proposed to address 

Nigeria's cybersecurity policy challenges. 

 

 

 
Figure 8: Implementation Roadmap - Four-phase strategic approach spanning immediate, short-term, 

medium-term, and long-term initiatives. 

 

Phase 1: Immediate Actions (0-6 months) 

a) Establish dedicated Capacity Building Centers in partnership with universities and private sector 

b) Launch Public-Private Partnership (PPP) frameworks to facilitate collaboration 

c) Conduct comprehensive skills audit across government and private sectors 

d) Develop subsidized training programs for SMEs 

Phase 2: Short-term Initiatives (6-12 months) 

a) Deploy nationwide training programs targeting 5,000+ cybersecurity professionals 

b) Strengthen regulatory bodies (NITDA, NCC) with additional funding and personnel 

c) Implement subsidized compliance packages for SMEs 

d) Establish inter-agency coordination committees 

Phase 3: Medium-term Development (1-2 years) 

a) Develop indigenous cybersecurity tools and solutions 

b) Enhance inter-agency coordination mechanisms 

c) Build enforcement capacity through specialized units 

d) Establish cybersecurity innovation hubs 

Phase 4: Long-term Sustainability (2+ years) 

a) Achieve sustainable compliance across all sectors 

b) Significantly reduce the skills gap 

c) Establish Nigeria as a regional cybersecurity hub 

d) Build a resilient national cybersecurity ecosystem 

 

7. RECOMMENDATIONS 

Based on the comprehensive analysis of challenges and stakeholder preferences, the following 

recommendations are proposed: 
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7.1 For Policymakers 

i. Shift from Punitive to Developmental Frameworks: Replace enforcement-heavy approaches 

with capacity-building initiatives that enable compliance. 

ii. Establish Tiered Compliance Standards: Develop differentiated compliance requirements for 

large enterprises, SMEs, and government agencies based on their capacity and resources. 

iii. Fund Capacity Building: Allocate at least 30% of cybersecurity budgets to training and skill 

development programs. 

iv. Strengthen Inter-agency Coordination: Create a unified cybersecurity authority with clear 

mandates and adequate resources to prevent overlapping jurisdictions. 

v. 7.2 For Private Sector Organizations 

vi. Invest in Employee Training: Prioritize cybersecurity awareness and technical training as core 

business functions. 

vii. Participate in PPPs: Engage actively in public-private partnerships to share best practices and 

resources. 

viii. Adopt Tiered Security Approaches: Implement security measures proportionate to 

organizational size and capacity. 

ix. Support Industry Standards: Advocate for and adopt international cybersecurity standards 

while contributing to the development of Nigeria-specific frameworks. 

x. 7.3 For International Partners and Development Organizations 

xi. Provide Technical Assistance: Support capacity building through knowledge transfer and 

technical expertise. 

xii. Facilitate Technology Transfer: Help develop indigenous cybersecurity solutions and tools. 

xiii. Fund Training Programs: Contribute financial resources to subsidize training for SMEs and 

government agencies. 

xiv. Share Best Practices: Facilitate knowledge exchange with countries that have successfully 

implemented cybersecurity policies. 

 

8. CONCLUSION 

This study provides empirical evidence that Nigeria's cybersecurity policy implementation failure is 

fundamentally operational rather than legislative. While the country has enacted robust cybersecurity 

legislation, the effectiveness of these policies is critically undermined by three primary factors: a severe 

shortage of skilled cybersecurity professionals, weak enforcement mechanisms, and prohibitive financial 

barriers that exclude SMEs from compliance. 

The research demonstrates that stakeholders overwhelmingly prefer developmental and collaborative 

approaches over punitive enforcement. Capacity building (39.8%), public-private partnerships (29.7%), 

and subsidized compliance programs emerge as the most viable pathways to strengthening Nigeria's 

cybersecurity posture. 

The proposed strategic roadmap, spanning four implementation phases, provides a clear, evidence-based 

pathway for policymakers and industry stakeholders to address these challenges systematically. By 

prioritizing skills development, institutional strengthening, and financial support for SMEs, Nigeria can 

transform its cybersecurity landscape from one characterized by policy-implementation gaps to one 

marked by effective, sustainable compliance across all sectors. 

The time for action is now. Without urgent intervention, Nigeria will continue to suffer significant 

economic losses, reputational damage, and national security threats. However, with the right combination 

of policy reforms, capacity building, and collaborative action, Nigeria can build a resilient cybersecurity 

ecosystem that protects its digital infrastructure and supports its economic growth. 
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