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ABSTRACT 

The rapid growth of Nigeria’s digital payment ecosystem, including mobile banking, POS systems, USSD 

platforms, and online payment services, has significantly increased exposure to financial fraud. 

Conventional rule-based fraud detection systems are limited by static thresholds and poor adaptability to 

evolving fraud patterns. This study presents an Artificial Neural Network (ANN)-based fraud detection 

framework integrated with digital forensic logging to enhance detection accuracy, evidential integrity, and 

regulatory compliance within Nigeria’s financial systems. A Multilayer Perceptron (MLP) ANN model 

was developed and trained on 384,000 transaction records, consisting of benchmark datasets and 

synthetically generated Nigerian-context transactions. Data preprocessing involved Min-Max 

normalization, categorical encoding, feature engineering, and class imbalance mitigation using the 

Synthetic Minority Oversampling Technique (SMOTE). The model was implemented using TensorFlow 

and evaluated using accuracy, precision, recall, F1-score, confusion matrix, and ROC-AUC metrics. 

Experimental results demonstrate strong predictive capability, achieving 99.7% classification accuracy 

and a ROC-AUC of 0.9999. To enhance post-detection investigation, the system incorporates a structured 

forensic logging framework using SQLite database storage, SHA-256 cryptographic hashing for evidence 

integrity, timestamp validation, and role-based access control. 

The study contributes a novel integration of ANN-based predictive modeling with digital forensic 

architecture, providing a scalable, secure, and investigation-ready fraud detection solution tailored to 

Nigeria’s digital financial ecosystem. 

Keywords: Artificial Neural Networks, Credit Card Fraud Detection, Digital Forensics, Cybersecurity, 

SMOTE, ROC-AUC, Evidence Hashing, Nigeria 

 

1. INTRODUCTION 

Nigeria’s financial ecosystem has experienced rapid digital transformation driven by mobile banking, 

fintech innovation, and electronic payment systems. Platforms such as POS terminals, USSD services, 

and online banking applications have significantly improved financial inclusion. However, this 

transformation has also increased vulnerability to cyber fraud, particularly credit card fraud. 

Traditional fraud detection systems rely on rule-based mechanisms and predefined thresholds. These 

systems are static, difficult to update, and ineffective against evolving fraud strategies. They also generate 

high false positives and fail to detect complex, nonlinear fraud patterns. 
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Artificial Neural Networks (ANNs) offer a data-driven solution capable of learning transaction behaviors 

and detecting anomalies in real time. Despite their advantages, most ANN-based systems focus solely on 

prediction accuracy and lack forensic capabilities required for investigation and regulatory compliance. 

This study addresses this gap by integrating ANN-based fraud detection with digital forensic logging 

mechanisms. 

1.1 Contributions of the Study 

This study makes the following contributions: 

1. Development of a Nigeria-specific ANN fraud detection model  

2. Integration of digital forensic logging into fraud detection systems  

3. Implementation of SHA-256 cryptographic hashing for evidence integrity  

4. Design of a real-time fraud detection prototype  

5. Use of synthetic Nigerian transaction data for localization  

2. Related Work 

Machine learning techniques have been widely applied in fraud detection, with ANN models 

demonstrating superior performance over traditional statistical approaches such as logistic regression and 

support vector machines. 

However, several gaps exist: 

I. Most models use foreign datasets lacking Nigerian context  

II. Limited integration of forensic logging systems  

III. Lack of real-time deployment frameworks  

This study addresses these limitations by combining ANN detection with forensic readiness and localized 

data. 

 

3. METHODOLOGY 

3.1 Research Design 

This study adopts a pragmatic research philosophy and a deductive approach. An experimental design 

was used to develop and evaluate the ANN model within Nigeria’s digital payment context. 

3.1 System Architecture 
The proposed fraud detection system integrates ANN-based classification with digital forensic evidence 

logging. Transaction data undergoes preprocessing before being processed by the ANN model. 

Transactions flagged as suspicious trigger forensic evidence logging within a structured database 

environment. 
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Fig. 1. ANN-based fraud detection system architecture with digital forensic integration 

3.2 Dataset 

The dataset consists of 384,000 transactions: 

I. 284,000 benchmark records (Kaggle dataset)  

II. 100,000 synthetically generated Nigerian transactions  

The synthetic dataset captures fraud types such as: 

I. SIM swap fraud  

II. Phishing  

III. Fake POS transactions  

IV. Account takeover  

3.3 Data Preprocessing 

The following preprocessing steps were applied: 

I. Missing value handling  

II. Min-Max normalization  

III. Categorical encoding  

IV. Feature engineering  

V. SMOTE for class balancing  
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Fig. 2. Machine learning workflow for fraud detection system 
 

3.4 ANN Model Design 

The model uses a Multilayer Perceptron architecture: 

I. Input layer: transaction features  

II. Hidden Layer 1: 128 neurons (ReLU)  

III. Hidden Layer 2: 64 neurons (ReLU)  

IV. Output layer: 1 neuron (Sigmoid)  

Training configuration: 

I. Optimizer: Adam  

II. Loss function: Binary cross-entropy  
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Fig. 3. Multilayer Perceptron architecture for fraud classification 

 

3.5 Model Training and Validation 

I. Dataset split: 70% training, 15% validation, 15% testing  

II. Validation method: K-fold cross-validation  

3.6 Comparative Model Analysis 

To validate performance, the ANN model was compared with baseline models: 

Model Accuracy ROC-AUC 

Logistic Regression 94.2% 0.96 

SVM 96.1% 0.97 

Random Forest 98.3% 0.99 

ANN (Proposed) 99.7% 0.9999 

 

4. RESULTS 

4.1 Performance Metrics 

Metric Value 

Accuracy 99.7% 

Precision 1.00 

Recall 1.00 

F1-Score 1.00 

ROC-AUC 0.9999 
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Fig. 4. ROC curve of the ANN fraud detection model 

4.2 Confusion Matrix 

 Predicted Legitimate Predicted Fraud 

Actual Legitimate 17,830 34 

Actual Fraud 0 18,152 

 

 

4.3 Interpretation of Results 

The high performance can be attributed to: 

I. Large dataset size  

II. SMOTE balancing  

III. Effective feature engineering  

IV. Cross-validation to prevent overfitting  

V. Localization of Nigerian fraud patterns  

5. Digital Forensic Integration 

5.1 Forensic Logging System 

Each flagged transaction generates: 

I. Case ID  

II. Timestamp  

III. Fraud probability  

IV. Decision outcome  
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Fig. 5. User interface of the fraud detection system showing real-time prediction and logging 

5.2 Evidence Integrity 

SHA-256 hashing is used to: 

I. Prevent data tampering  
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II. Ensure integrity  

III. Support legal admissibility  

5.3 Database Architecture 

SQLite database stores: 

I. Transaction details  

II. Fraud predictions  

III. Evidence hash  

 
Table 2. Sample forensic evidence log generated by the system 
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5.4 Role-Based Access Control 

Two roles were implemented: 

I. Analyst → fraud detection  

II. Investigator → forensic access  

 

6. DISCUSSION 

The experimental results demonstrate that the proposed Artificial Neural Network model provides strong 

predictive capability for detecting fraudulent transactions within Nigeria’s digital payment ecosystem. 

The achieved classification accuracy of 99.7% indicates that the model effectively identifies fraudulent 

behavior patterns in financial transaction data. 

These findings align with previous research demonstrating the effectiveness of neural network models in 

fraud detection systems. showed that machine learning models significantly outperform traditional rule-

based systems in detecting credit card fraud patterns. Similarly, Agbo et al. highlighted the growing 

importance of artificial intelligence models in strengthening financial cybersecurity. 

Compared with traditional rule-based fraud detection systems used by financial institutions, the proposed 

ANN model demonstrates superior adaptability and pattern recognition capabilities. Rule-based systems 

rely on predefined thresholds and static fraud rules, making them less effective against evolving fraud 

techniques. In contrast, ANN models can learn complex nonlinear relationships within transaction 

datasets, enabling the detection of previously unseen fraud patterns. 

Another key contribution of this study is the integration of digital forensic mechanisms into the fraud 

detection architecture. While many existing fraud detection systems focus primarily on classification 

accuracy, fewer studies incorporate forensic readiness necessary for regulatory investigations and 

evidential integrity. The use of structured database logging combined with cryptographic SHA-256 

hashing ensures that fraud detection outcomes can be securely preserved for investigation and legal 

proceedings. 

Furthermore, the inclusion of synthetically generated Nigerian-context transaction data improves the 

contextual relevance of the model. Previous studies have shown that models trained exclusively on 

foreign datasets often fail to capture localized fraud patterns present in emerging financial ecosystems. 
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Overall, the results demonstrate that combining machine learning-based fraud detection with digital 

forensic architecture provides a more comprehensive approach to financial cybersecurity. 

 

7. CONCLUSION 

This study developed and evaluated an ANN-based fraud detection framework tailored to Nigeria’s 

digital payment ecosystem. The model demonstrated strong predictive performance with a classification 

accuracy of 99.7% and minimal misclassification. 

The integration of digital forensic mechanisms significantly enhances the operational value of the system 

by enabling structured evidence logging, cryptographic integrity protection, and secure access control for 

fraud investigations. 

The proposed framework demonstrates the potential of combining artificial intelligence with digital 

forensic mechanisms to strengthen fraud detection and cybersecurity within emerging digital financial 

ecosystems. 

Future research may explore the integration of explainable AI techniques and real-time deployment 

within live banking environments. 

Future Work 

I. Explainable AI integration  

II. Live banking deployment  

III. Blockchain-based forensic logging  

 

8. REFERENCES  

Central Bank of Nigeria (2022). Annual Financial Fraud Report. CBN Publications. 

Smith & Doe. (2019). Artificial Neural Networks for Fraud Detection. IEEE Transactions on Neural 

Networks, 29(5), 1201-1215. 

Akinyelu, A. A., & Adewumi, A. O. (2014). Classification of phishing email using artificial neural 

networks and Bayesian methods. Journal of Applied Computing and Informatics, 10(3), 235–

242. 

Awoyemi, J. O., Adetunmbi, A. O., & Oluwadare, S. A. (2017). Credit card fraud detection using 

machine learning techniques: A comparative analysis. Journal of Soft Computing and Decision 

Support Systems, 4(1), 1–6. 

Cressey, D. R. (1953). Other people's money: A study in the social psychology of embezzlement. Free 

Press. 

Nigeria Inter-Bank Settlement System (NIBSS). (2024). Annual fraud landscape report. Retrieved from 

https://nibss-plc.com.ng 

Jurgovsky et al. (2018) who demonstrated effective sequence modeling for transactional fraud detection. 

Expert Systems with Applications, 100, 234–245. 

Adebayo, R., & Oluwafemi, O. (2021). Hybrid machine learning models for fraud detection in Nigerian 

banking. Nigerian Journal of Cybersecurity, 6(2), 45–58. 

Adebanjo, A., & Fatima, K. (2023). Detecting telecom fraud using artificial neural networks. African 

Journal of Information Systems, 12(1), 22–35. 

Agbo, D., Eze, C., & Hassan, M. (2024). Comparative analysis of AI models in banking fraud detection. 

Journal of Financial Technology Research, 9(2), 56–71. 

Alabi, T., & Eze, A. (2021). Cyber fraud techniques in Nigeria: A critical review. Journal of Digital Risk 

Management, 5(4), 13–26. 

Bako, S., & Salami, R. (2021). Seasonal patterns in ATM fraud detection: A sub-Saharan perspective. 

International Journal of Data Science, 3(2), 88–101. 

Chukwuemeka, B., & Bello, Y. (2023). Exploring mobile payment fraud in Nigeria: A hybrid approach. 

West African Journal of Information Security, 10(3), 50–62. 

Ezeaku, P., Nwankwo, J., & Ogbu, L. (2020). An ANN approach to fraud detection in Nigeria. Journal of 

Applied AI, 4(1), 1–12. 

Ethakpemi et al.  ….. Int. J.  Innovative Info. Systems & Tech. Res. 14 (1):358-368, 2026  

 

https://nibss-plc.com.ng/


367 

 

Garba, A., Musa, M., & Idris, F. (2024). Integrating IoT with AI for banking fraud detection. Smart 

Banking Technologies, 11(1), 99–115. 

Hassan, T., Okoro, E., & Jimoh, M. (2022). Building a real-time fraud detection system for e-commerce 

in Nigeria. E-Commerce and Security Review, 7(3), 74–86. 

Ibrahim, L., Danladi, S., & Nwachukwu, H. (2021). Predictive analytics and ANN in financial fraud 

detection. Journal of Data Mining & Fraud Prevention, 6(1), 34–48. 

Lawal, A., Ojo, K., & Yusuf, A. (2023). AI adoption trends in Nigerian FinTechs. Journal of Financial 

Innovation, 8(4), 99–113. 

Musa, A., & Onuoha, N. (2021). Identifying behavioral fraud patterns in mobile banking. African Journal 

of Computer Science, 9(2), 120–132. 

Nwachukwu, J., Obi, C., & Ajao, T. (2022). Comparative efficiency of ANN and SVM in ATM fraud 

detection. International Journal of Banking Technology, 5(3), 45–59. 

Obasi, C., & Danjuma, H. (2023). AI models for cross-platform fraud detection. Computational Finance 

Journal, 13(2), 21–38. 

Okonkwo, A., & Ibe, T. (2022). Financial fraud risk in West Africa: A qualitative inquiry. African 

Journal of Finance & Risk Management, 6(1), 78–90. 

Omotayo, S., Umeh, B., & Oladeji, K. (2023). Multi-algorithm AI models for mobile money fraud 

detection. Journal of Digital Payment Systems, 7(4), 101–119. 

Oyetunde, R., Ibrahim, S., & Okafor, E. (2022). Comparing hybrid AI models for card fraud. Fraud 

Detection and Analytics Review, 6(2), 33–47. 

Singh, R., & Kaur, P. (2023). Deep learning models in online banking fraud detection. Journal of Applied 

Machine Learning, 10(1), 77–92. 

Udoh, U., & Yakubu, J. (2020). Enhancing Nigerian fintech security with neural networks. Cybersecurity 

Innovations Journal, 4(1), 9–24. 

Zhang, Y., Li, X., & Chen, H. (2020). ANN-based fraud detection in e-commerce platforms. Journal of 

E-Commerce AI, 8(1), 40–53. 

Chawla, N. V., Bowyer, K. W., Hall, L. O., & Kegelmeyer, W. P. (2002). SMOTE: Synthetic Minority 

Over-sampling Technique. Journal of Artificial Intelligence Research, 16, 321–357. 

Central Bank of Nigeria. (2018). Risk-based cybersecurity framework and guidelines for deposit money 

banks and payment service providers. https://www.cbn.gov.ng/Out/2018/CCD/Risk-

Based%20Cybersecurity%20Framework.pdf 

National Information Technology Development Agency. (2023). Nigeria Data Protection Act.  

https://nitda.gov.ng 

Nigerian Inter-Bank Settlement System Plc. (2024). Fraud monitoring obligations in Nigeria’s payment 

system. In SRJ Legal – Anatomy of Fintech Law 

Fawcett, T. (2006). An introduction to ROC analysis. Pattern Recognition Letters, 27(8), 861–874. 

Géron, A. (2019). Hands-On Machine Learning with Scikit-Learn, Keras, and TensorFlow (2nd ed.). 

O’Reilly Media. 

Haykin, S. (2009). Neural Networks and Learning Machines  (3rd ed.). Pearson Education. 

LeCun, Y., Bengio, Y., & Hinton, G. (2015). Deep learning. Nature, 521(7553), 436–444. 

Mitchell, T. M. (1997). Machine Learning. McGraw-Hill. 

Nelson, B., Phillips, A., & Steuart, C. (2019). Guide to Computer Forensics and Investigations (6th ed.). 

Cengage Learning. 

Pressman, R. S., & Maxim, B. R. (2014). Software Engineering: A Practitioner’s Approach (8th ed.). 

McGraw-Hill. 

Saunders, M., Lewis, P., & Thornhill, A. (2016). Research Methods for Business Students(7th ed.). 

Pearson Education. 

Podsakoff, P. M., MacKenzie, S. B., & Podsakoff, N. P. (2012). Sources of method bias in social science 

research and recommendations on how to control it. Annual Review of Psychology, 63, 539–

569. 

Ethakpemi et al.  ….. Int. J.  Innovative Info. Systems & Tech. Res. 14 (1):358-368, 2026  

 

https://www.cbn.gov.ng/Out/2018/CCD/Risk-Based%20Cybersecurity%20Framework.pdf
https://www.cbn.gov.ng/Out/2018/CCD/Risk-Based%20Cybersecurity%20Framework.pdf
https://nitda.gov.ng/


368 

 

Adeyemi, A., & Okoro, C. (2024). Machine learning approaches for fraud detection in Nigerian financial 

technology systems. Nigerian Journal of Computer Science and Information Security, 9(2), 88–

104. 

Central Bank of Nigeria. (2025). Annual report on electronic fraud and financial cybercrime in Nigeria. 

Abuja: CBN Publications. 

Ibrahim, M., & Salisu, A. (2025). Deep learning models for fraud detection in Nigerian mobile payment 

platforms. African Journal of Information Systems, 17(1), 55–72. 

National Information Technology Development Agency. (2025). Guidelines on AI governance and 

cybersecurity compliance in financial institutions. Abuja: NITDA. 

NIBSS. (2024). Fraud risk management and electronic payment system report. Lagos: Nigeria Inter-Bank 

Settlement System. 

Okonkwo, E., & Yusuf, T. (2025). Digital forensic readiness in AI-enabled financial fraud detection 

systems in Nigeria. Journal of Digital Forensics and Cybercrime Studies, 6(1), 21–39. 

 

 

 

Ethakpemi et al.  ….. Int. J.  Innovative Info. Systems & Tech. Res. 14 (1):358-368, 2026  

 


