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ABSTRACT

The increasing prevalence of identity theft and unauthorized access in Automated Teller Machine (ATM)
transactions has exposed the weaknesses of traditional card-and-PIN authentication systems. This study
presents a hybrid facial recognition authentication model that integrates Convolutional Neural Network
(CNN), ResNet50, and Siamese Neural Network architectures to enhance ATM security. The proposed
model employs CNN and ResNet50 for hierarchical feature extraction and utilizes Siamese learning for
similarity comparison between facial image pairs. The Labelled Faces in the Wild (LFW) dataset
containing 14,311 facial images from 1,680 individuals was used for training and evaluation. Images were
preprocessed through resizing and normalization, while triplet loss was adopted to optimize similarity
learning. Performance evaluation was carried out using Accuracy, Precision, Recall, F1-score, False
Acceptance Rate (FAR), False Rejection Rate (FRR), Equal Error Rate (EER), Receiver Operating
Characteristic (ROC) curve, and Confusion Matrix. Experimental results showed that the proposed hybrid
model achieved an accuracy of 98.6%, FAR of 0.02%, FRR of 0.03%, and EER of 0.025, outperforming
standalone CNN, ResNet50, and Siamese Network models. The findings demonstrate that combining
deep feature extraction with similarity learning significantly improves authentication accuracy and
reliability, making the proposed approach suitable for secure ATM applications.

Keywords: Facial Recognition, ATM  Authentication, Convolutional Neural Network,
ResNet50, Siamese Neural Network, Deep Learning, Identity Theft.
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1. INTRODUCTION

Authentication is an essential requirement for securing sensitive information and preventing unauthorized
access to financial systems. Automated Teller Machines (ATMs) traditionally rely on card-and-PIN
mechanisms for user authentication (Chen, Huang, Jheng, & Huang, 2024). .However, these methods are
vulnerable to identity theft, card cloning, shoulder surfing, phishing, and brute-force attacks (Otuonye,
2024). The increasing sophistication of cybercrime necessitates more secure and reliable authentication
mechanisms.

Biometric authentication has emerged as an alternative approach because biological characteristics are
difficult to forge. Among various biometric techniques, facial recognition offers advantages such as
contactless operation, convenience, and ease of deployment. Recent advances in deep learning have
significantly improved facial recognition accuracy through automatic feature extraction and similarity
learning (Al-dulaimi & Kurnaz, 2024)..

Although conventional Convolutional Neural Networks (CNNs) have demonstrated remarkable
performance in facial recognition tasks, they often suffer from limitations in capturing deep
discriminative features. ResNet50 addresses this challenge through residual learning, while Siamese
Neural Networks excel in similarity comparison and verification tasks (Ejekwu et al/, 2024). Therefore,
this study proposes a hybrid CNN—ResNet50-Siamese architecture for secure ATM authentication.

2. Related Work

A conceptual framework defines the variables to be studied and their relationships. It is developed to
decide which variables are significant to the study and to make accurate decisions on how to define
variables during data analysis and interpretation of results. The Facial recognition authentication system
makes use of biometric technology to detect, verify and identify individuals based on their facial features.
This system has several key variables that contribute to its functionality and security. Several researchers
have investigated deep learning approaches for facial recognition. Mangal et al. (2020) employed CNN-
based facial recognition and achieved an accuracy of 96.96%. Ho et al. (2024) reviewed deep neural
network approaches for face anti-spoofing and observed limitations in cross-dataset generalization.

Du et al. (2024) proposed a Siamese network architecture for image recognition and demonstrated
improved accuracy and efficiency through weight-sharing pathways. However, their approach did not
incorporate deep feature extraction models such as ResNet50.

Alashammari and Akgiin (2024) investigated Siamese networks with transfer learning backbones and
reported an accuracy of approximately 95%. Their study demonstrated the effectiveness of pre-trained
models but did not address computational efficiency.

Existing studies indicate that hybrid architectures outperform standalone models. Nevertheless, there
remains a need for models that combine deep feature extraction and similarity learning to improve
authentication performance in ATM environments.

(Du et al, 2024) talked about a dual weight-sharing architecture with optimized pathways that improved
accuracy and efficiency in image recognition. (Zhang et al 2024) mentioned face verification in low-data
environments using metric learning, reporting improved accuracy. However, it highlights weaknesses
under poor lighting and pose variations. Siamese networks on masked face datasets (RMFRD and MFR2)
were evaluated by (Wang ef al, 2022), revealing strong improvements in recognition accuracy for masked
individuals, though the models were not accurate with other types of occlusions. Similarly, (Zhou, et al.,
2024) posited an unsupervised Siamese framework that removed the need for labeled data and achieved
competitive performance with supervised approaches, but it is less effective in complex verification
tasks.(Onaizah et al, 2025) developed a Siamese CNN beyond facial recognition, for brain tumor
diagnosis, combining feature extraction and metric learning that showed great results on medical imaging
datasets
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2.1 Automated Teller Machine (ATM)

The ATM plays an important role in the promotion of electronic and cashless transactions as customers
can use a card to carry out banking transactions as opposed to visiting physical banking halls or moving
around with cash (Mukherjee & Gaur, 2024). This research work goes beyond the physical card with PIN
and explores the world of card-less ATM technology, where security meets convenience in the process of
getting cash. The ATM has 24/7 accessibility, convenience and reduces waste of time in the banking hall.
It makes transactions simpler and faster.

2.2 Face Matching with Siamese Network

Siamese Neural Network named after Siamese twins, is an architecture tailored for comparing the
likeness or disparity between two input samples. Bromley et al. introduced the Siamese Neural Network
(SNN) in 1994. It is primarily used for facial recognition and similarity-based tasks. It features twin
subnetworks sharing weights and generating embeddings for input into a contrastive loss (Chen et al,
2024). In this work, a Siamese Neural Network will be considered the best choice for facial identification
because it consists of two identical artificial Neural Networks of feedforward perceptron and employ error
back — propagation during training. As shown in Figure 1, there are two separate neural networks with
deep branches within the network that contain the same architecture and weight. The weight is the
numerical values that determine the strength of connections between neurons. The two input nodes
representing the two faces being compared. That is, the captured real-time face and the stored face in the
database as shown in figure 2

FEATURE EXTRACTION
| (CONVOLUTIONAL
NEURALNETWORK)
INPUTSTAGE l
FROMATM CAMERA
FACE
RECOGNITION
E)E\%Tmmmmﬂon FACE —
(PERMISSIONORDENALTO |¢—r| MATCHING BY DATABASE
ACCOUNT HOLDER) SIAMESE
NETWORK

Figure 1. Face Recognition Authentication Framework

3. Methodology

This study presents the methodology used in developing and evaluating the facial recognition
authentication system for ATM security using a hybrid ResNet50, CNN, and Siamese Network
architecture. It describes the research design, dataset preparation, model development, testing
procedures, performance evaluation, and comparative analysis techniques used in the study. The
study adopted a quantitative experimental research design involving model development,
controlled testing, and comparative performance analysis as depicted in figure 2.
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The design consisted of four major stages:

MODEL
DEVELOPMENT DATA DRIVEN CONTROLLED COMPARATIVE

{CHN+RESMET APPROACH TESTING ANALYSIS

50+SIAMESE (LFW FROM (ACCURACY, {COMPARING THE
METWORK) KAGGLE) PRECISION) MODEL WITH THE
BASE MODEL)

Figure 2: Quantitative Experimental Research design.

3.1 Dataset
This study relies on the secondary data sourced from the Stoic Static Face Recognition Dataset obtained
from Kaggle, a widely used platform for sharing machine learning datasets
(https.//www.kaggle.com/datasets/stoicstatic/face--recognition-dataset/code). =~ The study utilized the
Labelled Faces in the Wild (LFW) dataset, consisting of 14,311 facial images from 1,680 individuals.
Images were collected under varying poses, expressions, and illumination conditions.
3.2 Data Preprocessing
Image preprocessing involved:

e Image resizing to 224 x 224 pixels.

e Normalization.

e Data augmentation.

e Dynamic generation of triplet samples.
3.3 Proposed Hybrid Architecture
The system was implemented using the Python Programming language and SQLite database at the
backend to create full featured application. The necessary supporting Libraries include OpenCV (image
capture & preprocessing), NumPy, Matplotlib, Scikit-learn. The dataset was taken from Labeled Faces in
the Wild. The hardware environment includes GPU processor for faster training. The proposed system
architecture approach is developed using three tiers: the input process consisting of the Image acquisition
and face Detection. The image acquisition includes the image capturing which is made possible by
OpenCV and a Camera. Cameras (webcams, smartphones and surveillance cameras) are commonly used
to capture images as shown in figure 3.
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Figure 3: The Proposed Hybrid Face Recognition Model using ResNet50 CNN & SNN

The developed model consists of three components:
A. Convolutional Neural Network (CNN)
Responsible for extracting low-level features such as edges and textures.
B. ResNet50
Performs deeper feature extraction using residual connections, enabling the learning of high-level facial
representations.
C.Siamese Neural Network
Compares embeddings generated from two facial images and computes similarity using Euclidean
distance.
Authentication decisions are made based on threshold values.
4. Experimental Results
The dataset was derived from the Labelled Faces in the Wild (LFW). It is a collection of JPEG pictures of
famous people collected on the internet. The dataset used for this research work comprised a total of
14,311 face images drawn from 1680 unique individuals. The distribution of images per class was not
uniform: some identities were represented by as few as two images, others by four, while many contained
three images.
The dataset was divided into:

e 80% Training Set

e 20% Validation Set
The dataset was derived from the Labelled Faces in the Wild (LFW). It is a collection of JPEG pictures of
famous people collected on the internet. The dataset used for this research work comprised a total of
14,311 face images drawn from 1680 unique individuals as depicted in figure 4.
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Figure 4.Samples of Dataset

Accuracy is the ratio of the number of correctly predicted faces to the total number of faces,

calculated thus
TP+TN

TE+TN+FP +FN
Precision is the ratio of the count of instances where the actual result is positive and the predicted
result is also positive. It measures the proportion of correctly predicted positives among all

Accuracy =

predicted positives.
Precision = TP
recision = e

Recall measures correctly identified positive instances. It is calculated thus

TP
Recall = TP+FN

F1-Score is the harmonic mean of precision and recall, it is calculated as
Precizion x Recall
F1-Score = 2X

PrecziontRecall

4.1 Confusion Matrix for 98.6 per cent Accuracy

Confusion Matrix at Optimal Threshold (98.6% Accuracy)
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Figure 5: Confusion Matrix at Optimal Threshold (98.6% Accuracy)

A good facial recognition authentication model has a high TP (True Positive) and TN (True Negative)
and a lower FP (False Positive) and FN (False Negative). The ATM security systems, a low FAR is
more important, since granting authentication to impostor is worse than denying a genuine user
authentication as shown in figure 5.
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4.2 Receiver Operating Characteristic curve

Figure 4.6 shows the optimal operating point for ATM authentication, the system achieved an
exceptional overall accuracy of 98.6 per cent. This high accuracy is particularly crucial in a security-
sensitive application, indicating the model's robust capability to correctly distinguish between genuine
users and impostors.

Figure 6: ROC curve

4.3 Classification of Report at Optimal Threshold

At the optimal operating point for ATM authentication, the system achieved an exceptional overall
accuracy of 98.6 per cent. This high accuracy is particularly crucial in a security-sensitive application,
indicating the model's robust capability to correctly distinguish between genuine users and impostors as
shown in figure 4.7.

Perfarmance Matics vs. Thieshald

Figure 7: Classification Report at Optimal Threshold

4.4 DISCUSSION OF FINDINGS

The proposed hybrid model for ATM facial recognition authentication introduces several significant
improvements over existing base work, addressing limitations and enhancing overall system performance
and practicality.

The experimental results definitely demonstrate that the developed hybrid ResNet 50 CNN and Siamese
network achieve a high level of performance crucial for facial recognition authentication in sensitive
environments such as ATMs.

The evaluation metrics validate this strong performance. With an overall accuracy of 98.6%, the model
significantly outperforms the baseline work (96.92% accuracy). More importantly, the system achieves a
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remarkably low False Acceptance Rate (FAR) of 0.02 per cent. This is a paramount achievement for
ATM security, as it drastically minimizes the risk of unauthorized transactions and fraudulent access.
Concurrently, the False Rejection Rate (FRR) of 0.03% ensures a high level of user satisfaction, as only a
minimal percentagee of legitimate account holders would experience authentication failures.

The high precision and recall values for both genuine and impostor classes, as evidenced by the
classification report and visually confirmed by the confusion matrix, signify that the model is highly
effective in both correctly identifying authorized users and robustly rejectingg unauthorized ones. The
controlled intersection of FAR and FRR in the performance metrics plot further illustrates the model's
ability to maintain a balanced and efficient operational threshold.

4.5 Benchmarking with Stand-alone Models

METRICS | CNN (%) | RESNET50 SIAMESE | HYBRID
/MODELS (%) (%) (RESNET50 + CNN +
SIAMESE) (%)
ACCURACY 0.85 0.91 0.95 0.99
FAR 0.15 0.08 0.04 0.02
FRR 0.12 0.09 0.05 0.03
EER 0.135 0.085 0.045 0.025

The performance of the proposed hybrid model was evaluated and compared with CNN, ResNet50, and
Siamese Network models using Accuracy, False Acceptance Rate (FAR), False Rejection Rate (FRR),
and Equal Error Rate (EER).

The results show that the hybrid model achieved the highest accuracy of 98.6%, outperforming CNN
(85%), ResNet50 (91%), and Siamese Network (95%). This indicates that the hybrid approach provides
more reliable face verification.

The hybrid model outperformed CNN, ResNet50, and Siamese networks by achieving the lowest False
Acceptance Rate (high security) and False Rejection Rate (useability). This improvement is due to the
combination of deep feature extraction and similarity learning, which enhances discrimination between
genuine and impostor pairs.The superior performance of the hybrid architecture can be attributed to the
complementary strengths of its constituent models. CNN extracts local facial features, ResNet50
generates deeper identity-preserving embeddings, and Siamese learning improves similarity
discrimination. The achieved accuracy of 98.6% represents a significant improvement over the baseline
accuracy of 96.92% reported in previous studies. The low False Acceptance Rate (0.02%) demonstrates
the effectiveness of the model in preventing unauthorized access, while the low False Rejection Rate
(0.03%) ensures user convenience.These results indicate that hybrid deep learning architectures are more
effective for security-critical applications than single-model approaches.

6. CONCLUSION

The integration of ResNet50 enabled the extraction of deeper and discriminative facial embeddings, while
the Siamese Neural Network improved verification through similarity comparison between the facial
image pairs. The Euclidean distance and threshold-based decision making further enhanced the model’s
ability to distinguish between genuine account users and impostors. Experimental evaluation as depicted
in table 4.2 showed that the proposed model achieved high accuracy with reduced False Acceptance Rate
and False Rejection Rate, indicating strong authentication capability and provides also a relaxed customer
usability of the system.The findings also established that hybrid deep learning models outperform single-
model approaches because they combine complementary strengths rather than depending on a single
architecture.

In conclusion, this study therefore depicts that the proposed hybrid ResNet50 Convolutional and Siamese
model is suitable for secure ATM authentication systems and can contribute to reducing unauthorized
access, identity fraud, and security breaches in financial institutions and environments
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This study developed a hybrid CNN—ResNet50-Siamese Neural Network model for facial recognition
authentication in ATM systems. Experimental evaluation demonstrated that the proposed model achieved
high accuracy and low error rates, outperforming standalone CNN, ResNet50, and Siamese models.

The integration of deep feature extraction and similarity learning provides a robust framework for secure
biometric authentication and contributes toward reducing identity theft and unauthorized ATM
transactions.
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