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ABSTRACT 

The increasing prevalence of phishing attacks in organizational settings presents significant threats to data 

security, operational continuity, and financial stability. Phishing remains one of the most prevalent 

cybersecurity threats, exploiting human weaknesses rather than technical vulnerabilities. Despite 

advancements in technology, human error scontinues to be a critical entry point for attackers. Phishing 

exploits human vulnerabilities, often bypassing advanced technological safeguards. Consequently, 

cybersecurity awareness training has emerged as a critical component of organizational defense 

mechanisms against phishing. This review examines the role of phishing awareness in strengthening 

human factors against cyber threats. Drawing on recent studies, the paper highlights how awareness 

programs, phishing simulations, and organizational culture contribute to resilience. The findings suggest 

that while phishing awareness reduces susceptibility, sustainable effectiveness depends on continuous, 

engaging, and context-specific training. Ultimately, the findings underscore that while cybersecurity 

awareness training is not a panacea, it is a vital component of a holistic approach to organizational 

cybersecurity. 

Keywords: Phishing, Cybersecurity, Human Factors, Awareness Training, Social Engineering, Cyber 

Threats 

 

1. INTRODUCTION 

Phishing has evolved into a dominant cyber threat, responsible for the majority of initial compromises in 

cyber-attacks worldwide. Reports show that nearly 90% of data breaches originate from phishing attempts 

(Verizon, 2023). Unlike purely technical exploits, phishing manipulates human behavior by exploiting 

trust, curiosity, and urgency (Cheny, 2024). The increasing sophistication of phishing attacks ranging 

from email fraud to SMS-based smishing underscores the importance of human-centered defenses. While 

technology such as spam filters, multi-factor authentication, and intrusion detection systems helps reduce 

exposure, they cannot eliminate the problem entirely (YadavSalahdine & Kumar, 2019).  

Despite advancements in traditional cybersecurity tools such as firewalls, intrusion detection systems, and 

antivirus software, these technologies are often insufficient in countering the sophisticated and adaptive 

nature of phishing campaigns. Cybercriminals craft deceptive emails and messages that mimic legitimate 

communication, exploiting human trust and error. Such attacks can evade automated systems designed to 

filter out malicious content, as they rely on the human element for their success (Baker & Lee, 2024). 

This realization has prompted a paradigm shift in cybersecurity, where organizations increasingly 

recognize that technological solutions alone cannot ensure comprehensive protection. 
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Consequently, organizations must strengthen human factors through phishing awareness, training, and 

culture-building. This review explores recent literature on how phishing awareness empowers individuals 

and organizations to resist evolving cyber threats( Chen, 20204). ,As a result there is growing emphasis 

on human-centric approaches to cybersecurity, particularly through targeted awareness and training 

programs designed to mitigate the risk posed by phishing.  

Cybersecurity awareness training has emerged as a critical tool for addressing the human vulnerabilities 

that underpin successful phishing attacks. These programs aim to educate employees on recognizing and 

responding to phishing attempts, thereby creating a "human firewall" that complements traditional 

technological defenses (Alshamaouby, 2023). By fostering a culture of vigilance and proactive 

engagement, organizations seek to reduce their overall susceptibility to cyber threats. The concept of a 

human firewall is predicated on the understanding that employees are both the first line of defense and a 

potential point of failure in cybersecurity. Consequently, empowering individuals to make informed 

decisions and identify red flags is essential for reducing organizational exposure to phishing (Nasir, 

2024).  

The effectiveness of cybersecurity awareness training depends on several interrelated factors. Content 

relevance is paramount, as training materials must be tailored to address the specific challenges and 

threats faced by an organization. Generic or outdated content is unlikely to resonate with employees, 

diminishing the overall impact of the program. Conversely, training that incorporates real-world 

examples, interactive elements, and scenario-based exercises is more likely to engage participants and 

foster retention. Another critical factor is the frequency of training sessions (Olsen &Patil, 2024). 

Cybersecurity is an evolving field, with threat actors continually developing new tactics and strategies. 

Regularly updated training ensures that employees remain informed about emerging risks and adaptive in 

their responses. Infrequent or one-time sessions, by contrast, may leave employees ill-prepared to 

recognize novel phishing techniques, undermining the program's effectiveness (Vergidis, 2024).  

Employee engagement is another crucial determinant of successful cybersecurity awareness training. 

Organizations must design programs that captivate participants and encourage active involvement. 

Traditional lecture-based approaches may fail to sustain attention or generate meaningful behavioral 

change. In contrast, interactive methods such as simulated phishing exercises, gamification, and 

personalized feedback have proven effective in enhancing engagement and reinforcing learning outcomes 

(Williams, 2024). These approaches not only make training more dynamic but also allow employees to 

apply their knowledge in realistic contexts, thereby strengthening their ability to detect and respond to 

phishing attempts in practice.  

Despite the potential benefits of cybersecurity awareness training, organizations face challenges in 

implementing and maintaining these programs. One common obstacle is resource allocation, as 

developing and delivering effective training requires time, expertise, and financial investment. Small and 

medium-sized enterprises (SMEs) may struggle to dedicate sufficient resources to comprehensive training 

initiatives, leaving them vulnerable to phishing attacks (Liu & Liu, 2024). Additionally, measuring the 

impact of awareness programs can be complex. While organizations can track metrics such as 

participation rates and simulated phishing click-through rates, these indicators may not fully capture the 

long-term behavioral changes necessary to mitigate phishing risks( Bauer etal., 2022). Balancing 

immediate outcomes with sustained improvements in cybersecurity posture remains a key challenge for 

organizations seeking to maximize the return on their investment in training. 

 

II. LITERATURE REVIEW 

Numerous studies highlight the role of human error in successful phishing attacks. Parsons et al. (2019) 

found that cognitive limitations, poor attention to detail, and lack of security knowledge significantly 

increase the likelihood of falling victim to phishing. In another study, Jampen et al. (2020) showed that 

well-structured awareness training reduces phishing susceptibility by over 40% in corporate 

environments. The Protection Motivation Theory (Chen, 2024) offers a theoretical framework, suggesting 

that individuals are more likely to adopt protective behaviors if they perceive high threat severity, 
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personal vulnerability, and confidence in their coping mechanisms. Similarly, the Technology Acceptance 

Model explains adoption of training programs, emphasizing perceived usefulness and ease of use (Shiller, 

2024). However, limitations exist. Wash and Cooper (2018) argue that awareness training often produces 

short-term effects, with users reverting to risky behaviors after several months. Moreover, overconfidence 

can cause individuals to underestimate threats, paradoxically increasing vulnerability. 

Shiller (2023) Shiller examined the effectiveness of phishing awareness training programs and concluded 

that existing methods are insufficient to combat advanced phishing tactics. The study advocated for more 

dynamic and adaptive training strategies to keep up with evolving cyber threats. However, the research 

did not provide specific frameworks or practical guidelines for implementing these improvements, which 

limits its immediate applicability. According to Williams (2023) he explored how phishing tactics evolve, 

emphasizing that cybercriminals constantly modify their strategies. The research found that organizations 

must update their security protocols and awareness programs continuously to remain effective. While 

insightful, the study did not specify how frequently these updates should occur or how organizations can 

best anticipate new attack methods. In another development by Opara and Chen (2024) These authors 

focused on the role of gamification in phishing awareness training, showing that gamified simulations 

significantly enhance employee engagement and knowledge retention. However, a limitation of the study 

was that it did not measure long-term effectiveness, leaving questions about how frequently gamified 

training should be administered. 

Tsakalidis and Vergidis (2023)  analyzed adaptive phishing simulations, finding that simulations designed 

to reflect current phishing tactics were more effective in training employees. This adaptive approach 

increased engagement and preparedness, though implementing it requires significant resource investment, 

posing a challenge for smaller organizations. 

Olsen (2021) proposed fuzzy clustering to classify European countries based on educational levels and the 

incidence of phishing attacks. Contrary to common assumptions, the study found that higher education 

did not protect individuals from phishing attempts; instead, more educated users were surprisingly more 

vulnerable to such attacks. However, the study lacked deeper analysis into the behavioral and 

psychological reasons for this trend, leaving room for further exploration. 

Kartik (2019) analyzed six cybersecurity-related job profiles across 14 countries, assessing them through 

academic and industry evaluations. The study identified several cross-cutting skills essential for these 

roles, highlighting their importance for cybersecurity curricula. However, it revealed a significant 

misalignment between academic programs and industry priorities, suggesting that educational systems 

struggle to keep up with rapidly evolving industry needs. 

Opara (2021) examined the effectiveness of organizational phishing mitigation strategies, emphasizing 

the need for stronger defenses and employee training. The study highlighted gaps in current mitigation 

efforts, noting that many organizations lack efficient anti-phishing measures. However, while the research 

underscored the importance of training, it offered few concrete examples of effective strategies, limiting 

its practical applicability. 

Jampen et al. (2020) proposed Longitudinal field study using repeated phishing simulations and adaptive 

training in a large organization. Phishing click rates reduced by 50% over 6 months for Progressive 

difficulty and feedback enhanced resilience. The system drawback was Time-intensive; potential user 

fatigue. 

Cooper (2021) investigated the role of Bring Your Own Device policies in increasing phishing risks 

within organizations. The study emphasized that BYOD policies introduce new vulnerabilities and 

recommended integrating these considerations into security frameworks. However, the research provided 

limited practical strategies for managing these risks effectively. 

Martin (2020) studied individual perceptions and behavior in phishing mitigation, finding that one-size-

fits-all training programs are less effective than tailored approaches. The research suggested that phishing 

defense strategies should be aligned with employees' individual beliefs and behavior patterns. However, 

while the insights were valuable, the study lacked a specific framework for customizing these strategies in 

practice. 
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Makhdoom (2019) explored how trust among friends and colleagues makes individuals more vulnerable 

to phishing attacks. The study highlighted the importance of fostering a culture of skepticism, even within 

trusted circles, to mitigate phishing risks. However, it narrowly focused on interpersonal trust and did not 

address broader organizational factors that influence phishing vulnerability. 

Nair (2022) examined the use of historic phishing simulations as a training tool and found that spear 

phishing is more effective than other types of phishing, emphasizing the need for targeted training 

programs. While the research underscored the value of simulations, it did not address potential employee 

fatigue from frequent simulation exercises. 

Tsakalidis and Vergidis (2023) Evaluating responses  to real  and fake websites The system heavily rely 

on  user visual cues and browser  design rather than URLs to identify phishing. Simulation could raise 

awareness The drawback of the system was that Small sample size ,limited to university participants 

Zhang and Li (2024) analyzed the psychological manipulation tactics used by cybercriminals in phishing 

attacks and recommended integrating these insights into training programs. The study emphasized the 

importance of social engineering awareness but lacked detailed implementation strategies for these 

programs. 

2.1 The Role of Cybersecurity Awareness Training in Phishing Prevention  
Phishing remains a critical cybersecurity threat, largely due to its reliance on exploiting human 

vulnerabilities rather than technological weaknesses. Understanding the psychological and behavioral 

underpinnings of phishing vulnerabilities is essential to mitigating this threat effectively(Jampen etal., 

2020). At its core, phishing capitalizes on cognitive biases, such as the tendency to trust authority figures 

or respond impulsively to perceived urgency. Attackers craft convincing emails or messages designed to 

create a sense of fear, urgency, or opportunity, which can lead individuals to bypass critical thinking 

processes (Canhamen etal.,2021) Employees who lack awareness of these social engineering tactics are 

especially susceptible, making them prime targets for cybercriminals. These vulnerabilities highlight the 

need for comprehensive cybersecurity awareness training programs. Such programs are vital for 

equipping employees with the knowledge and skills to recognize and resist phishing attempts, thereby 

reducing organizational risk (Chen, 2024). 

The success of cybersecurity awareness training programs hinges on their ability to drive meaningful 

behavioral change among employees. Insights from behavioral psychology and theoretical models can 

significantly enhance the design and effectiveness of these programs. The Health Belief Model, for 

instance, emphasizes the importance of perceived threat severity and self-efficacy in motivating behavior 

change. When employees understand the severe consequences of phishing attacks and feel confident in 

their ability to recognize and prevent them, they are more likely to adopt secure practices (William, 

2024). Similarly, the Theory of Planned Behavior highlights the role of attitudes, subjective norms, and 

perceived behavioral control in influencing actions. Training programs that address these factors such as 

by emphasizing the collective importance of cybersecurity within the organization and providing practical 

strategies for identifying phishing attempts can create a sustained shift in employee behavior. 

Incorporating cues to action, such as regular reminders or visual prompts, further reinforces these 

practices and helps to curb threat against organization(Tsakalidis & Vergidis, 2024). 

2.2 Challenges in Implementing Cybersecurity Awareness Training  

Implementing cybersecurity awareness training is an essential component of organizational defense 

mechanisms, yet it faces numerous challenges that compromise its effectiveness. One significant obstacle 

is human error, which persists despite comprehensive training initiatives. Human beings are inherently 

fallible, and even the most well-designed programs cannot entirely eliminate the risk of mistakes 

(Anderson, & Blake, 2024)..mployees, especially under conditions of stress or time pressure, may 

inadvertently fall victim to increasingly sophisticated phishing schemes. This susceptibility is exacerbated 

by cognitive fatigue, a state that reduces attentiveness and impairs decision-making. Over time, routine 

exposure to cybersecurity warnings and protocols may desensitize individuals, leading to complacency 

and increasing the likelihood of errors. Even when employees are well-versed in identifying threats, the 

diminishing capacity for vigilance under demanding circumstances represents a critical vulnerability. 
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Cognitive fatigue highlights the need for not only training but also organizational support systems that 

mitigate stress and workload, which are precursors to such errors (Alsharnouby, Alaca, & Chiasson, 

2023). 

Another significant challenge is resistance to training, which often stems from perceptions of 

cybersecurity education as a burden rather than a necessity. Employees may view mandatory training 

sessions as interruptions to their workflow, particularly if the material is perceived as repetitive or 

irrelevant to their specific roles (Bezukladnikov,2024).. This resistance can manifest as disengagement 

during training, superficial compliance with protocols, or outright neglect of recommended practices. A 

lack of enthusiasm for cybersecurity awareness initiatives undermines their effectiveness, as knowledge 

retention and behavioral change require active participation. Resistance is further exacerbated in 

organizations where leadership fails to champion the importance of cybersecurity or where training is 

delivered in a generic, uninspiring manner(Chen, 2024). To overcome this barrier, innovative and 

engaging methods of instruction are critical. Gamified learning, interactive modules, and real-world 

simulations can transform training from a perceived obligation into a meaningful and impactful 

experience. Nonetheless, fostering a culture of cybersecurity awareness that values and prioritizes such 

training remains a complex and ongoing challenge (Brown et al., 2022). 

Despite demonstrated effectiveness, phishing awareness initiatives face challenges below: 

1.Training Fatigue: Repetitive programs may disengage employees (Wash & Cooper, 2018). 

2.Overconfidence: Users may overestimate their ability to detect phishing, increasing susceptibility. 

3.Evolving Threats: Attackers adopt AI and deepfake technology, outpacing traditional training  

4.Measurement Issues Reduced click rates may not accurately reflect stronger security culture.These 

challenges highlight the need for adaptive, personalized, and engaging awareness strategies. By 

leveraging these behavioral change models, organizations can design training programs that not only 

enhance knowledge but also cultivate lasting habits that reduce susceptibility to phishing. 

 

III. CONCEPTUAL FRAMEWORK 

Phishing attacks continue to be among the most prevalent and damaging forms of cyber threats facing 

organizations today. Human error remains a critical vulnerability, with studies indicating that over 90% of 

cyber incidents involve some element of human behavior (Verizon, 2023). As a result, enhancing 

employee awareness and resilience through targeted training initiatives, particularly phishing simulations, 

has become a strategic priority in cyber risk mitigation. 

Cyber Security measures such as firewalls and intrusion detection systems can be bypassed by attackers 

who are able to trick users into revealing sensitive information or clicking on malicious links Barker 

(2024). Note that a set of "transversal" skills is relevant to all job profiles, and therefore of utmost 

importance in Cyber Security curricula. However, we also observed that academic and industry priorities 

differ significantly, and that skills related to the area of human security do not rank particularly high. This 

may indicate the difficulty of integrating these concepts into traditional education (Olsen and Patil , 

2024).  

In other words, there are a set of core skills that all Cyber Security professionals need, but there are also 

specific skills that vary depending on the role. It is important to ensure that Cyber Security curricula cover 

both transversal and specialized skills (Williams , 2018). Cybersecurity is the practice of protecting 

computers, networks, programs, and data from unauthorized access, use, disclosure, disruption, 

modification, or destruction. It is also known as information technology security or electronic information 

security. Cyber security is important because our reliance on technology is going. We use computers and 

the internet for everything from banking to shopping to communicating with friends and family. This 

makes us all vulnerable to cyber attack (Baker and Lee, 2024). figure 1 shows the phishing method flow 

as depicted in the figure below. 
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Figure 1: Phishing (Baker and Lee, 2024). 

 

This review conceptualizes phishing awareness as a multi-level strategy integrating individual, 

organizational, and technological dimensions as stated below: 

 

Individual Level Training builds recognition of phishing cues such as suspicious links and social 

engineering tactics. 

Organizational Level Cultivating a strong security culture reinforces awareness with policies and 

leadership support (Alshaikh, 2020). 

Technological Level Combining awareness with technical defenses (e.g., AI-based email filters) reduces 

the overall attack surface (Bada et al., 2019).This concept underscores the interdependence of awareness, 

culture, and technology in addressing phishing threats. 

 

IV. DISCUSSION 

Phishing awareness equips individuals with the cognitive tools to identify and resist manipulation. 

Training programs enhance recognition of cues such as grammatical errors, suspicious domains, and 

urgent requests (Jampen et al., 2020). Phishing simulations are particularly effective, allowing employees 

to practice in controlled environments (Jansson & von Solms, 2013). 

Gamified training approaches also increase engagement and knowledge retention (Canham et al., 2021). 

Meanwhile, organizational factors such as leadership emphasis on security directly influence training 

effectiveness (Alshaikh, 2020). Nonetheless, challenges remain as attackers increasingly use artificial 

intelligence to craft personalized and realistic phishing messages (Brown et al., 2022). Thus, awareness 

must evolve to counter AI-enhanced attacks. 

4.1  Optimizing Cybersecurity Awareness Training  

Optimizing cybersecurity awareness training requires a multifaceted approach that addresses both the 

cognitive and behavioral dimensions of employee engagement. Gamification, as a strategy, plays a crucial 

role in enhancing the appeal and effectiveness of training programs. By incorporating elements such as 

competition, rewards, and interactive learning modules, gamification transforms a typically monotonous 

subject into a dynamic and engaging experience. Leaderboards, badges, and other tangible markers of 

achievement create an environment where employees are motivated to actively participate, not only to 

meet organizational requirements but also to outperform peers or achieve personal milestones. This 
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competitive yet collaborative framework fosters a sense of accomplishment and investment in 

cybersecurity practices. By making the learning process enjoyable, gamification effectively reduces 

resistance to training and increases information retention, ultimately driving a deeper commitment to 

organizational security objectives (Olsen and Patil, 2024). 

The implementation of personalized learning pathways has emerged as a transformative strategy in 

employee training programs, particularly through the integration of artificial intelligence (AI) to adapt 

educational content to individual needs. This approach leverages AI-driven systems to analyze employee 

performance data gathered from practical simulations, such as phishing tests or other cybersecurity 

exercises, identifying specific knowledge gaps or skill deficiencies. Based on these detailed insights, the 

system delivers customized training content that directly addresses these vulnerabilities. Such precision in 

content delivery ensures that the training material is both relevant and impactful, enabling employees to 

concentrate their efforts on the areas that require the most improvement. This methodology not only 

enhances the learning experience but also significantly improves the overall effectiveness of the training 

program by aligning it closely with the unique needs of each individual [(Shiller, 2024). 

Cybersecurity awareness training is an indispensable component of a comprehensive cybersecurity 

strategy. It complements technological defenses by equipping employees with the knowledge and skills 

needed to identify and thwart phishing attempts, reducing the organization's overall exposure to risk 

(Baler & Lee, 2025). By fostering a resilient security posture, organizations not only safeguard their 

sensitive information and critical assets but also build trust with stakeholders, customers, and partners. As 

the digital landscape continues to expand and interconnect, the importance of cybersecurity awareness 

training will only grow, underscoring its role as a fundamental pillar of organizational security. 

4.2 Case Studies and Evidence 

Case studies demonstrate the tangible benefits of awareness programs. For example, a multinational 

financial institution reported a 50% reduction in phishing click rates after implementing quarterly 

simulations (Jampen et al., 2020). Similarly, higher education institutions integrating phishing awareness 

into digital literacy programs significantly improved students’ detection abilities (Canham et al., 2021).  

Attackers may create fake accounts or send messages that appear to be from friends or family members. 

The messages may contain links to fake websites or malicious attachments. Phishing attacks can also be 

carried out over the phone. Attackers may pose as employees of a legitimate company or organization and 

ask for personal information such as passwords, credit card numbers, or social security numbers. The rise 

of deep fake voice calls has made it even more difficult to tell who you're talking to on the phone. These 

cases reinforce the link between continuous training and reduced vulnerability. In essence, building a 

resilient cybersecurity culture requires not just policies and firewalls, but people who are informed, alert, 

and empowered. Simulation-based training stands out as a strategic investment for any organization 

aiming to reduce human-related cybersecurity risks. 

 

V. CONCLUSION 

Phishing awareness plays a crucial role in strengthening human factors against cyber threats. By 

addressing the human element, awareness initiatives complement technological defenses, reduce 

susceptibility, and foster a culture of security. However, evolving phishing tactics require awareness 

programs to be dynamic, continuous, and context-specific. Strengthening human resilience against 

phishing is not a one-time achievement but an ongoing process vital for sustainable cybersecurity. 

Cybersecurity awareness training is an essential mechanism for mitigating the risks associated with 

phishing attacks, primarily because it directly addresses the human vulnerabilities within an organization's 

security framework. While technological defenses such as firewalls, email filters, and threat detection 

systems remain indispensable, they are insufficient on their own to fully combat the sophisticated and 

evolving tactics employed by cybercriminals. The human element often represents the weakest link in 

cybersecurity, making employees a critical focal point for intervention. Targeted and engaging training 

programs empower individuals to recognize, respond to, and report phishing attempts effectively, 

reducing the likelihood of successful attacks. Such training fosters a culture of vigilance and 
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accountability, transforming employees from potential liabilities into proactive participants in the 

organization's defense against cyber threats (Nasir, 2024).  

The dynamic nature of the cybersecurity threat landscape underscores the necessity of adaptive and 

continuous learning approaches. Phishing tactics evolve rapidly, employing increasingly convincing 

methods to deceive users, including the use of artificial intelligence, social engineering, and 

contextualized attacks tailored to specific industries or individuals. Static or one-size-fits-all training 

models are unlikely to remain effective in this context. Instead, organizations must embrace innovative 

strategies to ensure that their training programs stay relevant, engaging, and impactful. Gamification, for 

instance, introduces elements of competition and reward, making training sessions more engaging.  

 

VI. RECOMMENDATIONS 

Based on the findings of this study, the following recommendations are made: 

1. Organizations should implement continuous, adaptive awareness programs rather than one-time 

training. 

2. Gamification and simulations should be adopted to improve engagement and retention. 

3. Leadership must champion a culture of cybersecurity, reinforcing awareness with policies and 

incentives. 

4. AI-driven adaptive training platforms should be explored to counter evolving phishing techniques. 

5. Policymakers should mandate phishing awareness training as part of cybersecurity compliance 

frameworks. 
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