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ABSTRACT 
The increasing use of online loan applications in Nigeria has enhanced financial inclusion but has also 

raised significant concerns regarding data privacy, including excessive data collection, inadequate 

consent, and poor transparency in data handling. Traditional privacy compliance assessments are often 

manual and inadequate for monitoring the rapidly growing digital lending ecosystem. This study 

developed an Explainable Machine Learning Framework for Predicting Data Privacy Compliance of 

Online Loan Applications using machine learning and Explainable Artificial Intelligence (XAI) 

techniques. Data were collected from application permissions, privacy policies, user reviews, and 

application metadata, followed by preprocessing and feature engineering. Four machine learning models, 

Logistic Regression, Support Vector Machine (SVM), Random Forest, and XGBoost, were developed 

and evaluated using accuracy, precision, recall, F1-score, and ROC-AUC metrics. XGBoost achieved the 

best performance with an accuracy of 96.20% and ROC-AUC of 0.98. SHAP and LIME were 

incorporated to explain the model’s predictions and identify the key factors influencing compliance 

decisions. The findings demonstrate that explainable machine learning can provide an effective, 

transparent, and scalable approach for automated privacy compliance assessment. The proposed 

framework supports regulators and digital lending providers in improving data protection practices and 

promoting responsible AI-driven regulatory decision-making. 

Keywords: Explainable Artificial Intelligence, Machine Learning, Data Privacy Compliance, Online 

Loan Applications, XGBoost, SHAP, LIME, Nigeria. 

 

INTRODUCTION 
The advancement of Information and Communication Technology (ICT) has fundamentally transformed 

economic activities, social interactions, and the delivery of financial services across the world. In recent 

years, the integration of digital technologies with financial systems has led to the rapid emergence of 

Financial Technology (FinTech), which utilizes innovations such as mobile computing, cloud services, 

big data analytics, Artificial Intelligence (AI), and Machine Learning (ML) to provide efficient, 

accessible, and customer-centered financial solutions (Lee & Shin, 2018). Although FinTech has existed 

for several decades, its adoption accelerated significantly following improvements in internet 

connectivity, smartphone penetration, and digital payment infrastructures. 

Among the various FinTech innovations, digital lending has emerged as one of the fastest-growing 

financial services globally. Digital lending refers to the provision of credit facilities through electronic 
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platforms, particularly mobile applications and web-based systems, where the processes of loan 

application, credit assessment, approval, and disbursement are automated and conducted without the need 

for physical interaction between lenders and borrowers (World Bank, 2022). The adoption of digital 

lending has contributed significantly to financial inclusion by extending access to credit to individuals and 

small businesses that were traditionally underserved by conventional banking institutions. 

In developing economies such as Nigeria, the adoption of digital lending applications has grown 

considerably due to increased smartphone usage, a large unbanked population, and the need for 

immediate access to short-term financial assistance. Digital loan applications offer advantages such as 

faster processing time, reduced administrative procedures, and accessibility at any time, and lower 

operational costs compared with traditional lending systems. Following the economic disruptions 

associated with the COVID-19 pandemic, the demand for online credit facilities increased considerably as 

many individuals and small-scale enterprises sought alternative means of accessing emergency funds 

(International Finance Corporation [IFC], 2021). 

Despite their benefits, digital lending platforms have introduced significant cybersecurity and privacy 

challenges. Unlike traditional lending institutions that often rely on limited financial and identity 

information, many digital loan applications collect extensive personal and behavioral data from users' 

mobile devices. Such data may include contact lists, SMS records, call logs, geolocation information, 

photographs, device identifiers, browsing patterns, and other sensitive information that may not be 

directly necessary for loan processing (UNCTAD, 2021). The extensive collection of personal 

information raises concerns regarding the principles of data minimization, informed consent, 

transparency, and lawful processing of personal data. Data privacy has become one of the most important 

issues in the digital economy because personal information has become a valuable resource for 

organizations seeking to improve service delivery, personalize user experiences, and develop business 

intelligence. However, the increased generation, storage, and processing of personal data have also 

increased the likelihood of data breaches, unauthorized access, identity theft, surveillance, and other 

forms of cybercrime (Kshetri, 2021). Consequently, governments and regulatory institutions worldwide 

have introduced data protection regulations aimed at ensuring that organizations collect and process 

personal information responsibly. 

In Nigeria, concerns regarding increasing digital data processing and privacy violations led to the 

establishment of regulatory frameworks for protecting citizens' personal information. The Nigeria Data 

Protection Act (NDPA) 2023 provides the legal foundation for the protection of personal data and 

establishes obligations for data controllers and processors regarding the lawful collection, processing, 

storage, and sharing of personal information (Nigeria Data Protection Commission [NDPC], 2023). The 

Act represents a significant advancement in Nigeria’s digital governance landscape by promoting 

accountability, transparency, and responsible data management. 

However, despite the existence of data protection regulations, privacy violations associated with digital 

lending applications remain a major concern. Several digital lenders have been accused of engaging in 

unethical debt recovery practices, unauthorized sharing of borrowers’ information, excessive permission 

requests, and processing of personal data beyond the scope necessary for lending activities (Federal 

Competition and Consumer Protection Commission [FCCPC], 2023). These practices have raised 

concerns among regulators, cybersecurity experts, and consumers regarding the adequacy of existing 

mechanisms for monitoring compliance with data protection requirements. 

Traditional approaches to assessing data privacy compliance often rely on manual audits, user complaints, 

regulatory investigations, and periodic assessments conducted by compliance professionals. Although 

these approaches are valuable, they are often time-consuming, expensive, and reactive in nature, meaning 

that privacy violations may already have occurred before corrective actions are taken (Gordon et al., 

2022). The increasing number of digital applications and the complexity of modern data-processing 

systems create the need for automated and intelligent approaches capable of continuously identifying 

potential privacy risks. 
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Artificial Intelligence and Machine Learning have become important technologies in modern 

cybersecurity due to their ability to analyze large volumes of structured and unstructured data, identify 

hidden patterns, detect anomalies, and support intelligent decision-making. Machine learning algorithms 

have been successfully applied in various cybersecurity domains, including malware detection, intrusion 

detection, phishing identification, fraud detection, vulnerability assessment, and risk prediction (Buczak 

& Guven, 2016; Sarker, 2022). These capabilities suggest that ML can also be utilized to analyze privacy-

related indicators and assess the compliance level of digital applications. 

To address these challenges, the field of Explainable Artificial Intelligence (XAI) has emerged to develop 

methods that make AI models transparent and understandable. XAI techniques provide explanations 

about how input features influence model outputs, allowing users to understand the reasoning behind 

automated decisions. Popular XAI approaches such as SHapley Additive exPlanations (SHAP) and Local 

Interpretable Model-Agnostic Explanations (LIME) have gained significant attention because they can 

explain complex machine learning models while maintaining predictive performance (Ribeiro, Singh, & 

Guestrin, 2016). 

Therefore, this study proposes an Explainable Machine Learning Framework for Assessing Data Privacy 

Compliance of Digital Lending Applications in Nigeria. The proposed framework will utilize relevant 

privacy indicators, including application permissions, privacy policy transparency, data-sharing practices, 

user complaints, and regulatory compliance factors, to train machine learning models capable of assessing 

the privacy compliance status of digital lending applications. Furthermore, explainability techniques such 

as SHAP and LIME will be integrated to provide transparent explanations of model predictions. The 

study is expected to contribute to the fields of cybersecurity, data protection, and trustworthy artificial 

intelligence by providing an intelligent decision-support framework for regulators, digital lending 

providers, and users. 

Statement of the Problem 

The increasing adoption of digital lending applications in Nigeria has improved access to credit and 

promoted financial inclusion. However, these applications often process large amounts of users’ personal 

information, including contacts, location data, device information, and other sensitive records. Concerns 

have emerged over excessive data collection, lack of transparency, unauthorized data sharing, and other 

privacy violations among some digital lending platforms (Federal Competition and Consumer Protection 

Commission [FCCPC], 2023). 

Although the Nigeria Data Protection Act (NDPA) 2023 provides legal requirements for lawful 

processing, transparency, and protection of personal data, ensuring continuous compliance among 

numerous digital lending applications remains a major challenge (Nigeria Data Protection Commission 

[NDPC], 2023). Current compliance assessment approaches rely largely on manual audits, consumer 

complaints, and regulatory investigations, which are often time-consuming, costly, and reactive in nature. 

Machine Learning (ML) offers opportunities for automated assessment of privacy risks by identifying 

patterns and relationships among various privacy-related indicators. However, many existing ML models 

function as black-box systems, making it difficult for regulators and other stakeholders to understand the 

reasons behind their decisions (Arrieta et al., 2020). In sensitive domains such as data privacy and 

cybersecurity, transparency and accountability are essential for building trust in automated decision-

making systems. 

Although studies have explored the application of ML in cybersecurity and risk assessment, there is 

limited research on the use of Explainable Artificial Intelligence (XAI) for assessing the data privacy 

compliance of digital lending applications within the Nigerian context. Therefore, there is a need to 

develop an explainable machine learning framework capable of accurately assessing privacy compliance 

while providing understandable explanations for its decisions. Such a framework can support regulators, 

digital lenders, and consumers in promoting responsible data handling and strengthening data privacy 

protection in Nigeria. 
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Aim and Objectives of the Study 

The aim of this study is to develop an Explainable Machine Learning framework for assessing the data 

privacy compliance of digital lending applications in Nigeria. 

The specific objectives of this study are to: 

i. Identify the key data privacy indicators and compliance factors relevant to digital lending 

applications in Nigeria. 

ii. Develop a structured dataset containing privacy-related features extracted from digital lending 

applications, privacy policies, user reviews, and regulatory compliance requirements. 

iii. Develop and train machine learning models for assessing the data privacy compliance level of 

digital lending applications. 

iv. Apply Explainable Artificial Intelligence (XAI) techniques to provide transparent and 

interpretable explanations for the predictions generated by the machine learning models. 

v. Evaluate the performance and effectiveness of the proposed framework using appropriate 

machine learning evaluation metrics such as accuracy, precision, recall, F1-score, and Area Under the 

Receiver Operating Characteristic Curve (ROC-AUC). 

Research Questions 

This study seeks to provide answers to the following research questions: 

i.  What are the key data privacy indicators and compliance factors associated with digital lending 

applications in Nigeria? 

ii.  How can a structured dataset be developed using privacy-related features extracted from digital 

lending applications, privacy policies, user reviews, and regulatory requirements? 

iii.  How effectively can machine learning models assess the data privacy compliance levels of digital 

lending applications? 

iv.  How can Explainable Artificial Intelligence (XAI) techniques improve the transparency and 

interpretability of machine learning-based privacy compliance assessments? 

v.  Which machine learning model provides the best performance in assessing the data privacy 

compliance of digital lending applications? 

 

LITERATURE REVIEW 

The increasing dependence on digital platforms has significantly increased the amount of personal data 

available to organizations. This data has become a valuable asset for improving service delivery, enabling 

personalized experiences, and supporting data-driven decision-making. However, the extensive collection 

and processing of personal information have also increased exposure to privacy threats such as data 

breaches, unauthorized surveillance, identity theft, profiling, and misuse of personal information (Kshetri, 

2021). As a result, data privacy has become an important component of cybersecurity and information 

governance. 

The concept of data privacy is guided by several fundamental principles, including lawfulness, fairness, 

transparency, purpose limitation, data minimization, accuracy, storage limitation, integrity, 

confidentiality, and accountability. These principles are reflected in major global data protection 

frameworks such as the European Union General Data Protection Regulation (GDPR) and have 

influenced the development of privacy regulations in many countries, including Nigeria through the 

Nigeria Data Protection Act (NDPA) 2023 (European Commission, 2018; Nigeria Data Protection 

Commission [NDPC], 2023). 

In the context of digital lending, data privacy is particularly significant because loan applications often 

require users to disclose sensitive personal and financial information. Many digital lending platforms 

further collect additional behavioural and device-related data, including contacts, location information, 

messages, and device identifiers, to support customer profiling and credit assessment. Although data 

analytics can improve lending decisions and financial inclusion, excessive data collection and inadequate 

security practices may expose users to privacy risks and potential exploitation (UNCTAD, 2021). 
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Data protection therefore requires organizations to adopt appropriate technical and administrative 

safeguards to ensure that personal information is processed responsibly and securely. Modern approaches 

emphasize privacy-by-design, where privacy considerations are integrated into technologies and services 

from the earliest stages of development rather than being treated as an afterthought (Cavoukian, 2011). 

This approach is particularly relevant to digital lending applications because privacy protection should be 

incorporated into application architecture, data processing mechanisms, and decision-making systems.  

Consequently, researchers and regulatory authorities have advocated for trustworthy and explainable AI 

systems that can provide understandable justifications for automated decisions involving personal data 

(Arrieta et al., 2020). 

Therefore, effective data privacy protection within digital lending ecosystems requires a combination of 

regulatory compliance, secure data management practices, privacy-aware system design, and intelligent 

monitoring mechanisms. The integration of explainable machine learning techniques into privacy 

compliance assessment presents an emerging approach for identifying potential privacy risks while 

maintaining transparency and accountability in automated decision-making systems. 

Digital Lending Applications and FinTech Ecosystem 

Digital transformation has significantly reshaped the global financial services industry, giving rise to 

Financial Technology (FinTech) innovations that leverage digital technologies to deliver financial 

products and services more efficiently. FinTech represents the integration of modern technologies such as 

mobile computing, cloud computing, big data analytics, Artificial Intelligence (AI), and Machine 

Learning (ML) into traditional financial processes to enhance accessibility, efficiency, and customer 

experience (Gomber, Kauffman, Parker, & Weber, 2018). Among the various FinTech innovations, 

digital lending has emerged as one of the fastest-growing sectors, particularly in developing economies 

where access to conventional banking services remains limited. 

Digital lending refers to the provision of credit services through digital platforms, including mobile 

applications and web-based systems, where application, credit assessment, approval, disbursement, loan 

and repayment processes are performed electronically with minimal human intervention (World Bank, 

2022).  Unlike traditional lending institutions that require physical documentation and extensive 

verification processes, digital lending applications utilize automated technologies and data-driven 

decision systems to provide faster and more convenient access to credit. 

Nigeria has witnessed substantial growth in its digital financial ecosystem due to increasing mobile 

technology adoption, a youthful population, and the demand for convenient financial services. Numerous 

digital lending platforms now operate within the country, offering short-term loans through mobile 

applications. These applications commonly use alternative data sources, such as mobile phone metadata, 

transaction records, behavioural patterns, and device information, to evaluate customers’ 

creditworthiness, particularly where formal credit histories are unavailable (World Bank, 2022). This 

data-driven approach has expanded access to credit but has also created significant concerns regarding the 

extent and legitimacy of data collection practices. 

Despite the economic and social benefits of digital lending, the extensive collection and processing of 

personal information by some applications have raised serious privacy and cybersecurity concerns. Many 

digital lending applications request permissions to access users’ contacts, messages, location data, 

storage, and other sensitive device resources. While some data may be necessary for identity verification, 

fraud prevention, and credit assessment, excessive or unnecessary access to personal information may 

violate fundamental principles of data minimization and purpose limitation established by modern data 

protection regulations (European Commission, 2018). 

In Nigeria, concerns regarding the activities of some digital lenders have led to increased regulatory 

oversight. The Federal Competition and Consumer Protection Commission (FCCPC) introduced a 

regulatory and registration framework for digital lending operations to address issues related to consumer 

rights, unethical loan recovery practices, and improper handling of borrowers’ personal information 

(FCCPC, 2023). Additionally, the Nigeria Data Protection Act (NDPA) 2023 establishes legal obligations 

for organizations handling personal data, including requirements for lawful processing, transparency, 
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accountability, and implementation of appropriate security measures (Nigeria Data Protection 

Commission [NDPC], 2023). 

As digital lending systems become increasingly dependent on large-scale data collection and automated 

decision-making, ensuring compliance with privacy regulations has become a major challenge. 

Traditional compliance monitoring methods, such as manual reviews and regulatory investigations, may 

be inadequate due to the increasing number and complexity of digital applications. This challenge creates 

an opportunity for intelligent cybersecurity solutions, particularly Machine Learning (ML) and 

Explainable Artificial Intelligence (XAI), to automate privacy risk identification and support transparent 

compliance assessment. Therefore, achieving sustainable growth in the digital lending ecosystem requires 

balancing financial innovation with strong privacy protection mechanisms. The adoption of intelligent 

and explainable systems for assessing privacy compliance can assist regulators, digital lenders, and 

consumers in promoting accountability, transparency, and responsible data governance within Nigeria’s 

evolving FinTech environment. 

Data Privacy Challenges in Digital Lending Applications 

The rapid adoption of digital lending applications has significantly improved access to financial services, 

particularly in developing countries where traditional banking services may be inaccessible or inefficient. 

However, the reliance of these applications on extensive data collection, automated decision-making, and 

digital platforms has introduced several data privacy and cybersecurity challenges. These challenges 

include excessive data collection, unauthorized data sharing, inadequate user consent, weak privacy 

policies, data breaches, algorithmic profiling, and unethical debt recovery practices (UNCTAD, 2021). 

One of the major privacy concerns associated with digital lending applications is excessive collection of 

personal data. Many digital loan applications request access to sensitive information such as users’ 

contact lists, call records, location data, photographs, device information, and other behavioural 

indicators. While certain information may be necessary for identity verification, fraud prevention, and 

credit assessment, the collection of data beyond what is necessary violates the principle of data 

minimization, which requires organizations to collect only data that is adequate, relevant, and limited to 

the purpose for which it is processed (European Commission, 2018). 

Another significant challenge is the lack of transparency regarding how personal data is collected, 

processed, stored, and shared. Users frequently accept application permissions and privacy policies 

without fully understanding the implications of their consent. In some instances, privacy policies may be 

lengthy, difficult to understand, vague, or fail to adequately disclose the extent of data processing 

activities. Such information asymmetry reduces users’ ability to make informed decisions regarding their 

personal information (Acquisti, Taylor, & Wagman, 2016). 

In Nigeria, concerns have been raised regarding unethical practices among some digital lending 

platforms, particularly the misuse of borrowers’ personal information during loan recovery processes. 

Reports indicate that some lenders have accessed borrowers’ contact lists and sent messages to third 

parties, including friends and family members, in an attempt to pressure borrowers into repaying loans. 

Such practices have attracted regulatory intervention from the Federal Competition and Consumer 

Protection Commission (FCCPC), which introduced registration and operational guidelines aimed at 

protecting consumers and promoting responsible lending practices (FCCPC, 2023). 

Data breaches and inadequate security controls also remain significant challenges. Digital lending 

platforms store large volumes of sensitive personal and financial information, making them attractive 

targets for cybercriminals. Weak cybersecurity measures, improper access controls, insecure data storage, 

and vulnerabilities in mobile applications can result in unauthorized access, data leakage, and exploitation 

of users’ personal information (ENISA, 2023). 

Addressing these challenges requires a combination of effective regulatory enforcement, privacy-by-

design approaches, stronger cybersecurity controls, and intelligent mechanisms for continuous privacy 

assessment. Traditional manual compliance monitoring methods may be insufficient to cope with the 

growing number and complexity of digital lending applications. Consequently, there is a growing need 

for automated and intelligent approaches capable of identifying privacy risks and assessing compliance 
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using data-driven techniques. Machine Learning and Explainable Artificial Intelligence (XAI) provide 

promising solutions by enabling automated risk assessment while ensuring transparency and 

accountability in decision-making processes. 

Data Privacy Regulatory Frameworks and Compliance 

The increasing digitization of services and the widespread collection of personal data have made data 

privacy regulation a fundamental component of cybersecurity, information governance, and digital trust. 

Data privacy regulatory frameworks provide legal and ethical principles that govern how organizations 

collect, process, store, share, and protect personal information. According to Solove (2021), modern 

privacy regulation has evolved beyond merely preventing unauthorized access to personal information 

and now focuses on ensuring accountability, transparency, fairness, and responsible data management 

throughout the entire information lifecycle. Similarly, Greenleaf (2020) noted that the global expansion of 

data protection laws demonstrates an increasing recognition of privacy as a fundamental right and a 

critical requirement for sustainable digital economies. 

One of the most influential global data protection frameworks is the European Union General Data 

Protection Regulation (GDPR), which came into effect in 2018. The GDPR established a comprehensive 

framework for personal data protection and has become a global benchmark influencing privacy 

legislation across different jurisdictions (Voigt & von dem Bussche, 2017; Greenleaf, 2020). The 

regulation is founded on key principles including lawfulness, fairness and transparency, purpose 

limitation, data minimization, accuracy, storage limitation, integrity and confidentiality, and 

accountability (European Commission, 2018). These principles require organizations to ensure that 

personal data is collected for specified purposes, processed legitimately, adequately protected, and 

handled in ways that respect the rights of data subjects. 

In Nigeria, the rapid growth of digital services and financial technology has increased the need for 

stronger data governance mechanisms. This resulted in the enactment of the Nigeria Data Protection Act 

(NDPA) 2023, which provides the legal framework for regulating the processing of personal data within 

Nigeria. The NDPA establishes responsibilities for data controllers and data processors, including the 

requirement to process data lawfully, obtain valid consent where applicable, maintain transparency, 

implement adequate security measures, and uphold the rights of data subjects (Nigeria Data Protection 

Commission [NDPC], 2023). The Act aligns Nigeria’s data protection ecosystem with international 

standards such as the GDPR and demonstrates the country’s commitment to strengthening digital trust 

and cybersecurity governance. 

Apart from general data protection legislation, digital lending operations in Nigeria are also regulated by 

consumer protection frameworks. Following concerns regarding aggressive debt recovery practices, 

unauthorized disclosure of borrowers’ information, and other privacy violations, the Federal Competition 

and Consumer Protection Commission (FCCPC) introduced the Limited Interim Regulatory and 

Registration Framework for Digital Lending to promote responsible lending practices, consumer rights 

protection, and accountability among digital lending service providers (FCCPC, 2023). 

Although these regulatory frameworks provide legal requirements for responsible data processing, 

achieving continuous compliance remains a significant challenge. Traditional compliance assessment 

methods such as manual audits, questionnaires, periodic inspections, and complaint-based investigations 

are often expensive, time-consuming, and reactive. They may fail to detect privacy violations in real time, 

particularly within rapidly evolving digital ecosystems (Kuner, Bygrave, & Docksey, 2020). Furthermore, 

the increasing number of digital applications and the complexity of their data-processing activities make 

continuous human-based monitoring difficult. 

Consequently, there has been growing interest in utilizing intelligent technologies to support automated 

privacy compliance assessment and regulatory monitoring. Artificial Intelligence and Machine Learning 

techniques can analyze large volumes of data, identify patterns associated with privacy risks, and support 

decision-making processes in cybersecurity environments (Sarker, 2022). However, because regulatory 

decisions require transparency and accountability, automated compliance systems must provide 

understandable explanations for their outputs. Explainable Artificial Intelligence (XAI) addresses this 
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challenge by enabling machine learning systems to provide interpretable explanations for their decisions, 

thereby increasing trust, accountability, and regulatory acceptance (Arrieta et al., 2020). 

Therefore, effective data privacy governance in digital lending applications requires a combination of 

robust regulatory frameworks, privacy-conscious system design, strong cybersecurity controls, and 

intelligent compliance monitoring mechanisms. The integration of Explainable Machine Learning offers a 

promising approach for evaluating privacy-related indicators, identifying potential compliance risks, and 

providing transparent justifications for automated assessments within Nigeria’s digital lending ecosystem. 

Theoretical Review 

Privacy by Design (PbD) Theory 

Privacy by Design (PbD) is one of the most influential theoretical frameworks in modern data protection 

and privacy engineering. The concept was introduced by Ann Cavoukian in the 1990s and later 

formalized through the Seven Foundational Principles of Privacy by Design, which advocate that privacy 

protection should be proactively integrated into technologies, organizational processes, and information 

systems from their initial design stages rather than being implemented as a corrective measure after 

privacy breaches occur (Cavoukian, 2011). 

Traditional approaches to privacy protection often treated privacy as an additional feature introduced after 

systems had already been developed and deployed.  

However, the rapid expansion of digital technologies, cloud computing, mobile applications, and data-

driven services demonstrated that reactive approaches were insufficient for protecting personal 

information. Cavoukian (2011) argued that effective privacy protection requires embedding privacy 

mechanisms into the architecture, functionality, and operational processes of technologies throughout 

their entire lifecycle. 

Empirical Studies  

Machine Learning Applications in Cybersecurity 

The application of Machine Learning (ML) in cybersecurity has received significant scholarly attention 

due to the increasing complexity, frequency, and sophistication of cyber threats. Traditional cybersecurity 

mechanisms, including signature-based detection systems and manually defined security rules, often 

struggle to detect previously unknown attacks and evolving threat patterns. Consequently, researchers 

have investigated ML techniques as intelligent alternatives capable of learning from historical data, 

identifying hidden patterns, and making predictive security decisions (Buczak & Guven, 2016; Sarker, 

2022). 

One of the most widely researched applications of ML in cybersecurity is intrusion detection. Sommer 

and Paxson (2010) conducted a critical study on the use of machine learning for network intrusion 

detection and argued that although ML techniques have strong predictive capabilities, their practical 

deployment faces challenges relating to data quality, changing attack behaviors, and the differences 

between controlled research environments and real-world network environments. Their work highlighted 

the need for cybersecurity models that not only achieve high accuracy but are also reliable and adaptable 

to dynamic security conditions. 

Similarly, Buczak and Guven (2016) performed a comprehensive survey of data mining and machine 

learning methods used in cybersecurity. The study reviewed supervised and unsupervised learning 

algorithms, including Decision Trees, Random Forests, Support Vector Machines, Neural Networks, and 

clustering techniques. Their findings showed that ML-based approaches generally outperform 

conventional security methods in detecting complex attack patterns. However, they identified challenges 

associated with high-dimensional data, feature selection, computational cost, and the difficulty of 

interpreting complex models. 

In a related study, Shone et al. (2018) proposed a deep learning-based intrusion detection model 

combining non-symmetric deep autoencoders with Random Forest classification. The model was 

evaluated using benchmark intrusion detection datasets and demonstrated improved detection accuracy 

compared with several conventional approaches. However, the model functioned as a black-box system, 
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offering limited explanations regarding the reasons behind its classification decisions, thereby creating 

challenges for cybersecurity analysts who require transparent and actionable intelligence. 

Research Methodology 

This section presents the methodology that was adopted in developing the Explainable Machine Learning 

Framework for Predicting Data Privacy Compliance of Online Loan Applications in Nigeria. The 

methodology provides a systematic process for data collection, feature extraction, data preprocessing, 

machine learning model development, performance evaluation, and the implementation of Explainable 

Artificial Intelligence (XAI) techniques for interpreting model predictions. 

Unlike traditional studies that rely solely on descriptive analysis or manual compliance assessment, this 

research adopts a data-driven and intelligent approach by transforming privacy-related characteristics of 

online loan applications into measurable features that can be analyzed using machine learning algorithms. 

The proposed framework integrates predictive models with explainability techniques such as SHAP 

(Shapley Additive Explanations) and LIME (Local Interpretable Model-Agnostic Explanations) to ensure 

that privacy compliance predictions are transparent, understandable, and useful to regulators, application 

developers, and consumers. 

Research Design 

This study adopts a design and development research approach combined with a quantitative 

experimental methodology. Design and development research is appropriate because the objective of the 

study is to design, implement, and evaluate a novel explainable machine learning framework for 

automated privacy compliance assessment. The quantitative experimental approach enables the researcher 

to train and compare different machine learning algorithms using numerical privacy indicators derived 

from online loan applications. 

The study follows a supervised machine learning paradigm, where applications will be categorized into 

predefined compliance classes such as privacy compliant and privacy non-compliant based on established 

privacy assessment criteria derived from the Nigeria Data Protection Act (NDPA) 2023, the General Data 

Protection Regulation (GDPR), Privacy by Design principles, and relevant digital lending regulations. 

The methodological workflow consists of the following stages: 

i. Identification of privacy compliance indicators. 

ii. Collection of online loan application data and related privacy  

 information. 

iii. Dataset construction and labeling. 

iv. Data preprocessing and feature transformation. 

v. Machine learning model training and optimization. 

vi. Performance evaluation and model comparison. 

vii. Explainability analysis using SHAP and LIME. 

viii. Development of the proposed explainable compliance assessment  

 framework. 

This research design allows both the predictive performance of machine learning models and the 

transparency of their decisions to be evaluated. 

Discussion of Findings 

The comparative experimental results demonstrate that ensemble learning approaches, particularly 

XGBoost and Random Forest, are more suitable for predicting data privacy compliance of online loan 

applications than traditional machine learning models. 

The superior performance of XGBoost can be attributed to its gradient boosting architecture, which 

sequentially improves weak learners and effectively models complex relationships between multiple 

privacy indicators. These findings are consistent with previous studies that reported the effectiveness of 

XGBoost in cybersecurity, fraud detection, risk assessment, and other structured classification problems 

(Chen & Guestrin, 2016; Sarker, 2022). 

The results also demonstrate that privacy compliance prediction can be effectively automated using 

machine learning techniques. However, prediction accuracy alone is insufficient for regulatory decision-
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making. Regulatory bodies and application developers require clear explanations of why an application is 

classified as compliant or non-compliant. Therefore, the selected XGBoost model is integrated with 

SHAP and LIME techniques to provide transparent explanations of the factors influencing its predictions. 

 

CONCLUSION 

The primary objective of this study was to develop an explainable machine learning framework capable 

of predicting whether online loan applications operating in Nigeria comply with established data 

protection requirements. 

To achieve this objective, privacy-related data were collected from multiple sources, including application 

permission requests, privacy policies, user reviews and complaints, and application metadata. These data 

sources were transformed into measurable privacy indicators reflecting transparency, consent practices, 

data-sharing behavior, security disclosures, user rights information, and other regulatory compliance 

factors. 

The collected data underwent several preprocessing procedures, including data cleaning, handling of 

missing values, feature encoding, normalization, and dataset balancing. The prepared dataset was then 

used to train four machine learning classification models: 

i. Logistic Regression (LR) 

ii. Support Vector Machine (SVM) 

iii. Random Forest (RF) 

iv. Extreme Gradient Boosting (XGBoost) 

The performance of the models was evaluated using accuracy, precision, recall, F1-score, ROC-AUC, and 

cross-validation. The experimental findings revealed that XGBoost achieved the best performance, 

obtaining an accuracy of 96.20%, precision of 0.96, recall of 0.96, F1-score of 0.96, and ROC-AUC score 

of 0.98. To address the interpretability challenges associated with high-performing machine learning 

models, SHAP and LIME explainability techniques were integrated into the final framework. SHAP 

provided global insights into the importance of privacy indicators, while LIME provided local 

explanations for individual compliance predictions. 

The explainability results showed that factors such as privacy policy availability, user consent 

mechanisms, transparency of third-party data sharing, privacy complaint frequency, and access to 

sensitive permissions were the most significant determinants of privacy compliance among online loan 

applications. 

Overall, the study successfully demonstrated that combining machine learning with explainable AI can 

provide a reliable, transparent, and scalable approach for automated privacy compliance assessment. 

 

RECOMMENDATIONS 

Based on the findings of this study, the following recommendations are made: 

1. Adoption of AI-Based Privacy Monitoring Tools 

Regulatory agencies such as the Nigeria Data Protection Commission (NDPC) and the Federal 

Competition and Consumer Protection Commission (FCCPC) should consider adopting AI-driven 

monitoring tools to support continuous assessment of privacy practices among digital lending 

applications. 

2. Improved Privacy Transparency by Digital Lending Providers 

Online loan providers should ensure that their applications contain clear privacy policies, explicit consent 

mechanisms, transparent third-party data-sharing disclosures, and adequate information regarding data 

retention and user rights. 

3. Integration of Explainable AI in Regulatory Technology 

Organizations deploying AI systems for compliance assessment should incorporate explainability 

techniques such as SHAP and LIME to ensure that automated decisions remain transparent, accountable, 

and understandable to human stakeholders. 

4. Regular Privacy Compliance Audits 
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Digital lending companies should conduct periodic privacy assessments and update their data processing 

practices to remain compliant with evolving regulatory requirements, particularly the Nigeria Data 

Protection Act (NDPA) 2023. 

5. Consumer Privacy Awareness 

Government agencies, consumer protection organizations, and civil society groups should educate digital 

financial service users about privacy risks associated with mobile lending applications and encourage 

informed consent before sharing personal information. 
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