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ABSTRACT   

The security of information, files, and data has become increasingly critical in the modern digital era, as 

the growth of sensitive information continues to make data a primary target for cyberattacks. This 

dissertation develops a secure data encryption framework that introduces a data compression layer before 

encryption, followed by hybrid AES and DES encryption of the compressed data. By compressing the 

data first, redundancy is reduced, storage requirements decrease, and encryption performance improves 

since the volume of information processed by the encryption algorithms is minimized. The compressed 

data is then encrypted using a hybrid scheme that combines the Advanced Encryption Standard (AES) 

and the Data Encryption Standard (DES), ensuring that the system benefits from AES’s high level of 

security and DES’s unique processing characteristics. This layered encryption ensures that attackers must 

overcome multiple cryptographic barriers to compromise the data. The implementation, developed in a 

.NET environment, validates the feasibility of this approach and demonstrates improvements in both 

security and efficiency compared to traditional single-algorithm methods. Performance analysis shows 

that compression significantly reduces encryption and transmission time, while the hybrid AES+DES 

encryption offers stronger resilience against brute-force and analytical attacks. The system thus provides 

an effective solution for secure file management, storage, and transmission. This work contributes to 

applied cryptography by demonstrating how combining data compression with hybrid encryption creates 

a practical and layered defense model suitable for modern digital infrastructures. Future research is 

recommended on integrating adaptive compression algorithms and exploring post-quantum cryptographic 

methods to ensure long-term resilience.  

Keyword: Advanced Encryption Standard (AES) , Data Encryption Standard (DES), Algorithms , 

Improved Data Security 

 

1 INTRODUCTION    

In modern-day data processing, the extensive digitalization of information has resulted in an 

unprecedented increase in the need to protect sensitive data, especially in the area of document 

preservation and management (Chong et al. 2021). The shift from conventional paper-based systems to 

electronic document filing has created new issues and weaknesses, needing novel solutions to protect the 

security, integrity, and accessibility of essential information (Olufemi et al. 2020). According to (Özer & 
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Aydos, 2024), hybrid encryption significantly improves security by increasing computational complexity 

for attackers, although it introduces additional bottlenecks.  

The wide availability of data in personal, corporate, governmental, and transactional settings has 

highlighted the necessity for strong security measures. Information assets, which were formerly deemed 

invaluable, have now become an essential component of many organization and their security is critical to 

preventing illegal access, abuse, or changes. Thus, it is becoming increasingly important for cyber 

security systems to utilize innovative technologies not only to encrypt data properly but also to improve 

overall security (Cao, 2022).  

Cryptography, simply put, is the study and act of sending messages or data secretly in disguised or 

scrambled form, such that only the targeted recipient can understand the data ( Albarazanchi etal., 2022).  

Cryptography is a key component of protecting, managing, and recognizing authentic digital data asset 

and authorized access management of data in stale state or in transit(Li etal., 2021).  

Cryptographic approaches have been critical in resolving the security risks connected with digital 

information. Information can be encoded and decoded using cryptography while remaining secure and 

tamper-proof throughout storage and transmission (Ge, 2020).   

The Advanced Encryption Standard (AES), one of the main cryptographic algorithms, has grown in 

popularity due to its strength in hardware use cases as well as software implementations, making it an 

excellent option for file and document encryption (Hoa, 2022). It is a symmetric block cipher algorithm 

designed to protect electronic data and was published by NIST in 2001, it has become a global standard 

for symmetric encryption (Cremer etal, 2022). It uses the same secret key for both encryption and 

decryption, requiring secure key management and operates on fixed-size blocks of data (128 bits or 16 

bytes), regardless of the key size. It supports three key lengths—128, 192, or 256 bits—with higher bit-

rates providing stronger security at the cost of performance impacts. It runs 10, 12, or 14 rounds of 

substitution and permutation transformations based on the key length (10 rounds for 128-bit, 14 for 256-

bit) (Gad etal., 2022). 

 Despite the robustness, AES encryption has often been compromised through improper implementation, 

weak key management, or side-channel attacks, rather than flaws in the mathematical algorithm itself. 

These includes Reduced-Round Attacks, Related-Key Attacks  of 2009, Side-Channel Attacks , etc. This 

has inevitably caused a lot of researchers to start looking at possibilities of double buffer situation for a 

safe haven for data (Kumar et al, 2025).  

 Data Encryption Standard (DES) is a symmetric-key block cipher developed by IBM in the early 1970s 

and adopted as a U.S. federal standard since 1977 till date. It was designed to securely encrypt and 

decrypt digital data using a shared secret key. The algorithm is based on Feistel network and uses a 64-bit 

key algorithm with 56 bits for data encryptions and 8 bits for parity. Though still largely in use, an 

enhancement has been done triple DES methods to encrypt data in 64-bit blocks (Ifeoma & Chularadi, 

2022).  

This study focuses on closing this gap by developing a Secure Document Filing System that smoothly 

combines the strength of the Advanced Encryption Standard (AES) with the Data Encryption Standard 

(DES) in a layered approach. In addition, it introduces compression to overcome one of the isolated 

problems of hybridizing AES and DES. Combining these technologies provides insights into the practical 

use of sophisticated cryptographic algorithms and contributes to the ongoing discussion about secure 

document management systems. 

Therefore, there is a need to develop an optimized hybrid AES–DES encryption model that effectively 

balances security strength, computational efficiency, and implementation feasibility, while addressing the 

limitations of individual algorithms. This study aims to bridge this gap by designing and evaluating a 

robust hybrid encryption framework capable of enhancing data security in modern computing 

environments.  
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2. LITERATURE REVIEW 

The metrics taken into consideration are processing speed, throughput, packet size and data types. This 

subsection will also highlight results obtained from some of the works reviewed (Ifeoma & Chukwudi, 

2022) presented the classical model of data security on the web and after reviewing the performance of 

some models, stated that there are two basic methods that can be adopted to yield maximum results when 

it comes to securing data or information in storage or in transit: Cryptography (a situation whereby data is 

encoded into unreadable format using certain algorithms) and encapsulation (a situation whereby a 

technical approach is used to cut out some vital parts of information/data, thereby rendering each part 

unusable to any eavesdropper). Looking closely at this deposition, one would quickly conclude that 

encryption alone might not be sufficient for assurance of the safety of data especially if the data is very 

sensitive and a target to any interest. They also clearly adopted the additional layer of encapsulation as a 

proof of safety and security measure.    

Li etal. (2021), explains the concept of zero-knowledge proofs (ZKP), a cryptographic technique that 

allows one party to prove knowledge of a statement without revealing any information about it. ZKPs 

have been used in blockchain protocols to enhance privacy and confidentiality. The report explains that 

the combination of ZKP along with features of other algorithms enhances the overall security of data it is 

applied to protect. This principle comes very close to the approach this dissertation is reviewing. From 

findings, several independent algorithms were tried on data protection and subjected to various attacks 

including the everemerging AI informed brut force. In most cases, it took less than 12 minutes to get 

through. However, in a combination of more than one algorithm, it took several hours, running into days 

in some case.   

The recommendations of (Rosen et al., 2020) come very close to the expected outcome of this research, 

assuming that an implementation has already been carried out on the use of quantum methods to further 

secure data after a layer of encryption. It reviewed that as quantum computers pose a potential threat to 

existing cryptographic algorithms, it is pertinent to discuss the need for post-quantum cryptography in 

systems. It reviewed post-quantum cryptographic algorithms and their suitability for applications and 

opined that quantum computers and computing will continue to gain exponential improvements, 

especially in the quest to miniaturize equipment with higher power. This also poses threats to the security 

of data as similar engineering is applied in attacking and compromising the integrity of data in a safe 

state. A more impressive result can be achieved with multiple layers of encryption of the data.    

According to Cao (2022), after conducting several experiments on text files for security, the research 

concluded that AES algorithm consumes more computational resources compared to other algorithms 

reviewed. The research focused on reviewing the speed and performance of several encryption algorithms 

including the AES and DES, RSA and several others but focus was mostly on these 3. The research used 

varying text data with different sizes in files and its focus was on encryption/decryption time and 

efficiency of each lock when subjected to brute-force attack. The summary was apt. DES came faster in 

terms of encryption time but AES remains more complex. In the conclusion, the article prefers AES to 

DES and RSA algorithms for file security. The work recommended any future work to be done on 

extensive real-world data encryption hybridization with other algorithms.  

In the research of Fadziso etal. (2023), it reviewed the effect of combining multiple encryption 

algorithms. The focus was on the use of DES and layering the key security with the BBS algorithm. It 

inferred that to prevent attacks on data encrypted by the Standard Data  

Encryption (DES) cryptographic algorithms, it is important to layer it with another algorithm. This is to 

mean that the speed and processing power of the DES algorithm is amazing but its vulnerabilities can be 

further covered with the layering of carefully selected double encryption algorithm. The result of the 

research showed that the BBS was basically to secure the key while DES was used to secure the data. 

Testing with varying text data, the encryption time was not significantly impacted.  

After reviewing the strength of individual encryption algorithms and attempting to design a stronger 

security for AI environment, (Almalawi et al., 2024) proposed a hybrid encryption model tailored for 

edge AI environments, combining AES with other cryptographic techniques to secure distributed data 
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processing. The model enhances data integrity and confidentiality while supporting decentralized 

architectures.   

2.2  Evolution of Information Security  

The evolution of information security has been intricately linked with technological advancements and 

the digital landscape's continuous expansion (Wang & Wang, 2021). Initially, security measures focused 

on physical aspects, such as locked doors, but with the advent of mainframe computers, the emphasis 

shifted to electronic data security, including access controls and user authentication (Whitman & Mattord, 

2021). The rise of computer networks and the internet necessitated robust communication security, 

leading to the development of cryptographic techniques for data encryption, a cornerstone of modern 

information security (Jeyaraj & Zadeh, 2020).  

The evolution continued with a recognition of the human factor as a significant vulnerability, leading to 

an increased focus on cybersecurity awareness and training (Elghoul et al., 2018).  

The rise of cloud computing and mobile technologies introduced new challenges, necessitating innovative 

security measures for data protection (Ande et al., 2020).  

Recent years witnessed a shift towards more adaptive and intelligent security solutions, leveraging 

artificial intelligence and machine learning to detect and respond to evolving threats in real-time (Jeyaraj 

& Zadeh, 2020). The integration of blockchain technology has emerged as a potential disruptor, 

providing decentralized and tamper-resistant security for data (Ande et al., 2020).  

2.3 Cryptography in Document Security  

Cryptography serves as a fundamental component in bolstering document security, creating a robust 

framework that safeguards sensitive information from unauthorized access while ensuring the 

confidentiality and integrity of documents (Brindha & Jeyanthi, 2015). Through the application of 

cryptographic techniques, information is encoded using algorithms, making it accessible only to 

authorized individuals possessing the corresponding decryption key. Encryption, a primary cryptographic 

tool in document security, transforms plain text into ciphertext, rendering it unreadable without the proper 

decryption key. The Advanced Encryption Standard (AES), a widely adopted symmetric-key encryption 

algorithm, is renowned for its strength in both hardware and software implementations (Syafutra et al.,  

2022).  

 

3.0 METHODOLOGY 

This study presents the methodology adopted in designing and implementing a hybrid encryption system 

that integrates the Advanced Encryption Standard and the Data Encryption Standard. It covers the 

research design, system architecture, algorithmic procedures, and mathematical modeling of the proposed 

hybrid system.  

This study adopts a design and experimental research approach, which involves:  

i. Designing a hybrid AES–DES encryption model  

ii. Implementing the model in a programming environment (e.g., .NET)  

iii. Evaluating performance and security  

Figure 1 below design and experimental research approach.   
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Figure 1: Design and experimental research approach  
3.1 Methods of Data Collection   

This study employed the use of document review and related works to collect data for review. 

Existing documents and related works of literature will be used as a source of information for this 

research. Information gathered from these documents will serve as appropriate pieces of evidence 

that culminate into data analysis and subsequently resolve the problem under study.  

3.2 Techniques for Data Analysis   

This section presents the architecture of the new system, the newly developed framework, the 

system algorithm, the general algorithm and flowchart of the system, the entity relationship 

diagram, the data flow diagram of the proposed system, system use details, and implementation 

details.  

3.3 System Architecture  

The proposed system uses a layered (cascaded) hybrid encryption model, where:  

• Data is first encrypted using DES   

• The output is then encrypted using AES   

Encryption Flow  

𝑃 → 𝐷𝐸𝑆 → 𝐴𝐸𝑆 → 𝐶         (1) 

  

Decryption Flow  

𝐶 → 𝐴𝐸𝑆−1 → 𝐷𝐸𝑆−1 → 𝑃        (2) 

  

Where:  

• = Plaintext   

• = Ciphertext  

System Components  

1. Input Module – Accepts plaintext data  

2. Key Generation Module – Generates DES and AES keys  

3. DES Encryption Layer – First-level encryption  

4. AES Encryption Layer – Second-level encryption  

5. Decryption Module – Reverses the process  

6. Performance Evaluation Module – Measures efficiency  
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3.4  Algorithm Design  

DES Encryption Algorithm  
DES follows a Feistel structure with 16 rounds.  

Steps  
1. Apply Initial Permutation (IP)  2. Split 

into Left (L₀) and Right (R₀)  3. For each 

round 𝑖 = 1 … 16:  

𝐿𝑖 = 𝑅𝑖−1  

𝑅𝑖 = 𝐿𝑖−1 ⊕ 𝑓(𝑅𝑖−1, 𝐾𝑖)    (3) 

4. Apply Final Permutation  

  

AES Encryption Algorithm  
AES operates using substitution-permutation rounds.  

Steps  

1. Initial AddRoundKey   

2. For each round:   

• SubBytes   

• ShiftRows   

• MixColumns   

• AddRoundKey   

3. Final round excludes MixColumns  

  

3.5  Hybrid AES–DES Algorithm Encryption 

Algorithm  

Input: Plaintext , DES key 𝐾𝐷, AES key 𝐾𝐴 

Output:  Ciphertext  Steps:  

1. Convert plaintext into binary blocks  2. 
Apply DES encryption:  

𝑋 = 𝐷𝐸𝑆𝐾𝐷(𝑃) 3. 
Apply AES encryption:  

𝐶 = 𝐴𝐸𝑆𝐾𝐴(𝑋)                        (4) 

4. Output ciphertext   

  

Decryption Algorithm  
Input: Ciphertext  Output: 

Plaintext   

Steps:  

1. Apply AES decryption:  

  

2. Apply DES decryption:  

  

  

  

3.6  Mathematical Modeling of the Hybrid System  

Basic Model  
The hybrid encryption function is defined as:  

𝐸(𝑃) = 𝐴𝐸𝑆𝐾𝐴(𝐷𝐸𝑆𝐾𝐷(𝑃))  
Decryption:  
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 DES Round Function  
The DES round function is:  

𝑓(𝑅, 𝐾) = 𝑃(𝑆(𝐸(𝑅) ⊕ 𝐾))  
Where:  

• = Expansion function   

• = Substitution (S-box)   

• = Permutation  

  

AES Transformation Model  
AES transformation per round:  

𝑆𝑡𝑎𝑡𝑒′ = 𝐴𝑑𝑑𝑅𝑜𝑢𝑛𝑑𝐾𝑒𝑦(𝑀𝑖𝑥𝐶𝑜𝑙𝑢𝑚𝑛𝑠(𝑆ℎ𝑖𝑓𝑡𝑅𝑜𝑤𝑠(𝑆𝑢𝑏𝐵𝑦𝑡𝑒𝑠(𝑆𝑡𝑎𝑡𝑒))))   

Hybrid Complexity Model  
Let:  

• 𝑇𝐷𝐸𝑆= Time for DES   

• 𝑇𝐴𝐸𝑆= Time for AES  Then total encryption time:  

𝑇𝐻𝑦𝑏𝑟𝑖𝑑 = 𝑇𝐷𝐸𝑆 + 𝑇𝐴𝐸𝑆  
  

Security Strength Model  
If:  

• DES key size = 56 bits   

• AES key size = 128 bits   

Then approximate key space:  

256 × 2128 = 2184  
  

This significantly increases resistance to brute-force attacks.  

  

Throughput Model  
Total Data Encrypted 

𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =   
Total Time Taken 

3.7  Flowchart of the Proposed System  

This flowchart represents the sequential flow of actions in the proposed system. It begins with the 

start symbol, and decisions are made based on the input file format and the existence of the inputted 

key. The flowchart in figure 2 concludes with logging instance information and an endpoint 

symbol. Each decision point is accompanied by specific actions or error handling, providing a 

visual representation of how the system would navigate through different scenarios.  
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Figure 2. Process flowchart showing the combination of DES and AES encryption and decryption 

flowcharts.   

3.8  System Operational Flow  

Figure 3. display the overall data operational flow  

 

  
Figure 3.: Overall Data operational flow  
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Figure 4: System File Lock procedure  

 

4. RESULTS AND DISCUSSION  

The purpose of this section is to analyse the specifications and recommendations that guide the 

implementation and implementation requirements of TDSec. It covers the hardware and software 

requirements for implementation. A top-Down design approach was used in structuring the 

program. The system contains modules and submodules that are linked up to facilitate easy flow of 

data and control as shown in figure 4.   

4. 1 Discussion of Findings  

Figure 5 illustrates the main window of TDsec, which serves as the central interface for the 

proposed secure document filing system. Within this window, users can access essential menus, 

including Trash, Utilities, and Storage. Each of these menu functions as a subcomponent, allowing 

users to explore and execute various functionalities within the new system. The Trash menu acts as 

a storage area for deleted files, providing a safeguard against unintentional data loss. On the other 

hand, the Storage menu functions as a comprehensive repository housing all files within the system, 

ensuring organized and accessible storage for users.  

 
 

Figure 5: TDSec Main Window  

 4.2 Main Function Window  

In Figure 6, the core function module of the proposed system is presented. This module is designed 

to facilitate the key functions of the system. Users can utilize this window to upload files and 

specify their intended destinations. The interface incorporates essential fields, including Key and 

Verify Key, allowing users to implement cryptographic measures for enhanced security. 

Additionally, a table of records is featured within the window, displaying key information such as 

serial number, date, file name, and type. This structured presentation provides users with a 

Ehijator et al...….. Int. J.  Innovative Info. Systems & Tech. Res. 14 (2):230-242, 2026 

 



239  

  

comprehensive overview of the files and their associated details, contributing to a more organized 

and user-friendly experience within the secure document filing system.  

   

   

   
Figure7. Encryption / Decryption Process Experiment Graph.   

Figure7 is a graph that shows the encryption and decryption time for every increased amount of text 

data. Is is clear that with the combination of AES, the encryption and decryption time is very 

minimal.   

  

 Figure 8 depicts the Text Security Module. On this module, the messages are created and encoded. The 

generated cypher text is also depicted on the right-hand side of the module.  

The encoded text is represented in binary format encompassing 0’s and 1’s.   

  
Figure 8: Main Function Window (File Security)   

  
    

Ehijator et al...….. Int. J.  Innovative Info. Systems & Tech. Res. 14 (2):230-242, 2026 

 



240  

  

  
Figure 9: Text Security Module  

4.3.  TDSec Utility window  

In Figure 9, the TDSec Utility window is illustrated, showcasing various utility functions integral to the 

system. This window provides access to functionalities such as Reset DB, Backup, Reset Application, 

and Theme Management. The Reset DB function enables the resetting of the database, offering a means 

to refresh or modify data storage. The Backup function allows users to preserve data or information for 

future references or usage, enhancing data management practices. The Reset Application function serves 

as a mechanism to reset the entire system, providing a comprehensive solution for system management. 

This utility window consolidates key features that contribute to the efficiency and versatility of the 

TDSec system, empowering users with essential tools for database management and system maintenance.   

  
Figure 10: Utilities Management Window  

 4.4  Trash Management Module   

In Figure 10, the Management Window is showcased, providing an overview of deleted files along with 

associated details, including serial numbers, dates of deletion, file names, and types. This window serves 

as a central hub for monitoring and managing files that have been removed from the system. Users can 

easily track and retrieve information about deleted files, facilitating efficient data management and 

offering insights into the system's file deletion activities. The Management Window adds a layer of 

transparency and control, enabling users to maintain a comprehensive record of deleted files for auditing 

purposes or potential recovery needs  

 

5. CONCLUSION  

This study focused on addressing the escalating security concerns associated with online data and file 

transfers. In the contemporary digital landscape, where a significant portion of information is transmitted 

or stored online, the risk of unauthorized access, hacking, and data breaches has become a pressing issue. 

The study recognized the critical need for robust Information Technology (IT) solutions to safeguard 

sensitive information, especially in contexts involving remote locations, webmail, and secure networks.  
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Primarily, the research developed a comprehensive Windows-based application that enhances the security 

of files and data, making them difficult to potential eavesdroppers or hackers.The resulting application, 

depicted in various figures and modules, offers functionalities such as secure file deletion, backup, system 

reset, and email management. It also includes features for user creation, modification, and deletion, 

demonstrating a holistic approach to information security. The application is positioned to benefit a wide 

range of users, including organizations, government entities, individuals, and corporate bodies seeking to 

fortify their data against potential threats.  

The analysis confirms that while AES alone is efficient and secure, combining it with DES in a hybrid 

mode adds an extra layer of complexity, making brute-force and key-targeted attacks significantly more 

difficult. The results show that the combined use of compression and hybrid encryption not only 

improves performance but also enhances overall system security. This design provides a practical balance 

between efficiency and robustness, suitable for sensitive data handling in both organizational and 

personal contexts.  

In conclusion, this research contributes to advancing applied cryptography by integrating compression 

with hybrid encryption, thereby creating a layered and efficient model of security. Future work is 

recommended in the areas of adaptive compression for different data types, blockchain integration for 

ensuring data integrity, and the incorporation of postquantum cryptographic algorithms to ensure 

continued resilience in the face of emerging threats.  
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