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ABSTRACT

Financial institutions remain major targets for cybercriminals because of the large volume of sensitive
customer data, financial records, and digital transaction infrastructure they manage. Traditional security
mechanisms such as firewalls, antivirus software, and signature-based intrusion detection systems are
increasingly inadequate against sophisticated cyber-attacks, including malware, phishing, ransomware,
denial-of-service attacks, and advanced persistent threats. This study developed a Support Vector
Machine (SVM) learning-based model for detecting cyber-attacks in financial institutions. The study
adopted a quantitative machine learning pipeline involving data preprocessing, feature encoding, feature
scaling, model training, and performance evaluation. The SVM model was evaluated using accuracy,
precision, recall, F1-score, confusion matrix, and ROC-AUC. Experimental findings showed that the
model achieved an accuracy of 94%, precision of 96%, recall of 94%, F1-score of 95%, and ROC-AUC
of 0.97. The findings demonstrate that SVM is effective for distinguishing between normal and malicious
network traffic, supporting early cyber-attack detection in financial institutions. The study contributes to
cybersecurity research by providing an empirical SVM-based framework for intelligent cyber-threat
detection in financial environments.

Keywords: Support Vector Machine, cyber-attack detection, financial institutions, machine learning,
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INTRODUCTION

The financial sector has become one of the most attractive targets for cybercriminals because of the large
volume of sensitive customer data, financial records, digital transactions, and valuable assets it manages.
In recent years, cyber-attacks on financial institutions have increased in frequency and sophistication,
with attackers exploiting technological innovations and security vulnerabilities to conduct data breaches,
identity theft, ransomware attacks, malware infections, phishing campaigns, and fraudulent transactions
(Jimmy, 2024; Gulyas & Kiss, 2023). These attacks do not only result in financial losses but also damage
institutional reputation, weaken consumer trust, disrupt critical financial services, and threaten the
stability of the wider financial ecosystem (George, Baskar & Srikaanth, 2024).

Despite continuous investments in cybersecurity infrastructure, financial institutions still experience
major difficulties in detecting and mitigating cyber threats in real time (Javaheri et al., 2023). Traditional
cybersecurity mechanisms, including firewalls, antivirus software, and conventional intrusion detection
systems, are increasingly becoming inadequate because they are often designed to detect known attack
signatures rather than evolving and unknown threats (Maphosa, 2023; Aslan et al., 2023). Cybercriminals
now deploy advanced techniques such as social engineering, zero-day exploits, polymorphic malware,
ransomware, and advanced persistent threats, making it more difficult for rule-based and signature-based
systems to provide reliable protection (George, George & Baskar, 2023; Dave et al., 2023).
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The expansion of digital banking, online payments, mobile banking, and financial technology platforms
has further increased the exposure of financial institutions to cyber risks. As more transactions are
conducted through digital channels, attackers have more opportunities to exploit weaknesses in networks,
applications, user behaviour, and transaction systems. Financial institutions are therefore required to
adopt more adaptive and intelligent security systems capable of detecting suspicious patterns and
responding to threats before they escalate into major breaches (Oyewole et al., 2024; Kanwal, 2024).
Machine learning has emerged as a promising approach for improving cyber-attack detection because of
its ability to analyse large volumes of data, identify hidden patterns, and distinguish between normal and
malicious activities (Ozkan-Ozay et al., 2024; Cao et al., 2024). Unlike traditional rule-based systems,
machine learning models can learn from previous attack patterns and apply such knowledge to classify
new or unseen instances. This makes machine learning particularly useful in cybersecurity environments
where attack behaviours are dynamic, complex, and continuously evolving (Shah, 2021; Alomiri, Mishra
& AlShehri, 2024).

Among the different machine learning techniques, Support Vector Machine (SVM) has gained attention
because of its effectiveness in classification problems and its ability to handle high-dimensional datasets,
which are common in cybersecurity applications (Treleaven et al., 2024; [jaz et al., 2024). SVM operates
by identifying an optimal hyperplane that separates normal and malicious activities with the maximum
possible margin. This makes it suitable for detecting cyber-attacks where the goal is to accurately classify
network or transaction behaviour into legitimate and suspicious categories (Liu et al., 2024; Shan &
Myeong, 2024).

However, despite the potential of SVM-based models, their application to cyber-attack detection within
financial institutions remains underexplored. Many existing machine learning models still face challenges
such as high false-positive rates, false-negative errors, inadequate generalization across diverse attack
types, and reduced effectiveness against novel threats such as zero-day exploits and advanced persistent
threats (Ahmetoglu & Das, 2022; Fahad et al., 2023; Sfetcu, 2024). False positives can overwhelm
security personnel with unnecessary alerts, while false negatives can allow actual attacks to remain
undetected, thereby exposing financial institutions to serious operational and security risks.

Furthermore, financial institutions possess unique operational characteristics, regulatory obligations,
transaction patterns, and threat landscapes that require specialized detection models (Kayode-Ajala, 2023;
Alevizos & Stavrou, 2023). A generic cyber-attack detection model may not adequately address the
complexity of financial environments, where security systems must ensure accuracy, speed, reliability,
and compliance with data protection and financial regulations. Therefore, there is a need for a machine
learning-based model that is specifically designed to support accurate and efficient cyber-attack detection
in financial institutions.

This study addresses this need by developing a Support Vector Machine learning-based model for
detecting cyber-attacks in financial institutions. The study develops the SVM framework, formulates the
mathematical model, designs the algorithm, implements the model, evaluates its performance using
standard metrics, and benchmarks its performance against existing detection models. By leveraging the
classification strength of SVM, the study seeks to enhance early cyber-threat detection, reduce false-
positive and false-negative rates, and contribute to the development of more resilient cybersecurity
systems for financial institutions.

MATERIALS AND METHODS

Research Design

This study adopted a quantitative machine learning research design. The quantitative approach was
suitable because the study relied on numerical network traffic features, statistical analysis, and
measurable performance indicators to evaluate the effectiveness of the developed model. Quantitative
research is appropriate for machine learning-based cybersecurity studies because it supports empirical

testing, objective measurement, and model validation using standard metrics (Watson, 2015; Taherdoost,
2023).
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The methodological pipeline consisted of data collection, data preprocessing, feature encoding, feature
scaling, model development, model testing, and performance evaluation. This process enabled the
development of a structured SVM-based model for cyber-attack detection in financial institutions.

Data Collection

The study used a benchmark network intrusion detection dataset containing normal and malicious
network traffic records. The dataset was suitable for this study because it contains features that describe
network activities and can be used to classify traffic as either normal or attack-related. Such datasets are
widely used in machine learning-based cybersecurity research because they provide labelled instances for
training and evaluating detection models (Ahmetoglu & Das, 2022; Dasgupta, Akhtar & Sen, 2022).

The dataset represented different types of cyber-attack behaviours that may affect financial institutions,
including denial-of-service attacks, probing attempts, unauthorized access, malware-related traffic, and
privilege escalation activities. These categories are relevant because financial institutions face threats that
target confidentiality, integrity, and availability of financial information systems (Oyewole et al., 2024;
Mallick & Nath, 2024).

Data Preprocessing

Data preprocessing was conducted to transform the raw dataset into a format suitable for machine
learning analysis. This involved checking missing values, removing inconsistencies, handling noisy
records, and converting categorical variables into numerical form. Preprocessing is important in
cybersecurity datasets because network traffic data may contain redundant features, inconsistent values,
and categorical attributes that cannot be directly processed by machine learning algorithms (Shaukat et
al., 2020; Sarker, 2023).

Categorical variables such as protocol type, service type, and connection flag were encoded into
numerical values. The target variable was also transformed into a binary classification format, where
normal traffic represented legitimate activity and attack traffic represented malicious activity. This binary
classification approach enabled the SVM model to learn the separation boundary between benign and
malicious network behaviours.

Feature Scaling

Feature scaling was performed using the StandardScaler technique. This step standardized the numerical
features by transforming them to have a mean of zero and a standard deviation of one. Feature scaling is
particularly important for SVM because the algorithm is sensitive to the magnitude of input features.
Without scaling, variables with larger numerical values may dominate the classification boundary and
negatively affect model performance (Valkenborg et al., 2023).

By scaling the features, the model was able to treat all variables more uniformly during training. This
improved the stability of the SVM classifier and enhanced its ability to identify meaningful class
boundaries between normal and attack traffic.

Data Splitting

The dataset was divided into training and testing subsets. The training set was used to train the SVM
model, while the testing set was used to evaluate the model’s performance on unseen data. A 70:30 split
ratio was adopted to ensure that sufficient data was available for training while retaining an adequate
portion for objective performance evaluation.

This process helped to assess the model’s generalization ability, which is essential in cybersecurity
because a detection model must perform well on new and previously unseen attack patterns (Ahmetoglu
& Das, 2022; Cao et al., 2024).

Support Vector Machine Model Development

The Support Vector Machine classifier was implemented using the Scikit-learn machine learning library.
SVM was selected because of its strength in classification tasks, its ability to handle high-dimensional
datasets, and its suitability for separating complex classes using kernel functions (Valkenborg et al., 2023;
Okoro, Ubom & Ukommi, 2024).

The Radial Basis Function kernel was adopted because cybersecurity data often exhibit nonlinear
patterns. The SVM model works by identifying an optimal hyperplane that separates normal network
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traffic from attack traffic with maximum margin. The general SVM decision function is expressed as: f(x)
=w - x + b, where x represents the input feature vector, w represents the weight vector, and b represents
the bias term. The class of a new observation is determined based on its position relative to the separating
hyperplane.

Algorithm for the SVM-Based Cyber-Attack Detection Model

Import required Python libraries.

Load the network intrusion detection dataset.

Inspect the structure of the dataset.

Clean the dataset by handling missing and inconsistent values.

Encode categorical variables into numerical format.

Separate input features from the target variable.

Scale the input features using StandardScaler.

Split the dataset into training and testing sets.

Train the SVM classifier using the training dataset.

Predict class labels using the testing dataset.

Evaluate the model using accuracy, precision, recall, F1-score, confusion matrix, and ROC-AUC.
Compare the model’s performance with existing studies.

Performance Evaluation Metrics

The model was evaluated using accuracy, precision, recall, F1-score, confusion matrix, and ROC-AUC.
These metrics were selected because cybersecurity models must be evaluated beyond accuracy alone. In
intrusion detection, false positives and false negatives have serious implications, making precision and
recall essential for understanding model reliability (Shaukat et al., 2020; Cao et al., 2024).

Accuracy measures the proportion of correctly classified instances. Precision measures the proportion of
predicted attack cases that are truly attacks. Recall measures the proportion of actual attack cases
correctly detected by the model. F1-score provides a balanced measure of precision and recall. ROC-AUC
measures the model’s ability to distinguish between normal and attack traffic across different decision
thresholds.

RESULTS AND DISCUSSION
Classification Performance of the SVM Model
The classification performance of the developed SVM model is presented in Table 1. The results show
that the model achieved strong predictive performance in classifying normal and malicious network
traffic.
The model achieved an overall accuracy of 94%, indicating that it correctly classified most normal and
malicious network traffic instances. The precision value of 0.96 for attack traffic shows that most
instances classified as attacks were truly malicious. This is important in financial cybersecurity because
excessive false alerts can overwhelm security analysts and reduce the efficiency of response operations.
The recall value of 0.94 for attack traffic indicates that the model detected most actual attack cases. This
is particularly important because false negatives can allow actual attacks to remain undetected, exposing
financial institutions to unauthorized access, data compromise, financial loss, and service disruption. The
F1-score of 0.95 confirms that the model achieved a strong balance between precision and recall.

Table 1: Classification Report of the SVM Model

Metric Normal Traffic Attack Traffic Overall
Precision 0.92 0.96 -

Recall 0.95 0.94 -
Fl-score 0.93 0.95 -
Accuracy - - 0.94
ROC-AUC - - 0.97
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Confusion Matrix of the SVM Model
The confusion matrix provides a detailed view of the classification performance of the SVM model. It
shows the number of correctly and incorrectly classified instances.
The model correctly classified 9,206 normal traffic instances and 12,056 attack traffic instances. This
indicates that the SVM model has a strong ability to identify both benign and malicious network
behaviour. However, 505 normal traffic instances were incorrectly classified as attacks, while 777 attack
instances were incorrectly classified as normal traffic.
The false positives indicate cases where legitimate traffic was wrongly identified as malicious. Although
false positives may not directly compromise security, they can increase the workload of security analysts
and cause alert fatigue. The false negatives are more critical because they represent actual attacks that
were not detected. In financial institutions, such missed detections may allow attackers to continue
malicious activities without immediate intervention. Therefore, while the model performed strongly,
further optimization may help reduce both false positives and false negatives.

Table 2: Confusion Matrix of the SVM Model

Actual / Predicted Normal Attack
Normal 9,206 505
Attack 777 12,056

ROC-AUC Performance
The SVM model achieved a ROC-AUC score of 0.97. This result indicates excellent discriminatory
ability between normal and malicious traffic. A ROC-AUC score close to 1.0 shows that the model can
effectively distinguish attack traffic from legitimate network behaviour across different threshold levels.
This strong ROC-AUC performance supports the suitability of SVM for cyber-attack detection in
financial institutions. It also indicates that the model is reliable for prioritizing suspicious traffic for
further investigation.
Comparison with Existing Studies
The performance of the developed SVM model was compared with selected existing studies on machine
learning-based cyber-attack detection. The comparison is shown in Table 3.
The comparison shows that the developed SVM model performed competitively when compared with
existing machine learning-based intrusion detection studies. The model achieved an accuracy of 94%,
which is higher than the results reported in some related works. This demonstrates that SVM remains
effective for cybersecurity classification tasks when supported by appropriate preprocessing, feature
encoding, and feature scaling.

Table 3: Comparison with Existing Studies

Author/Year Model Used Dataset/Domain Accuracy
Ahmetoglu & Das Machine Learning Cyber-attack Detection 8994-929
(2022) Models Dataset ° °
Alomiri, Mishra & . o
AlShehri (2024) ML Security Model IoT Network Dataset 91%
Okoro, Ubom & Support Vector Network Anomaly 929
Ukommi (2024) Machine Dataset °

. Support Vector Network Intrusion o
This Study Machine Dataset 4%

DISCUSSION OF FINDINGS

The findings demonstrate that the SVM learning-based model can effectively detect cyber-attacks in
financial institutions. The high accuracy, precision, recall, F1-score, and ROC-AUC values indicate that
the model can distinguish between normal and malicious network traffic with strong reliability.

The high precision achieved by the model suggests that it can reduce unnecessary alerts by ensuring that
most traffic classified as malicious is truly attack-related. This is important in financial institutions
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because cybersecurity teams must respond quickly to real threats without being overwhelmed by
excessive false alarms.

The high recall value indicates that the model can identify most actual attacks. This is critical because
undetected cyber-attacks can result in financial loss, data breaches, unauthorized access, and reputational
damage. The findings therefore suggest that SVM can serve as a valuable component of intelligent
cybersecurity monitoring systems in financial institutions.

The results also show that proper preprocessing and feature scaling are essential to the performance of
SVM models. Since SVM relies on the geometry of feature space, unscaled data may distort the decision
boundary. The use of StandardScaler helped improve the model’s classification stability and reliability.
However, the presence of false positives and false negatives indicates that the model is not perfect. Future
improvements may involve hyperparameter tuning, feature selection, ensemble learning, or hybridization
with other machine learning and deep learning models. These improvements may further enhance
detection accuracy and reduce misclassification errors.

CONCLUSION

This study developed a Support Vector Machine learning-based model for detecting cyber-attacks in
financial institutions. The study adopted a quantitative machine learning pipeline involving data
preprocessing, categorical encoding, feature scaling, model training, and performance evaluation.

The developed model achieved an accuracy of 94%, precision of 96%, recall of 94%, F1-score of 95%,
and ROC-AUC of 0.97. These results demonstrate that SVM is effective in distinguishing between
normal and malicious network traffic. The findings further confirm that SVM can support early cyber-
threat detection and strengthen cybersecurity monitoring in financial institutions.

This study contributes to cybersecurity research by providing an empirical SVM-based detection
framework tailored to financial institutions. It also provides practical value by demonstrating how
machine learning can be applied to improve cyber-attack detection, reduce false alarms, and support
proactive security operations.

Future research should validate the model using real-time financial institution network traffic. Further
studies should also explore hybrid and ensemble models that combine SVM with other algorithms to
improve detection accuracy, reduce false positives, and enhance adaptability to emerging cyber threats.
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