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ABSTRACT 

Distributed Denial-of-Service (DDoS) attacks are among the most pervasive and costly cyber-attacks, that 

make online services unavailable to users by targeting a server with a high volume of malicious traffic. 

The key challenge in real-time DDoS detection is finding out which of the available machine learning 

algorithms is most effective. This paper describes a controlled comparative study of two widely used 

classifiers – one-dimensional Convolutional Neural Network (CNN) and a Random Forest (RF) ensemble 

– for the classification of DDoS attacks on a balanced dataset of 200K network traffic records from 

Kaggle, one representing deep learning and the other classical machine learning. Both models were 

trained using 80% of the dataset, and tested using a 20% held-out test set, using the same experimental 

setup. The highest classification accuracy was obtained by the Random Forest (99.55%) and the a macro-

average F1 Score was obtained by the CNN (99.49%). The detection pipeline also includes a built-in 

automated mitigation framework that includes dynamic firewall rules and traffic rate limiting. The results 

offer empirically informed decisions on choosing the machine learning model for DDoS detection in 

resource-limited and high traffic network scenarios. 

Keywords: DDoS Detection; Random Forest; Convolutional Neural Network; Comparative Analysis; 

Ensemble Learning; Network Security; Automated Mitigation 

 

1. INTRODUCTION 

Distributed Denial-of-Service (DDoS) attacks have matured significantly in terms of sophistication and 

scale of operation and are considered as one of the most disruptive types of Cyberattacks against modern 

Information systems. While prior types of network attacks made use of constrained sources, today's 

DDoS campaigns usually utilize big botnets or zombies based of numerous web connected tools to 

bombard an objective system with huge amounts of corrupt information. When a large number of infected 

devices try to send requests to the same target device at the same time, the victim's computing power, 

network speed and processing power are used up so much that valid users are unable to use the services 

and normal operations are disturbed to a great extent (Somani et al., 2022). The increasing availability of 

automated "attack infrastructure" solutions that do not demand significant technical skills have 

contributed to this transformation. One significant breakthrough in this direction was the advent of 
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Distributed Denial-of-Service as a Service (DDoSaaS), a cybercrime business model that makes it 

possible for individuals to acquire – or lease – pre-designed DDoS services via online marketplace sites. 

These services are known as booters or stressers, which simplify the multi-stage attack process and are 

designed to reduce the sophistication required by the cybercriminals to attack large-scale systems, thus 

allowing even the most inexperienced hacker to conduct a powerful attack with ease (Li et al., 2020). This 

has led to a proliferation in the amount of kits capable of carrying out sophisticated DDoS attacks in the 

commercial market, which has greatly expanded the threat terrain as most of these attack tools can be 

obtained by far less experienced individuals. This result has also led to an increasing number of DDoS 

attacks in the public and private sector. The size and complexity of the problem is highlighted by the facts 

that over 10 million DDoS attacks were reported worldwide in 2020, a 11% rise from those reported in 

2019, which are projected to reach around 15.4 million in 2023 (Saeed et al., 2022). The unabated rise 

otherwise mirrored the rise in billion dollar markets selling cybercrime tools that are continuously being 

developed to launch “mass attacks,” despite the growing volume of vulnerable, internet connected 

devices. In addition to causing online service disruption, DDoS can also have significant financial and 

business implications for organizations, such as lost revenue, downtime, reputational damage, higher 

recovery expenses, loss of customer trust etc. The direct and indirect impacts of these attacks are also an 

important part of the overall economic impact of cybercrime in this country and globally. The economic 

consequences are massive, as cybercrime losses globally are estimated to hit around one trillion dollars in 

2020, making the severity of the overall economic losses due to cyber threats evident, especially 

following DDoS attacks and other forms of cybercrime (McAfee, 2020). 

Figure 1 illustrates the four components of a distributed denial-of-service attack: the real attacker operates 

covertly behind a control master program that coordinates attack daemon agents, which overwhelm the 

victim. The detection is more challenging here, as traffic from the attackers is coming from hundreds or 

thousands of different IP addresses at the same time (Somani et al. 2022). 

 

Figure 1. Components of a Distributed Denial-of-Service attack: Real Attacker, Control Master Program, 

Attack Daemon Agents, and Victim. 

There are two main types of Distributed Denial-of-Service (DDoS) attacks, based on the predominant 

method used to attack the network services, as shown in Figure 2. The first are bandwidth depletion 

attacks, which range from flooding to amplification attacks where they try to overload the portion of the 

network to which the set is connected by sending overwhelming amounts of malicious traffic. The second 

type of attacks are resource depletion attacks of communication protocol which imply to exhaust the 

computational resources of the targeted system by exploiting its weakness in protocols, or by transmitting 

improperly constructed packets in the communication system, that consume processing power and 
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memory. The means by which these are implemented vary, but they all have the end goal of their efforts 

to deny network services to the intended users by flooding critical infrastructure. One of the reasons 

DDoS attacks can be so difficult to defend against is that there can be a lot of commonalities between 

malicious traffic and legitimate traffic from the user. With each attack, the attackers are making their 

traffic look more and more like what anyone on the network normally sends, and so common signature- 

and rule-based detection methods are becoming ineffective, since they are unable to tell the difference 

between the attack and legitimate traffic. This makes detection of suspicious traffic at low latency, 

especially in large-scale and high-speed network deployments that can process millions of packets in a 

single second, a growing challenge. This constraint has led to current increased demand for ways that can 

automatically detect those subtle differences in behavior of normal traffic and attack traffic, which is 

usually called intelligent detection. Machine learning has become an attractive approach because it can 

process extensive network traffic datasets with labels, detect unusual patterns, extract discriminative 

features, and derive prediction models which can reliably classify more network traffic as legitimate 

traffic or malicious traffic than many traditional approaches are able to classify. These algorithms can 

make constant updates to the dataset of representative targets, adapting to new strategies used by 

adversaries and making DDoS detection systems more effective at neutralising attacks which are 

becoming more sophisticated over time (Saeed et al., 2022; Priya et al., 2020). 

 

Figure 2. Taxonomy of DDoS attack categories: Bandwidth Depletion and Resource Depletion. 

Distributed Denial-of-Service (DDoS) attacks have become a larger and more sophisticated problem, 

leading to the implementation of intelligent detection very early in the attack process, before it can 

seriously impact either network performance and/or service availability. One of these methods that has 

become increasingly popular in recent years is machine learning (ML). ML's capabilities in analysing 

large and real-time amounts of network traffic, detecting intricate attack-related network traffic 

behaviour, and creating predictive models to shield from illegitimate traffic compared to regular 

communications boost the quality of its application to detecting attacks.Machine learning (ML) has been 

receiving considerable attention recently due to its ability to analyse network traffic, whether historical or 

real-time, to detect intricate behaviours related to attacks, and to construct predictive models which 

determine illegitimate traffic versus regular communications. Traditional signature or rule-based detection 

strategies depend on having a fixed set of signatures or rules to identify known attacks, but this approach 

is costly and prone to false positives, and fails to adapt to evolving attack methods. machines learn real 

time from labeled data sets can identify novel attack patterns—making them faster, more accurate, and 

unlikely to cause disastrous disruption to the internet (Priya et al., 2020). Machine learning has extended 

its reach even more when combined with Intrusion Detection Systems (IDS), which can be used in the 
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creation of intelligent security systems that can track down network activity, detect suspicious behavior 

and assist with timely responses to increasingly sophisticated cyber threats. Through this combination, the 

cybersecurity infrastructure becomes more robust because IDS can be used for monitoring cyber events in 

real time, and machine learning algorithms are capable of conducting adaptive learning and predictive 

analysis, which are well suited for the adversarial nature of DDoS attacks and the ever-evolving cyber-

centric attack strategy (Fahad et al., 2021). In the wide range of machine learning methods, RF ensembles 

and Deep Convolutional Neural Network (CNN) architectures have emerged as two of the most widely 

studied model architectures to effectively classify network intrusion and have yielded good performance 

on several benchmark datasets. Combining the large number of decision trees is what partially makes the 

random forest-based models so effective when it comes to resisting over fitting and when data is high-

dimensional and related to network traffic. Traditional machine learning models cannot capture these 

relationships in network traffic data while deep CNN models can achieve the automatic feature learning 

from raw network traffic in detection of the complex relationship in traffic data, such as spatial and 

network structure discovery. Empirical testing has shown that both methods can provide good detection 

accuracy and exhibit good performance on different intrusion detection benchmarks made public, 

pointing to their promise of further improving the network security in dynamic computing environments 

(Mamoon et al., 2023; Rehman et al., 2021). However, although these results are promising, few studies 

have performed systematic and in-depth comparisons between these models under a common framework 

that tackles attack detection and mitigation. This highlights the need to standardize comparative studies 

under the same experimental conditions to fully perceive their relative merits, operating compromises and 

their practical applicability for deployment in integrated security systems, especially in the cyber security 

field, a situation in which these works are lacking. The present study addresses this gap, with the 

following research questions: (RQ1) What are the relative classification accuracies of CNN and RF on a 

balanced DDoS dataset? (RQ2) How do the models compare in false positive and false negative rates? 

(RQ3) Which model is more suitable for real-time deployment? 

 

2. LITERATURE REVIEW 

2.1 Machine Learning Approaches 

Various studies on last decade showed that ensemble-based methods automatically generate increasingly 

better classification results than traditional single classifiers in the context of Distributed Denial-of-

Service (DDoS) defence in information security. To make an extensive comparative evaluation, Mamoon 

et al (2023) examined the performance of the following commonly used algorithms: Random Forest, 

Decision Tree, Support Vector Machine (SVM), Naïve Bayes and Extreme Gradient Boosting (XGBoost) 

using the CICDDoS2019 benchmark dataset. Random Forest resulted in the highest predictive results, 

with 99.95 % accuracy, thereby demonstrating the effectiveness of ensemble-based decision models to 

identify malicious traffic from legitimate network activities. A similar comparative study was carried out 

by Alireza et al. (2021) with the CICDDoS2020 dataset, and achieved an accurate classification with 

100% accuracy than those considered by the other machine learning algorithms in the study. The results 

support this emerging notion that boosting and ensemble approaches have more powerful learning 

capabilities for traffic features involved in the changing DDoS attacks. Analogously, Hoon et al. (2020) 

studied the supervised and unsupervised learning approaches on basis of the NSL-KDD dataset for the 

purpose of intrusion detection and found their worthfulness. They analyzed the algorithm accuracy as 

well as the computation time, and the most balanced result found was achieved by three algorithms: 

`Random Forest', `Gradient Boost' and `Naïve Bayes' as they provided high value of the accuracy of the 

classification while maintaining the relatively low computation time. Together, these suggest that various 

machine learning models can distinguish suspicious traffic but ensemble-based methods are likely to yield 

higher reliability and strong generalisation ability, as well as to be more efficient at operation on various 

benchmark sets. 

In addition to comparing algorithms, studies have now emerged for the development of specially crafted 

detection architectures which can adjust their expectations for the specific computing environment and 

attack context. For example, Kanber et al. (2022) proposed a recursive three-layered machine learning 
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based DDoS attack classification system that progressively narrows down the classifications of attack. 

The proposed architecture exhibited excellent performance with an accuracy of about 99.80% on the 

CICDDoS2020 dataset and showed the supremacy of multi-level decision making system to enhance the 

accuracy of the classification process. Kushwah and Ranga (2021) presented a hybrid Extreme Learning 

Machine (ELM) based detection model for cloud-based computing infrastructures and experimented it 

with the NSL-KDD and ISCX datasets. They calculated that the embedding of complementary learning 

strategies could provide a substantial gain in ability for detecting malicious traffic, without worsening 

their predictive performance. In the concerned area, Ibrahim et al. (2021) proposed the system of multiple 

layers machine learning, which uses the KNN, SVM and MLP algorithms to identify botnets. They have 

conducted a number of experiments that show us how effective KNN is, as it achieved 91.51% 

classification accuracy that outperforms any other ensemble classifier in their analysis, in recognising 

traffic generated by botnets related to a DDoS attack. Specific to the IoT environments, Dhamor et al. 

(2021) compared a number of machine learning algorithms on CICDDoS2022 and observed that the 

Random Forest was the most suitable algorithm with the accuracy of 99.24%. To complement these 

studies, Sahi et al. (2021) developed a classification-based framework that identifies and mitigates TCP 

flood-based DDoS attacks in clouds and proposes an innovative defense approach that can improve the 

reaction efficiency. Likewise, He et al. (2022) suggested a source-side DDoS detection system that used 

statistical feature extraction of four categories of DDoS attacks and then classified them using machine 

learning methods. Put together, these research studies show that modern research in DDoS detection 

effort is moving towards a proactive strategy that not only compares multiple machine learning 

algorithms but also towards using solutions that are more designed around the architecture and the 

environment that these attacks are delivered to, and more adaptable to various cloud platforms, IoT 

ecosystems, botnets, and large-scale network environments. 

2.2 Deep Learning Approaches 

Recent studies, such as the ones by Rehman et al. (2021), provided empirical evidence showing detection 

and identification of DDoS cyberattacks is possible through deep learning architectures that can 

effectively capture temporal patterns in network flow data via gated recurrent units (GRU). Alzahrani and 

Alzahrani (2021) performed a survey on various traffic classification solutions for IoT networks, where 

they said deep learning is one of the main solutions for network security. In addition, Aswathy et al. 

(2022) has been shown to achieve high performance in classification after optimising the deep learning 

model, which serves as a methodology underpinning the use of deep learning techniques in security 

situations. To test the applicability of deep learning to DDoS detection in complex pattern recognition, 

Mansour et al. (2021) demonstrated that optimal deep learning based fusion models give a good 

classification result. 

2.3 Knowledge Gap 

In the individual studies, both CNN and RF classifiers have achieved good success; however, limited 

studies have been conducted to compare the performance of both CNN and RF classifiers in a single, 

integrated detection and mitigation system under completely similar experimental settings. Most 

benchmarks also do not include a discussion of a false positive rate (an operational metric of paramount 

importance) and do not include discussion of real-time deployment architecture. The present study has the 

ability to directly address the gaps (Cheng et al., 2021). 

 

3. MATERIALS AND METHODS 

3.1 Dataset 

The dataset was extracted from Kaggle and contains 200,000 network traffic flow records: 100,000 

labelled as normal traffic (Benign) and 100,000 labelled as DDoS Attack, covering DDoS-ACK and 

DDoS-PSH-ACK TCP flooding attack types. Each record is described by 20 flow features. A stratified 

random split produced a training subset (80%, n = 160,000) and a test subset (20%, n ≈ 19,731), 

preserving the 50:50 class ratio across both subsets. 

Table 1. Dataset Description and Split 
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Subset Class Records Proportion (%) 

Training (80%) Benign 80,000 40.00 

Training (80%) DDoS Attack 80,000 40.00 

Test (20%) Benign ~6,325 ~16.00 

Test (20%) DDoS Attack ~13,406 ~34.00 

Total Both classes 200,000 100.00 

Table 1. Dataset distribution and train/test partition. 

3.2 Preprocessing Pipeline 

The same preprocessing steps were applied to both models: (i) remove variance-less and duplicate 

columns, (ii) impute missing values with mean, (iii) normalize values of columns using min-max values 

between [0, 1], (iv) apply one-hot encoding to categorical protocol fields, and (v) remove feature pairs of 

Pearson correlation coefficient > 0.95. CNN inputs were then reshaped to 3D tensors [samples, features, 

1]. Scikit-learn was used as the preprocessing and evaluation library (Cheng et al., 2021). 

3.3.1 Convolutional Neural Network 

The CNN was implemented in TensorFlow/Keras. Convolutional Neural Network architecture has three 

kinds of layers: convolutional layer, pooling layer, and fully-connected layer (Gavrilova, 2021). Figure 3 

illustrates the CNN architecture pipeline. 

 

Figure 3. CNN architecture pipeline: Input → Filters → Convolution Layers → Pooling → Fully-

connected layer → Output (Gavrilova, 2021). 

The architecture comprised: two 1D convolutional layers (64 and 128 filters, kernel size 3, ReLU); max-

pooling (pool size 2) after each; a flatten layer; two dense layers (256 and 128 units, ReLU, dropout 0.3); 

and a softmax output layer. Training used Adam (lr = 0.001), binary cross-entropy loss, batch size 64, up 

to 50 epochs, early stopping (patience = 10). 

3.3.2 Random Forest 

A Random Forest is a collection of decision trees that work together to make predictions through 

ensemble voting (Breiman, as cited in Mamoon et al., 2023). Figure 4 illustrates the Random Forest 

training and prediction process: training data instances are used to build multiple decision trees, each 

independently making class predictions, which are aggregated by majority vote (bagging) to produce the 

final prediction output. 
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Figure 4. Random Forest algorithm: training data is used to build multiple decision trees whose 

predictions are aggregated by bagging (majority vote) to produce the final class output. 

The RF was implemented in Scikit-learn with 100 decision trees, Gini impurity criterion, bootstrap 

sampling, and maximum features set to the square root of the total feature count. No maximum depth 

constraint was applied, allowing trees to grow until leaves were pure or contained fewer than two 

samples. Random Forests are known to be effective in preventing overfitting and run efficiently on large 

databases (Mamoon et al., 2023). 

3.4 Mitigation Framework 

Both variants feed into a common mitigation engine to dynamically update network firewall rules to 

block known source IP addresses, implement traffic rate limit on the network interface and generate email 

notification alerts to administrators on detected DDoS. The system dashboard records mitigation actions 

along with the “confidence” score and time. So either classifier can be easily used for the detection 

backend, thanks to the modular architecture (Hezavehi & Rahmani, 2020). 

3.5 Evaluation Protocol 

Both models were evaluated on the identical held-out test set using Accuracy, Precision, Recall, and F1-

Score (per class and as macro/weighted averages), confusion matrices, and ROC-AUC values. Training 

and inference time measurements were recorded. The methodology adopted was the Object-Oriented 

Analysis and Design Methodology (OOADM), which models a system as a group of interacting objects 

where each object is characterised by its class, state, and behaviour, supporting modularity and 

maintainability of the detection system (Cheng et al., 2021). 

 

4. RESULTS 

4.1 CNN Performance 

Table 2 reports per-class and aggregate metrics for the CNN. Overall accuracy was 99.1%. For the 

Benign class: precision 99.0%, recall 98.2%, F1-score 98.6%. For the DDoS Attack class: precision 

99.2%, recall 99.5%, F1-score 99.4%. 

Table 2. CNN Classification Report 

Class Precision Recall F1-Score Support 

Benign 0.990 0.982 0.986 6,325 

DDoS Attack 0.992 0.995 0.994 13,406 

Accuracy — — 0.991 19,731 

Macro Avg 0.991 0.989 0.990 19,731 

Weighted Avg 0.991 0.991 0.991 19,731 

Table 2. CNN model classification performance on the held-out test set. 
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Figure 5 presents the CNN confusion matrix showing 6,287 true negatives, 13,334 true positives, 38 false 

positives, and 72 false negatives. 

 

Figure 5. Confusion matrix for the 1D CNN model (TP = 13,334; TN = 6,287; FP = 38; FN = 72). 

4.2 Random Forest Performance 

Table 3 reports the Random Forest classification metrics. The RF achieved 99.55% overall accuracy, 

outperforming the CNN on all aggregate metrics. For the Benign class: precision 99.16%, recall 99.45%, 

F1-score 99.31%. For the DDoS Attack class: precision 99.74%, recall 99.60%, F1-score 99.67%. 

Random Forest machine learning model provided the best detection accuracy with good classification 

performance across both classes with little classification errors (Mamoon et al., 2023). 

Table 3. Random Forest Classification Report 

Class Precision Recall F1-Score Support 

Benign 0.9916 0.9945 0.9931 6,325 

DDoS Attack 0.9974 0.9960 0.9967 13,406 

Accuracy — — 0.9955 19,731 

Macro Avg 0.9945 0.9953 0.9949 19,731 

Weighted Avg 0.9955 0.9955 0.9955 19,731 

Table 3. Random Forest model classification performance on the held-out test set. 

Figure 6 presents the Random Forest confusion matrix showing 6,290 true negatives, 13,353 true 

positives, 35 false positives, and 53 false negatives—fewer misclassifications in both directions compared 

to the CNN. 
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Figure 6. Confusion matrix for the Random Forest model (TP = 13,353; TN = 6,290; FP = 35; FN = 53). 

4.3 Head-to-Head Comparison 

Table 4 provides a direct comparison of both models across all aggregate metrics. The RF outperforms 

the CNN on all metrics. Both models exceed 99% accuracy, confirming practical suitability for DDoS 

detection (Saini et al., 2020). 

Table 4. Head-to-Head Performance Comparison 

Metric CNN (%) Random Forest 

(%) 

RF − 

CNN (pp) 

Accuracy 99.10 99.55 +0.45 

Precision (Weighted) 99.10 99.55 +0.45 

Recall (Weighted) 99.10 99.55 +0.45 

F1-Score (Weighted) 99.10 99.55 +0.45 

Benign Class F1 98.60 99.31 +0.71 

Attack Class F1 99.40 99.67 +0.27 

False Positives 38 35 −3 

False Negatives 72 53 −19 

Table 4. Direct metric-by-metric comparison between the CNN and Random Forest models. 
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4.4 Performance Charts 

Figures 7–10 present comparative bar charts of Accuracy, Precision, Recall, and F1-Score for both 

models, confirming the Random Forest's consistent marginal advantage across all metrics. 

 
Figure 7. Accuracy comparison. 

 
Figure 8. Precision comparison. 

 
Figure 9. Recall comparison. 

 
Figure 10. F1-Score comparison. 

Figures 7–10. Comparative bar charts of Accuracy, Precision, Recall, and F1-Score for Random Forest 

(blue) and 1D CNN (orange) models. 

4.5 Benchmarking Against Prior Works 

Table 5 contextualises both proposed models against representative prior DDoS detection studies. 

Table 5. Benchmarking Against Prior Studies 

Study Algorithm Dataset Accuracy 

(%) 

Mamoon et al. (2023) Random Forest CICDDoS2019 99.95 

Alireza et al. (2021) AdaBoost / 

XGBoost 

CICDDoS2020 100.00 

Kanber et al. (2022) Three-level ML CICDDoS2020 99.80 

Hoon et al. (2020) Random Forest / 

GBM 

NSL-KDD Best 

supervised 

Dhamor et al. (2021) Random Forest CICDDoS2022 99.24 
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Wehbi et al. (2023) Random Forest CAIDA / IoT 99.99 

Proposed Random Forest RF (100 trees) Kaggle DDoS 99.55 

Proposed CNN 1D-CNN Kaggle DDoS 99.10 

Table 5. Performance comparison of proposed models with representative prior studies. 

 

5. DISCUSSION 

The marginal (2.3%) accuracy difference for the Random Forest model compared to the CNN (99.55%) is 

consistent with earlier results that show that supervised ensemble methods perform better than deep 

learning models on tabular network flow data in terms of accuracy and training time (Hoon et al., 2020). 

The discriminative signal in network flow features is strong, and closely matches the structured tabular 

form of features that best fits the RF's tree-based approach and natural discriminative signal information 

that can be directly leveraged by decision trees: packet rate, flow duration, and TCP flag counts. Random 

Forests have shown to perform well in preventing overfitting, operate efficiently on large database of data 

and can even perform on input variables of thousands of variables without their deletion (Mamoon et al., 

2023). 

This difference between the Benign-class recall of the CNN (98.2%) and RF (99.45%) is a justifiable 

operational improvement, as false-positive results cause unnecessary mitigation actions which interfere 

with normal network operations (Saini et al., 2020). CNN has advantages in the case where there is not 

much processed traffic data to be accessed in the form of raw or slightly treated data where CNN becomes 

less dependent on Domain Knowledge in Feature engineering (Rehman et al., 2021). The capabilities of 

the devices have improved due to deep learning, which made it suitable for multiple applications 

including IoT devices (Fahad et al., 2021). 

For deployment purposes, RF training does not need GPU hardware resources and is not too heavy on 

those that might be found in commodity hardware or at the network edge. This applies especially in the 

context of organisations with limited resources for cybersecurity (Guo et al., 2024; Anatabine et al., 

2022). From operational perspective, the framework of integrated mitigation (addition of dynamic 

firewall rule updates, traffic rate limit and emails) was more valuable than classification in itself 

(Hezavehi & Rahmani, 2020). 

 

6. CONCLUSION 

The CNN method was compared to the Random Forest method for detecting DDoS attacks in the paper, 

and both methods were shown to work well when the attacks are serious: at least 20% of traffic volume 

was being affected.In this paper, the CNN method was compared with the Random Forest method for 

DDoS attack detection in the integrated real-time detection and mitigation system, and both methods were 

demonstrated to perform well when the DDoS attack was not light, meaning at least 20% of traffic 

volume was affected. Both models have been trained and tested on a similar balanced dataset consisting 

of 200,000 network traffic files obtained from Kaggle (Saeed et al., 2023). The CNN had an accuracy of 

99.1% while the Random Forest had an accuracy of 99.55% with lower false positive and false negative 

values. Any conclusions that both models are appropriate for real-time DDoS detection were found to be 

correct (Somani et al., 2022). For most enterprise and cloud deployment scenarios where computational 

efficiency and minimizing false positives are critical, the Random Forest is recommended to be used as 

the main classifier (Mamoon et al., 2023; Hoon et al., 2020). 

To conclude, the following research directions are suggested for future research: (i) Ensemble fusion of 

CNN and RF predictions using meta-learning; (ii) Extending the work to multi-class DDoS attack type 

classification (Sharafaldin et al., 2021); (iii) Federated learning approach for model training in a privacy-

preserving manner (Guo et al., 2024); and (iv) Long-lasting evaluation in real production network 

environments. 
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