International Journal of Innovative Information Systems
& Technology Research 14(2):263-271, April-June, 2026

EhEm
Gb © SEAHI PUBLICATIONS, 2026 www.seahipublications.org ISSN: 2467-8562

DOI:10.5281/zenodo.21131559
Assessment Of Data Management Practices In The

Nigerian Railway Corporation

Nura Muhammad; Steven Bassey; M.O Adenomon & S.E Chaku.

Centre for Cyberspace Studies, Nasarawa State University Keffi, Nigeria
nuracomrade36@gmail.com

ABSTRACT
The study investigated the assessment of data management practices in the Nigerian railway corporation.
Four objectives guided the study. Quantitative research method was used, and a survey research design
was adopted. The population of the study consisted of 94 staff of 3 service stations of the Nigerian
Railway Corporation. Quantitative methodology was adopted A questionnaire was used as an instrument
for data collection, and the reliability of the research instrument was .888. Data was analysed using SPSS.
The findings revealed that threats such as viruses, worms, weak authentication mechanisms, and failure to
comply with data protection laws are prevalent in their organizations (M=4.26). Further, security
practices were data encryption, use of passwords, biometrics, and data backups (M=4.34). data
management practices were data capturing, processing, storage, and usage (M=4.14) and the challenges
to data management included shortage of qualified staff, data privacy concerns, lack of awareness, and
absence of a data-driven culture as impactful (M=4.20). The study conclude that Nigerian Railway
Corporation faces threats to data. The study recommend that the Nigerian Railway Corporation should
implement regular security audits, update antivirus and anti-malware systems, enforce strong
authentication protocols, and ensure strict adherence to data protection regulations, provide staff training
on the effective use of and integrate multi-layered security protocols to further strengthen data protection
and develop standardized procedures, invest in modern data management tools, and regularly monitor
data quality and integrity.
Keywords. Data management practices, encompasses the collection, storage, protection, and utilization of
data asset in a way that ensures accuracy, accessibility, and security.

INTRODUCTION

Data has become a critical resource in the 21st century, driving innovation, decision-making, and
operational efficiency across industries worldwide. In today’s digital economy, organizations increasingly
rely on structured and unstructured data to optimize processes, enhance customer experiences, and remain
competitive in a rapidly changing environment (Aghaunor et al, 2023). Effective data management is
therefore not just an operational necessity but also a strategic imperative. Globally, firms in sectors such
as finance, healthcare, logistics, and transportation leverage data management systems to ensure accurate
information flow, improve efficiency, and maintain compliance with regulatory standards (Akaegbobi et
al, 2024).
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Data management encompasses the collection, storage, protection, and utilization of data asset in a way
that ensures accuracy, accessibility, and security (Loshin, 2013). It is a broad discipline that integrates
processes, policies, and technologies to maximize the value of data throughout its lifecycle. At its core,
data management provides organizations with a framework to handle large volumes of information,
minimize redundancy, and enable seamless decision-making. In practice, it incorporates subfields such as
data governance, data quality management, data security, and metadata management (DAMA
International, 2017).
Data management practices involve implementing policies and systems that allow employees to access
reliable and timely information to support operational activities and strategic goals. For example,
multinational corporations have adopted enterprise data management systems to streamline information
flow across departments, while public institutions are increasingly deploying digital solutions for
improved service delivery (Knight, 2020). Sound practices often include the use of enterprise resource
planning (ERP) systems, cloud-based storage, backup mechanisms, and regulatory compliance protocols
to ensure the confidentiality, integrity, and availability of organizational data.
Ideally, Nigerian firms should adopt robust data management systems that align with international best
practices, thereby ensuring efficiency, accountability, and competitiveness. In many developing
economies, including Nigeria, the effective use of data can enhance organizational decision-making,
reduce operational costs, and foster innovation (Bello et al, 2022). Unfortunately, Nigerian organizations
often face challenges such as poor ICT infrastructure, inadequate staff training, weak regulatory
enforcement, and limited funding, which hinder the full adoption of ideal data management systems.
Bridging this gap is crucial for firms seeking to integrate into the global digital economy and ensure
sustainable growth.
The Nigerian Railway Corporation (NRC), as a key public institution responsible for transportation
services, relies heavily on data for planning, operations, customer management, and logistics
coordination. Data management in NRC includes the handling of passenger records, ticketing systems,
freight information, maintenance schedules, and administrative data. However, like many public
institutions in Nigeria, the NRC faces challenges such as reliance on manual systems, inadequate ICT
infrastructure, and vulnerability to cyber threats, which can compromise operational efficiency and
service delivery (Egwu, et al, 2025). Enhancing data management within the NRC is therefore crucial not
only for improving internal operations but also for positioning the corporation as a modern and efficient
transport service provider. Data management is an indispensable aspect of organizational success in the
digital age. While global trends highlight the benefits of effective data practices, Nigerian organizations,
including the Nigerian Railway Corporation, face unique challenges in adopting ideal systems.
Statement of the Problem
Data management has emerged as a fundamental component of organizational success in the modern
digital economy. Effective data management ensures accurate information flow, enhances decision-
making, reduces operational costs, and supports strategic planning (Kostic, 2020). In industries such as
transportation, where large volumes of operational, customer, and logistical data are generated daily,
efficient data management systems are critical for ensuring seamless service delivery and
competitiveness. Globally, transportation corporations employ modern information systems, including
digital ticketing platforms, enterprise resource planning tools, and real-time data analytics, to improve
efficiency, enhance customer experience, and maintain accountability (Odigwe, Bassey, & Owan, 2020).
As such, data management is not only significant for improving operational performance but also for
ensuring that organizations remain adaptable in an era of rapid technological advancement.
Despite its importance, data management within the Nigerian Railway Corporation (NRC) faces several
challenges that hinder its effectiveness. Studies have shown that Nigerian public institutions struggle with
poor ICT infrastructure, limited funding, inadequate staff training, and overreliance on manual systems,
which result in inefficiencies and data inaccuracies (Chinyere, & Ikoromasoma, 2021; Opara &
Chukuigwe, 2021). In the case of the NRC, issues such as fragmented data storage, limited adoption of
modern digital systems, weak cybersecurity measures, and bureaucratic bottlenecks undermine the
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corporation’s ability to leverage data for improved operations. These challenges expose the organization
to inefficiencies in ticketing, freight management, maintenance scheduling, and customer service, while
also making it vulnerable to cyber threats (Opara & Chukuigwe, 2021).
Research Questions
The study will provide answers to the following questions:
i.  What are the security threats to data management in Nigerian Railway Corporation?

ii. ~ What are the data security practices in Nigerian Railway Corporation?

iii. ~ What are the data management strategies in Nigerian Railway Corporation?

iv.  What are the challenges of data management in Nigerian Railway Corporation?
Aim and Objectives of the Study
The aim of the study is to investigate data management practices in the Nigerian Railway Corporation.
The specific objectives are to:

i.  Identify security threats to data management in Nigerian Railway Corporation

ii.  Assess data security practices in Nigerian Railway Corporation

iii.  Determine data management strategies in Nigerian Railway Corporation

iv.  Identify the challenges of data management in Nigerian Railway Corporation
Significance of the Study
The findings of the study will be of importance to policymakers, NRC, data managers, literature and
researchers.
This study will provide valuable insights to policy makers on the importance of implementing robust data
management frameworks in public institutions such as the Nigerian Railway Corporation (NRC). By
highlighting the challenges and opportunities in NRC’s data management practices, the study will inform
government authorities and regulatory bodies on areas requiring policy intervention, such as investment in ICT
infrastructure, cybersecurity regulations, and capacity-building initiatives. It will also serve as an evidence
base for developing policies that promote digital transformation and efficiency in the Nigerian transport sector.
For the Nigerian Railway Corporation, the findings of this study will be instrumental in identifying gaps in
current data management practices and proposing practical improvement solutions. Improved data handling
will enable NRC to streamline its ticketing systems, enhance freight management, strengthen customer service,
and optimize operational decision-making. Ultimately, the study will help the corporation to align its practices
with global best standards, thereby boosting efficiency, transparency, and public confidence in its services.
The study will serve as a practical guide for data managers within NRC and other public institutions by
providing insights into effective strategies for data governance, data quality assurance, and security
management. It will highlight the importance of adopting modern tools and techniques, such as cloud storage,
enterprise data management systems, and cybersecurity protocols, to improve efficiency. Data managers will
also gain knowledge on how to minimize
Risks associated with poor data practices and cyber threats.
This study will make a significant contribution to existing literature on data management practices in Nigeria,
especially within the public transportation sector, which has received limited scholarly attention. By situating
NRC’s experiences within broader discussions on organizational data management, the study will fill a
knowledge gap and provide a reference point for future academic and policy-related works. It will also enrich
the discourse on the intersection of data management, organizational efficiency, and cybersecurity in
developing economies.
Scope of the Study
The study’s scope is limited to investigating investigate data management practices in the Nigerian Railway
Corporation. In as much as the outcomes of the study can give understanding of applicability in other sectors,
the study will particularly aim on transportation sector as a representative of other sectors to explore data
management practices within Nigeria’s transportation landscape.
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METHODS

Research Design

The researcher will adopt a survey research design for the study. According to Walters (2021), the survey
research method is used to find out the attitude, opinion, or preference of a given sample population from
which a statistic is calculated from the data, and the statistic is used to estimate the true value (parameter)
in the population.Survey design, allows one to generalize from a smaller group from which the subgroup
has been selected. Specifically, the researcher will use a cross-sectional survey research design, which
allows the researcher to collect data at one point in time. Cross-sectional studies are comparatively cheap
to undertake and easy to analyze (Zuleika & Siswo, 2022).

Population

The study’s population comprised all the departments in the selected financial institutions in Nigeria that
deal with personal and sensitive data. This consisted of operations and commercial, procurement, account,
and administration. The workers within these departments, specifically those in charge of data, formed the
major population of the research. These routes are part of the study because they are the functional routes
of the Nigerian Railway Corporation.

Table 3.1: Population of the Study

S/N  Stations Population
i.  Abuja-Kaduna Train Services 32
ii.  Warri Itape Train services 27
iii. Lagos Ibadan Train Services 37
Total 96

Sample and Sampling Techniques

Sampling technique: The study made use of a purposive sampling technique. The sampling techniques
are suitable for the research because it allowed the selection of workers who have knowledge and are
involved directly in data privacy and protection in the financial institutions in Nigeria. The choice of
purposive sampling is based on the fact that it allows the researcher to choose those respondents who
have adequate knowledge of the topic under investigation. In the context of this study, the responded
needed where specifically operations and commercial, procurement, account, and administration. Thus,
they were purposively selected by the researcher to take part in the study.

Sample Size: The sample comprised of key workers from each of the departments: operations and
commercial, procurement, accounts, and administration. . The sample size consisted of 96 respondents.
The whole population will be used.

Data Collection Methods

The data was collected through the use of a questionnaire. Specifically, the researcher will use a closed-
ended questionnaire that normally contains clear information, guidelines, and instructions for respondents.
The instrument will be self-developed based on a 5-point Likert scale with Strongly Agree (SA), Agree
(A), Undecided (UD), Strongly Disagree (SD) and Disagree (D). The options will be weighted with
SA=5, A=4, UD=3 SD=2, and D=1

Validity and Reliability

Validity: Validity refers to the extent to which an empirical measure adequately reflects the real meaning
of the concept under consideration (Karnia, 2024). To ensure the validity of the study, the questionnaire
was subjected to face, content and construct validity by my supervisor. This was used then used to refined
the questions to make sure that they are correctly captured the needed information.

Reliability: Reliability of a tool is the consistency with which it measures the attribute it is supposed to
measure (Karnia, 2024). If a study and its results are reliable, other researchers using the same instrument
will obtain the same results. The make sure that the questionnaire gave the desired result, a pre-test was
done using transport agencies that is not part of the population of study. The result was computed to get
the Cronbach alpha value as indicated in the table below.
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Table 3.2: Reliability Results

Variables Alpha value No. of items
Security threats to data 775 7

Data security practices .847 6

Data management practices 910 5

challenges of data management 718 5

Overall value 388 23

Source: field survey, 2025

3.5 Method of Data Analysis

The data collected for the study will be analysed using descriptive statistics, mean, and standard
deviation. Statistical Packages for Social Science (SPSS) will be used for the analysis. The discussion will
be done and corroborate the present and previous findings. 3.0 mean value and 50% will be the
benchmark for decision-making.

4.1 DATA PRESENTATION

The chapter presents the analysis and presentation of findings gotten in the course of data collection. The
responses were presented in tables of frequencies and percentages. The analysis was done in line with the
research questions and objectives of the study.

Table 4.1: Demographic Information

Gender Frequency Percentage
Female 35 43.2
Male 46 56.8
Total 81 100%
Age Frequency Percentage
21-30 21 26
31-40 43 53.1
41-50 13 16
41-50 4 4.9
Total 81 100%
Work experience Frequency Percentage
Less than 5 years 38 46.9
5-10 years 40 49.4

10 years above 3 3.7
Total 81 100%
Marital Status Frequency Percentage
Married 44 54.3
Single 37 45.7
Total 81 100%

Source: field survey, 2025

The demographic information in Table 4.1 shows that the majority of respondents were male,
representing 56.8%, while females accounted for 43.2% of the sample. In terms of age, most respondents
were between 31 and 40 years old, making up 53.1% of the participants, followed by those aged 21-30 at
26%, 41-50 at 16%, and a small proportion over 50 years at 4.9%. Regarding work experience, nearly half
of the respondents had between 5 and 10 years of experience (49.4%), while 46.9% had less than 5 years,
and only a small number had more than 10 years of experience (3.7%). Concerning marital status, slightly
more than half of the respondents were married (54.3%), and the remaining 45.7% were single. Overall,
the sample reflects a workforce that is predominantly male, middle-aged, relatively experienced, and
largely married.
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Table 4.1: Security threats to data

S/N  Security threats to data Mean STD
i. Malware, like viruses, worms, trojans, and spyware, 4.28 925
affects our data
ii. Phishing, which tricks our employees into revealing 4.30 749
confidential information
iii. Theft of intellectual property, unauthorized data 4.32 920
sharing
iv. Weak authentication mechanisms in the 4.26 932
organisation
v. Failure of hardware and software, which leads to 4.10 1.032
data loss
vi. Failure to comply with data protection laws and 4.47 .709
industry standards is a threat to our data.
vii. Denial of Service (DoS) and Distributed Denial of 4.14 1.034
Service (DDoS) Attacks on organizational
networks
Cluster mean 4.26 0.90

Source: field survey, 2025

The table shows that failure to comply with data protection laws and industry standards had the highest
mean score (M = 4.47, SD = 0.71), suggesting that respondents perceived regulatory non-compliance as
the most critical threat to data security, with a high level of consensus. Similarly, theft of intellectual
property and unauthorized data sharing (M = 4.32, SD = 0.92), phishing attacks (M = 4.30, SD = 0.75),
and malware attacks (M = 4.28, SD = 0.93) were also rated highly, indicating widespread recognition of
both technical and human-related security risks.

Table 4.2: Security Practices

S/N Security practices Mean STD
i.  Encryption of data before sharing 4.47 672
ii.  Use of passwords for the system 4.36 763
iii.  Use of biometrics to enhance data security 4.42 1.023
iv.  Data backup to protect organizations against data 4.38 1.056
loss due to hardware failures
v.  Use of firewalls to prevent intrusion 4.15 .760
vi.  Adhering to data protection laws and industry 4.31 .801
standards
Cluster mean 4.34 0.84

Source: field survey, 2025

The table shows that encryption of data before sharing had the highest mean score (M =4.47, SD = 0.67),
indicating that it is the most commonly recognized and practiced security measure, with a high level of
agreement among respondents. Similarly, the use of biometrics to enhance data security (M = 4.42, SD =
1.02), data backup to protect against data loss due to hardware failures (M = 4.38, SD = 1.06), and the use
of passwords for system access (M = 4.36, SD = 0.76) were strongly endorsed, reflecting respondents’
positive perception of both technical and administrative security controls. Adhering to data protection
laws and industry standards (M = 4.31, SD = 0.80) was also rated highly, suggesting awareness of
regulatory compliance as an important security practices.
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Table 4.3: Data Management Practices

S/N Data management practices Mean STD

i. My organisation carries out data capturing 4.17 919

ii. My organisation carries out the Processing of Data 4.12 .980

iii. My organisation carries out data storage 4.04 914

iv. My organisation ensures Data Availability 4.21 817

v. My organisation ensures the usability, integrity, 4.20 967
and security of data used in an organization

Cluster mean 4.14 0.91

Source: field survey, 2025

The table shows that ensuring data availability recorded the highest mean (M = 4.21, SD = 0.82),
suggesting that respondents perceive maintaining accessible data as a key priority within their
organizations. Closely following this, ensuring the usability, integrity, and security of organizational data
(M =4.20, SD = 0.97) was also rated highly, highlighting the importance placed on accurate and reliable
data for organizational operations.

Data capturing (M = 4.17, SD = 0.92) and data processing (M = 4.12, SD = 0.98) were strongly
acknowledged, indicating that the organization actively collects and processes data as part of its routine
operations. Data storage had the lowest mean (M = 4.04, SD = 0.91), although it still reflects general
agreement on the organization’s effort to retain and safeguard data. Overall, the cluster mean of 4.14
shows that respondents consistently recognize the presence of sound data management practices.

Table 4.4: Challenges of Data Management Practices

S/N Challenges Mean STD

i.  We have issues with a shortage of qualified 4.36 966
human resources for data management

ii.  There is a lack of a data-driven culture in the 4.35 744
organisation

iii. =~ We have to process huge amounts of data 4.08 .879
every day

iv.  We have issues of data privacy and security 3.95 1.011
issues

v.  Lack of awareness of the importance of data 4.26 .848
management
Cluster mean 4.2 0.88

Source: field survey, 2025

The table shows that the shortage of qualified human resources for data management was identified as the
most critical challenge (M = 4.36, SD = 0.97), indicating a strong perception that skilled personnel are
essential for effective data handling. Similarly, the lack of a data-driven culture in the organization was
highly rated (M = 4.35, SD = 0.74), reflecting respondents’ recognition of the importance of
organizational commitment to data-informed decision-making.

DISCUSSION OF FINDINGS

The findings on security threats to data, reflected by a cluster mean of 4.26, indicate that respondents
strongly agreed that threats such as viruses, worms, weak authentication mechanisms, and failure to
comply with data protection laws are prevalent in their organizations. This aligns with Fatoki (2023), who
reported that Nigerian banks experience a range of cyber fraud types including computer viruses,
phishing, hacking, and insider fraud. Similarly, Zihad et al. (2024) highlighted that ransomware, phishing,
and insider threats are major risks in industrial and healthcare environments, emphasizing the need for
robust security measures. Studies by Young and Rajaretnam (2020) and Aljaidi (2023) further
demonstrate that weak access controls and inadequate encryption can lead to severe data breaches,

269



Mohammed et al........ Int. J. Innovative Info. Systems & Tech. Res. 14 (2):263-271, 2026

confirming that the threats identified by respondents are consistent with documented global experiences.
These findings collectively suggest that organizations must adopt comprehensive strategies to mitigate
both technical and human-related security risks.

Regarding security practices, the cluster mean of 4.34 indicates that respondents perceive measures such
as data encryption, use of passwords, biometrics, and data backups as widely adopted in their
organizations. Omotunde and Ahmed (2023) emphasized the importance of multi-layered security
protocols, including authentication, encryption, intrusion detection, and access controls, for protecting
sensitive data. Similarly, Apeh et al. (2024) highlighted the adoption of encryption, multi-factor
authentication, and firewalls in the financial sector as effective practices for safeguarding data. Ngusie et
al. (2021) also reported that health professionals with adequate knowledge and training on data
management were more likely to implement secure practices.

CONCLUSION

The study revealed that data management practices in the Nigerian Railway Corporation are influenced by
both the prevalence of security threats and the adoption of preventive measures. Respondents indicated
that their organization faces significant threats to data, including viruses, malware, weak authentication
systems, and challenges in complying with data protection regulations. At the same time, a range of
security practices, such as data encryption, use of strong passwords, biometric authentication, and regular
data backups, are being implemented to mitigate these risks. The organization also demonstrates
consistent practices in capturing, processing, storing, and utilizing data, reflecting an awareness of the
importance of sound data management for operational efficiency. However, respondents identified
persistent challenges, including shortages of skilled personnel, data privacy concerns, limited awareness,
and a lack of a fully data-driven organizational culture, which may hinder the optimal management and
protection of data in the Nigerian Railway Corporation.

5.3 RECOMMENDATIONS
Based on the findings of the study, the following recommendations are made
i.  The Nigerian Railway Corporation should implement regular security audits, update antivirus and
anti-malware systems, enforce strong authentication protocols, and ensure strict adherence to data
protection regulations.
ii.  Nigerian Railway Corporation should provide staff training on the effective use of and integrate
multi-layered security protocols to further strengthen data protection.
iii.  Nigerian Railway Corporation should develop standardized procedures, invest in modern data
management tools, and regularly monitor data quality and integrity.
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