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ABSTRACT

As technology becomes an integral part of adolescent lives, the risks associated with inappropriate online
behaviors are on the rise. This paper emphasizes the need for proactive and comprehensive approaches to
support students in navigating the complex world of digital communication responsibly. The paper
discusses various innovative strategies for effective counseling, including digital literacy education,
empathy development, peer mentoring, restorative justice practices, and a collaborative, multidisciplinary
approach. These strategies aim to empower students with the knowledge and skills required to engage
with technology ethically while fostering a culture of respect and accountability in online interactions.
Ultimately, the paper emphasizes that effective counseling goes beyond the counseling office, extending
into classrooms, homes, and virtual spaces. It highlights the crucial role of counselors in nurturing a
generation of responsible digital citizens, enabling students to thrive academically, emotionally, and
socially while maintaining respectful and empathetic online interactions. The proposed innovative
strategies provide a roadmap for counselors to proactively address the challenges posed by sexting and
cyberbullying, ensuring the holistic well-being of secondary school students in the digital era.
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INTRODUCTION

Sexting and cyber-bulling are fast growing menaces in our today's digitally connected world. Inarguably,
the rise of sexting and cyber bullying have become issues of pressing concern for cyber security experts,
the government, educators, parents, and counselors alike. The advent of communication technology and
easy access to the internet has opened up new avenues for communication, socialization, and learning, but
it has also brought forth a range of challenges that young individuals must navigate. Scholars like Ofole
(2018) are of the opinion that technological development has contributed significantly to increase in
moral decadences among Nigerian teenagers which is easily manifested in risky sexual behaviours such
as sexting as well as cyber-bulling. Olasanmi et al. (2020) posits that a research study revealed that
cyberbullying, where children face taunts, threats, and insults via the Internet and mobile phones, is now
the most common form of bullying. Sexting, the act of sending sexually explicit messages, images, or
videos via digital devices, has become increasingly prevalent among adolescents. The allure of quick
communication and the desire to explore their burgeoning identities can lead some students down a risky
path.

Simultaneously, the rise of cyber bullying, the use of digital platforms to harass, intimidate, or spread
harmful content, can cause emotional and psychological distress, leaving lasting scars on the mental well-
being of students. In this rapidly evolving landscape, it has become crucial for schools to implement
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effective counseling strategies to address the issues of sexting and cyber bullying. Traditional approaches
to counseling must adapt to the digital age, incorporating innovative methods and tools that resonate with
the experiences of today's secondary school students. This paper sets the stage for exploring innovative
counseling approaches that can help secondary school students navigate the challenges of sexting and
cyber bullying. We'll delve into the importance of open communication, digital literacy, and mental health
support tailored to the unique needs of this generation. By understanding the dynamics of sexting and
cyber bullying and embracing innovative counseling techniques, we can create a safer and more
supportive environment for our students, empowering them to make responsible choices and develop the
resilience necessary to thrive in this digital age.

Clarification of Terms
Sexting: The term sexting was first used in 2005 by the Daily Telegraph, to unify the terms “sex” and
“texting” and became an official word in 2009 (Aina et al., 2019). It is generally known as “Sending and
receiving sexual content (e.g., photos, videos) via the Internet and mobile phones”, but there is no
consensus around the definition of the term sexting in the scientific community. Therefore, it has been
diversely defined, including from broad definitions that include the sending of any kind of sexual content
to narrower definitions, which are image-based only. In general terms, sexting refers to the exchange of
sexual material via a technological device. It involves sharing explicit content, such as suggestive text,
nude or semi-nude images, or sexually suggestive videos with someone else, usually a romantic partner or
someone with whom there's a sexual interest. However, sexting definitions vary much depending on the
behavior in question, the type of material, and whether sexting is restricted to sexual content or also
encompasses erotic content. Klettke et al. (2012) in their literature review found significant relationships
between sexting and risky sexual behavior and with several other adverse outcomes. Petra et al. (2020)
opined that the incidence of sexting as the risk communication phenomenon has increased in recent years
and gradually penetrates to cyberbullying, cyber grooming, cyberstalking and other related issues.
Granting the understanding that sexting is a major gateway to cyberbullying. In that sensitive content
provided by one party can be used against him or her in the future, thus leading to cyberbullying.
Types of Sexting
a) Consensual sexting: is a type of sexting which involves two people sending each other sexually
explicit messages or images with the mutual consent and understanding of both parties. This kind
is commonly found between couples and lovers in a long distance relationship.
b) Nonconsensual sexting: this type occurs when one person sends sexually explicit messages or
images to another person without his/her consent. This type of sexting is considered as a form of
sexual harassment or even sexual abuse depending of the circumstances.

Psychological Impact of Sexting

Aina et al. (2019) opined that sexting has the potential to be a risky behavior, and a threshold to get
exposure to dangerous kinds of victimization such as cyberbullying. It thus follows that involving in
sexting indirectly exposes one to cyberbullying. In this context, secondary school students represent a
vulnerable group due to their limited ability of self-regulation, their high susceptibility to peer pressure,
their technophilia, and their growing sexual curiosity. Dodaj et al. (2019) revealed that studies examining
adolescents’ attitudes toward sexting indicate that adolescents are not aware of the potentially negative
repercussions of exchanging sexually explicit content via electronic media. Thus the need for the present
study as it seeks to explore the dangers of sexting and cyberbullying both their psychological and
academic wellbeing and recommend some innovative strategies for effective counselling. Indeed, there is
established relationship between sexting, depression, anxiety, suicidal thoughts and suicide (Dodaj et al.,
2019). Dake et al. (2012) observed that sexters had a statistically significant greater probability for
suicidal thoughts and attempted suicide in relation to those who did not sext, and they often reported
feelings of sadness or hopelessness for at least two consecutive weeks in the previous year. Mitchell et al.
(2012) also investigated the emotional consequences of sexting. According to the results of their study,
21% of the participants who were subjects on sexually explicit photos or who took such photos and 25%
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of the participants who received sexually explicit photos reported a high or intensive level of agitation,
shame and fear as a consequence of their behavior.

Cyber Bullying

Ayodeji (2020) explained that cyberbullying is a new method of bullying using technology such as social
websites (MySpace, Facebook, etc.), email, chat rooms, mobile phone texting and cameras, picture
messages (including sexting), instant messages, and/or blogs. Bill Belsey, a Canadian, and the creator of
the website, www.cyberbullying.org (as cited by Okere & Owolabi, 2020) describes cyberbullying as the
use of information and communication technologies to support deliberate, repeated, and hostile behavior
by an individual or group, that is intended to harm others. Other similar terms often used in place of
cyberbullying include: cyber bullying, e-bullying, cyberharassment, text bullying, SMS bullying, mobile
bullying, digital bullying, internet bullying.

Olasanmi et al. (2020) explained that the number of victims and bullies are steadily rising and is
positively correlated with the increase of technology usage by adolescents. It is a widely known fact that
face-to-face bullying can result in long-term psychological harm to targets. This harm includes low self-
esteem, depression, anger, school failure and avoidance. However, the harm caused by cyberbullying may
be greater than that caused by traditional bullying because online communications can be extremely
viscous. There is also no escape for those who are cyberbullied. Cyberbullying material can be distributed
worldwide and is often irretrievable. Cyberbullies are mostly anonymous and can solicit the involvement
of unknown friends.

Countries such as the United States of America, Britain, Australia, and even Pakistan are notable
examples of nations that have taken deliberate steps so far, in checking the bourgeoning trend of
cyberbullying and evolving policies to protect the vulnerable and marginalized parties. In a developing
country like Nigeria, there medial campaign against cyberbullying has followed the trending adoption of
legal frameworks with the enactment of the Nigerian Cybercrime (Prohibition, Prevention, etc.) Act of
2015, addressing issues of child pornography (Section 23), cybersquatting, (Section 25), cyber stalking
(Section 24), racists and xenophobic offenses (Section 26), and cyber terrorism (Section 18) among other
acts classified as online criminal acts.

Types of cyber bullying
There are various types of cyber bully; they include harassment, outing, cyber stalking, impersonation,
etc.

° Harassment: refers to when someone sends hurtful messages to another person with the intent to
upset or harm them.

. Outing: refer to when an individual shares private information about another individual shares
private information about another individual online without their concept.

. Cyber stalking: is when someone uses the internet to track or harass another person.

. Exclusion: this is a deliberate act of an individual leaving another individual out of online
activities like group chats or games.

° Impersonation: this is when a person pretends to be someone else online to cause embarrassment

or harm to the impersonated individual.

Psychological Effect of Cyberbullying on Students

Okoiye, Nwoga, and Onah (2015), while assessing effect of cyberbullying on the psychological well-
being of in-school adolescents in Benin, Edo State (Nigeria), found that the consequences of
cyberbullying has impact on in-school adolescent’s self-esteem, self-concept, and self-efficacy.
Researchers have demonstrated that being involved in cyberbullying has psychological, emotional and
behavioural consequences both on the victims and the perpetrators and if you are a cyber-victim you are
more exposed to developing a psychological pathology (Mioara, 2017). Cyberbullying is associated with
depression, self-harm, suicide or suicidal ideation for the victims. In fact, Okere and Owolabi (2020)
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affirmed that the notoriety of cyberbullying is due to the harmful impacts of the phenomenon which
sometimes resulted in suicide by victims.

As shown in the study of Kokkinos et al. (2014) on young students, those who were involved in
cyberbullying as perpetrators/victims have higher scores in anxiety, depression, hostility and interpersonal
sensitivity, while the cyber aggressors have significantly higher scores in sensitivity to boredom. Others
studies found higher scores of social anxiety for the cyber victims. Also, cyber victims have a higher risk
of school problems (suspension, copying out at tests, absenteeism, school aggression, lower academic
achievement and not feeling safe in school) and other deviant behaviors (alcohol abuse, substance abuse,
running away from home) (Mioara, 2017).

Difference between Sexting and Cyberbullying

Though these concepts occur online, there are distinctive differences between them

1) Cyber bullying is geared towards harming someone’s reputation or causing emotional distress.
Whereas sexting is usually more focused on sexual gratification.
2) Sexting is voluntary and consensual between two people who involves sending and receiving

explicit contents while cyber bullying is usually non-consensual and can be done without the
victim’s knowledge or permission.
Similarities of sexting and cyber bullying

. Both sexting and cyber bullying can happen on a variety of platforms, including social media,
text message and online gaming.

. They can involve the sharing of personal and private information without the consent of another
person.

. Sexting and cyber bullying can lead to negative consequences such as humiliation,

embarrassment, anxiety, frustration depression.

Theoretical Perspective of Sexting and Cyberbullying

Psychological theories help us understand the motivations, behaviors, and underlying factors that
contribute to phenomena like sexting and cyberbullying. While these theories may not be exhaustive, they
offer valuable insights into why individuals engage in these behaviors. Here are some psychological
theories relevant to sexting and cyberbullying:

Attachment Theory: Attachment theory is the joint work of John Bowlby and Mary Ainsworth. Drawing
on concepts from ethology, cybernetics, information processing, developmental psychology, and
psychoanalysts, John Bowlby formulated the basic tenets of the theory. Attachment theory suggests that
individuals seek emotional connection and validation. In the context of sexting, individuals might engage
in this behavior to strengthen their emotional bonds with their partners or to seek affirmation of their
desirability.

Anonymity and Deindividuation Theory: This theory holds that online platforms can provide a sense of
anonymity, leading individuals to feel less accountable for their actions. This anonymity, coupled with
deindividuation (loss of self-awareness in group settings), might encourage more aggressive or hurtful
behavior. Proponents of this theory highlight their explanatory power in understanding group behavior,
online interactions, and social dynamics. Here are a few prominent proponents and researchers associated
with this theory: Leon Festinger (An influential social psychologist known for his work on cognitive
dissonance), Philip Zimbardo (Who has researched extensively on deindividuation), John Suler (who has
written extensively on the psychology of the internet).

Counseling Interventions

The counselors can intervene by using various therapies to aid the individual overcome his/her problem(s)
and fit into the society and live a normal life.

Dialectical behavior therapy (DBT): This approach can help people to manage their emotions and
improve their relationship skills. It was Dr. Marsha Linchan in the 1980’s it was developed for the
treatment of individuals with borderline personality disorder. However it has been found to be effective in
treatment of other issues such as cyber bullying. One of the emotions, like when they are cyber bullied.
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Components of DBT include;

. Mindfulness, distress to tolerance, emotional regulation and interpersonal effectiveness.
Mindfulness: helps people to learn and be aware of and accept one’s thoughts and feeling without
judgment.

. Distress tolerance: helps individuals to manage difficult emotions without resorting to unhealthy
behaviors.

Emotional regulation: teaches people to identify and change negative emotions and behaviors.
Interpersonal effectiveness: teaches individuals to communicate effectively and assertively.
Mindfulness: help people to become aware of their thoughts and emotions by accepting them without
judgments. It involves practices like breathing exercises and meditation.

Distress tolerance: is all about learning to manage difficult emotions without resorting to unhealthy or
harmful behaviors. It involves the use of skills such as self-soothing, distraction, self-care.

Emotional regulation: this entails a critical focus to identify and change negative emotions and
behaviors. It involves learning to identify emotions, understand their causes and develop healthy way to
cope with them. Skills like going for a walk, writing or introspection.

Interpersonal effectiveness: this focuses on improving communication and relationship skills. It teaches
people to assert themselves in a healthy way, set boundaries and solve problems. For example someone
who is experiencing cyber bullying might learn to assert themselves and seek help from others like a
counselor.

Recommendation/Innovative Counselling Strategies

Counseling for sexting and cyberbullying requires innovative strategies that address the unique challenges
of these digital-age issues. These strategies focus on prevention, education, intervention, and support for
both victims and perpetrators. Here are some innovative approaches:

Digital Literacy Education: There is need to equip individuals with the skills to navigate the digital
world responsibly. They should be taught about the potential consequences of sexting and cyberbullying,
including legal, social, and emotional ramifications. The importance of consent, privacy, and respectful
online behavior should be emphasized.

Empathy Development: Individuals should be helped to understand the impact of their actions on others.
Thus, fostering empathy by sharing stories, facilitating discussions, and encouraging perspective-taking
exercises. This can discourage cyberbullying and promote healthier online interactions.

Peer-Mentoring Programs: Mentorship programs where older students mentor younger ones on
responsible digital behavior should be created. Peers often have a strong influence, and positive role
models can help prevent bullying and promote a culture of respect.

Interactive Workshops: Engaging workshops that involve real-life scenarios and role-playing to
simulate cyberbullying situations should be organized. Provide students with the opportunity to practice
responding assertively and reporting inappropriate behavior.

Online Support Groups: Safe online spaces for victims of cyberbullying to share their experiences,
receive support, and access counseling services should be established. These groups can help individuals
feel less isolated and encourage them to seek help.

Collaboration with Technology Experts: There is need for counsellors to partner with experts in digital
technology to stay updated on the latest apps, platforms, and trends. This knowledge can help counselors
understand the digital landscape and effectively communicate with young people about potential risks.
Promote Digital Citizenship: There is need to encourage responsible digital citizenship by discussing
the ethical use of technology, respecting others' online privacy, and promoting positive online activism.
Counsellors should emphasize that responsible behavior extends beyond school and into other aspects of
life.

Parental Involvement: There need to engage parents in discussions about sexting, cyberbullying, and
online safety. Accordingly, resources for parents to understand these issues and support their children in
navigating the digital world should be made available.
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Restorative Justice Practices: Implement restorative justice practices for cyberbullying incidents.
Encourage dialogue between the victim and the perpetrator to understand the harm caused, promote
accountability, and seek ways to repair the harm done.

Multidisciplinary Approach: Collaborate with school administrators, mental health professionals, law
enforcement, and community organizations to create a comprehensive approach to address sexting and
cyberbullying should be explored. This coordinated effort can provide a more holistic response.

CONCLUSION

In conclusion, the prevalence of sexting and cyberbullying among secondary school students highlights
the urgency of addressing these digital-age challenges through innovative counseling strategies. As
technology continues to shape the way young individuals interact, it becomes increasingly crucial to
equip them with the skills and knowledge to navigate the online world responsibly. The implementation
of forward-thinking approaches, such as digital literacy education, empathy development, peer mentoring,
and restorative justice practices, can foster a culture of respect, empathy, and accountability. The evolving
nature of technology demands that counselors remain informed about the latest digital trends, apps, and
platforms to effectively connect with students and address their concerns. By embracing a
multidisciplinary approach and collaborating with educators, parents, mental health professionals, and
community organizations, counselors can create a comprehensive support network that promotes
responsible digital citizenship.

The journey to combatting sexting and cyberbullying requires a collective effort that extends beyond the
counseling office and into classrooms, homes, and online spaces. As counselors work tirelessly to guide
students in making ethical and safe digital choices, they contribute to the development of a generation that
is equipped to engage with technology in a respectful and empathetic manner. Through these innovative
strategies, counselors can foster an environment where students thrive academically, emotionally, and
socially, both online and offline.
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